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EXECUTIVE SUMMARY

Innovation is a constant feature of terrorism, yet little is known about how terrorists innovate, the
factors that drive them to innovate, and the indicators that could help predict their trajectory toward
innovation. On August 5-6, 2010, experts gathered for a workshop sponsored by the Defense
Threat Reduction Agency, Advanced Systems and Concepts Office (DTRA-ASCO), to discuss the
preconditions, canses, and predictive indicators associated with terrorist innovation in weapons of mass
effect (WMEs).! They presented their research findings on seven historical and contemporary cases
of terrorist innovation, ranging from airplane hijackings by the Popular Front for the Liberation of
Palestine (PFLP) to the current threat emanating from Al-Qaeda’s mass casualty attacks. These case
studies generated a number of generalizations about what motivates innovation, how terrorists come
to innovate, and whether it is possible to anticipate innovations in WME terrorism.

The experts assessed three categories of terrorist innovation: tactical, strategic, and
organizational, with emphasis placed on the first two. Tactical innovation usually involves
inventing or adopting new techniques or technologies to achieve unchanging objectives. Strategic
innovation entails formulating new objectives, which necessitate the adoption of new operations,
targets, or technologies to advance those objectives. Organizational innovation involves new ways of
structuring the terrorist group or inventive methods of drawing recruits.

Preconditions and Causes

Preconditions refer to the context in which innovation took place. This includes political,
technological, or security developments which made innovation by terrorist groups more or less
likely. For example, experts agreed that larger and/or wealthier terrorist organizations would find it
easier to innovate. Causes are those internal and external drivers that directly precipitate innovation
or accelerate its progress.

The expert consensus was that terrorist innovation is often a product of a gradual, incremental
synthesis of earlier innovations, rather than a dramatic leap in terrorist tactics and technologies.

e The PFLP airplane hijackings beginning in 1968 involved a synthesis of two innovations that
appeared much earlier: non-political airplane hijackings in Latin America and the strategy of
internationalizing a local conflict.

o  EBuskadi Ta Askatasuna’s (ETA, Basque Homeland and Freedom) 1973 assassination of Luis
Carrero Blanco, the Spanish Prime Minister, by planting explosives in a tunnel beneath his
travel route was inspired in part by an earlier ET'A prison breakout involving the digging of a
tunnel.

e Al-Qaeda’s September 11, 2001 attacks, which were the ultimate manifestation of WME
terrorism, merged two prior terrorist innovations: airline hijackings and suicide bombings.

The participants also agreed that terrorist innovation is usually motivated by problem solving
Intended to overcome constraints in the security environment, or limitations in the political
one. Terrorists seek new technologies, targets, or opportunities in order to circumvent security

1 The Homeland Security Advisory Council defines WMESs as “weapons capable of inflicting grave

destruction, psychological and/or economic damage.”
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measures, revitalize support for their cause, pursue a new strategy to remedy failed ones, or simply
escalate a conflict because lower levels of violence are assessed to be ineffective.

e The PFLP airplane hijackings were in large measure a response to the failure of Arab states
to defeat Israel on the battlefield, requiring a new strategy to mobilize Arab masses and
international support for the Palestinian cause.

e Aum Shinrikyo’s drive to acquire its deadly capacity for chemical attacks began after the
failure of its leader to gain acceptance through the electoral process.

e Al-Qaeda’s organizational innovation of recruiting and training “homegrown” terrorists for
an attack in London was driven by its inability to send its own militants abroad in the post-
September 11 security environment.

There was widespread agreement among the participants that leadership is central to innovation.
In nearly all the cases of WME innovation discussed at the workshop, leaders played a key role in
demanding, funding, and justifying deadly innovation. The experts were not in agreement on what
types of leadership styles are propitious for innovation.

e Experts pointed to the PFLP, Al-Qaeda, Aum Shinrikyo, and Irish Republican Army IRA
case studies as evidence that “centralization of leadership and decentralization of execution”
is a necessary condition for innovation.

e C(Case studies highlighted the role of “charismatic entrepreneurs” (PFLP, Independent
Islamist cell London bombings) or “maniacal entrepreneurs” (Aum Shrinrikyo, Oklahoma
City, IRA) with an irrational desire to inflict mass casualties or create a mass psychological
impact.

e The critical leadership variable is openness to new ideas and willingness to experiment and
learn through trial and error, regardless of how centralized or decentralized the organization.

The discussion among experts highlighted the important role of ideology or “toxic
grievances” in inspiring and legitimating WME attacks, especially the ones that concern mass
destruction and mass casualties among civilians. Groups with grandiose worldviews, millenarian
ideologies, or deep feelings of humiliation are less likely to impede the use of mass casualty terrorism
than those with clearly defined objectives.

e Aum Shinrikyo was a cult inspired by a “cosmically scientific belief system” that viewed
killing as a vehicle to elevate its victims to a “higher spiritual plane.”

e Timothy McVeigh was a product of a long and festering “warfare ideology” that framed the
U.S. government as encroaching on the basic liberties and freedoms of its citizens.

e Al-Qaeda’s “martyrdom complex” was aided by clerical support that justified suicide attacks
in defense of Islam and permitted the targeting of Western civilians to reciprocate the killing
of Muslims by Western governments.

The experts did not give too much weight to explanations for innovation centered on state
sponsorship, safe havens, or competitive outbidding between terrorist groups. These factors inspired
or facilitated innovation in some cases, but they do not appear to be necessary or sufficient for
recurring patterns of WME innovation.

Workshop Report 2
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Predictive Indicators

Predictive indicators refer to the observable steps and preparatory behaviors leading to the
innovative terrorist attack and that could have revealed the terrorists’ intent had they been
investigated thoroughly.

The experts were pessimistic about our ability to pick up on predictive indicators that could
help flag or foil terrorist innovation. In five of the seven cases, experts argued that intelligence
and/or law enforcement work could have provided warnings of an impending WME attack, but the
significance of these potential warnings are only apparent with hindsight. Moreover, the evolutionary
nature of innovation, which is marked by gradual learning and adaptation, and the seemingly endless
possibilities of combining older innovations in new ways, makes it difficult to pinpoint the trajectory
of specific innovations.

Furthermore, predictive indicators are not universal; any potential list of indicators must be confined
to the specific innovation sought after by the terrorists. This finding suggests that security
specialists may have to proceed on a case-by-case basis when seeking to anticipate and foil
deadly innovations.

Specific threats made in terrorist leaders’ statements are one predictive indicator of innovation
commonly found in the cases analyzed in this workshop. Another salient indicator is prior attempts
by the terrorist group to deploy innovative tactics.

e Al-Qaeda repeatedly threatened to strike the U.S. homeland and undertook several mass
casualty operations against American targets abroad prior to September 11.
e Aum Shinrikyo undertook extensive research in chemical and biological agents, and

conducted some attacks using chemicals prior to their major Tokyo subway operation in
1995.

Eatlier failures in terrorist innovation should not be taken lightly because they could serve as
indicators of future intent as well as opportunities for the terrorists to experiment and learn through
trial and error. Underestimating the terrorist adversary and the failure of the authorities to
investigate with due diligence its prior activities often precedes successful WME attacks.

Considerations for Future Research

Experts agreed that the study of terrorist innovation is a burgeoning field that requires much more
scholarly attention and analytical rigor. They recommended several strategies to help advance our
understanding of the topic:

e Investigate past cases of failed terrorist innovations or ones that were not widely adopted by
other groups. This type of research could reveal barriers to innovation and diffusion,
which can be helpful in shaping security countermeasures against the innovation and
diffusion of WME terrorism.
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e Investigate terrorist campaigns alongside individual incidents, because the former could
reveal patterns of subtle innovation and adaptation that single episodes cannot uncover. This
research would be particularly useful for understanding organizational innovation, which was
not covered in depth in this workshop.

e Investigate WME terrorism in cases that do not pertain to Western societies. Some of the
most spectacular acts of terrorism in the 20™ and 21* centuries have taken place in the
developing world. These case studies could reveal patterns of terrorists exploiting
opportunities associated with underdevelopment, corruption, weak state enforcement
capabilities, or protracted civil and regional conflicts.

Workshop Report 4
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SECTION 1: BACKGROUND AND OBJECTIVES

This project explored the preconditions, canses, and predictive indicators associated with terrorist
innovation. Preconditions refer to the context in which innovation took place. This includes
political, technological, or security developments which made innovation by terrorist groups more or
less likely. For example, experts agreed that larger and/or wealthier terrorist organizations would
find it easier to innovate. Causes are those internal and external drivers that directly precipitate
innovation or accelerate its progress. Predictive indicators refer to the observable steps and
preparatory behaviors leading to the innovative terrorist attack and that could have revealed the
terrorists’ intent had they been investigated thoroughly.

Our aim was to assess how terrorists come to adopt new patterns of tactical, strategic, and
organizational behavior in order to help counterterrorism specialists anticipate emergent advances in
the use of weapons of mass effect (WME). We measured WMEs by their /zhality (at least 1,000
fatalities); destructiveness (devastation in at least one square mile in urban settings or 10 square miles in
rural areas); disruptive impact (damage to at least one critical facility, significant interruptions in
services, or at least 10 billion dollars in economic losses); or/and adverse psychological intensity on mass
publics.1 We invited 15 experts to conduct research on historical case studies of WME terrorism,
and present insights from theories of innovation in terrorism studies as well as across disciplines.
These specialists gathered on August 5-6, 2010 for a workshop organized by the Center for
Contemporary Conflict, Naval Postgraduate School and sponsored by the Defense Threat
Reduction Agency Advanced Systems and Concepts Office, in Monterey, California.

Research Objective and Approach

The experts assessed three categories of terrorist innovation: tactical, strategic, and
organizational. Tactical innovation usually involves inventing or adopting new techniques or
technologies to achieve unchanging objectives. Strategic innovation entails formulating new
objectives, which necessitate the adoption of new operations, targets, or technologies to advance
those objectives. Organizational innovation involves new ways of structuring the terrorist group or
inventive methods of drawing recruits.

An innovation in terrorism may involve more than one of these categories. For example, experts
pointed out that the PFLP hijackings were a strategic innovation because the goal was to publicize
the plight of Palestinians. But it was also a tactical innovation that exploited vulnerabilities in airline
security, and an organizational one because the PFLP used foreign terrorists such as German and
Japanese nationals to conduct its operations.

The specialists analyzed in great detail seven cases of terrorist innovations with mass destructive,
economic, or/and psychological effects:

! William C. Yengst, “Part 5: Next Generation Weapons of Mass Effects,” in Lewis A. Dunn, Jennifer Perry

etal., Next Generation Weapons of Mass Destruction and Weapons of Mass Effect Terrorism, DTRA/ASCO Repott 2008-001,
January 2008.
2 Selected analyses are found in the appendices of this report.
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Type of Innovation Perpetrator Researcher
. L Yoram Schweitzer
1968-70 Airplane Hijackings PFLP Glenn Robinson
Mutrder of Prime Minister Luis Rogelio Alonso
1973 Carrero Blanco ETA Jose Antonio Olmeda
1984 Attempted murder of Prime IRA Richard English
Minister Margaret Thatcher William Matchett
1995 Tokyo Sarin attack Aum Shinrikyo Adam Dolnik
. . . . Stuart Wright
1995 Oklahoma City bombing Timothy McVeigh Mark Hamm
Peter Bergen
th -
2001 September 11t attacks Al-Qaeda Assaf Moghadam
2005 London subway bombings Al-Qaeda linked cell Steve Hewitt

For each case (with one exception), two experts explored independently a set of questions to
facilitate comparative analysis of patterns across cases:

e What factors internal and external to the terrorist organization motivated innovation? What
were the incentives to innovate?

e What were the leadership and organizational requirements for innovation? Did top leaders
within the organization drive innovation or did aspiring terrorist entrepreneurs outside of the
leadership hierarchy drive it? Did the structure of the organization shape in any way the pace
of innovation or receptivity to it?

e When and in what context did innovation occur in the evolutionary cycle of the terrorist
group? Were there any particular accelerants of innovation such as technological change,
social or/and political contexts, ideological shifts, state sponsorship, or/and security
countermeasures?

e Was the catalyst for innovation more a result of pressures internal or external to the terrorist
organization?

e Looking back, would it have been possible for counterterrorism specialists to observe and
connect together the developments that made innovation possible? What indicators would
have enabled security specialists to anticipate the trajectory of innovation?

e Looking forward, what does your case tell us about how innovation in terrorism takes place
and how might it inform future efforts to forecast emergent advances in terrorist methods of
attack, especially the use of WME?

This workshop structure provided an opportunity for competitive analyses and encouraged
informed dialogue across cases.

The choice of cases was driven by a number of considerations. First and foremost, we wanted to
break out of the current focus on radical Islamist movements. The current threat emanating from
violent Islamist extremists has produced a near myopic concentration on the dynamics of this
movement. Given our interest in developing broader models of innovation, we think there are many
lessons to be drawn from earlier waves of terrorism. An equally relevant consideration is variation
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on cases. We selected cases that provided us with a variety of attack types: two individual
assassinations of heads of governments, three major bombings, a path-breaking attack (the 1968-
1970 hijackings) which launched a frenzy of contagion, one WMD attack, the first suicide attack in
Europe, and the ultimate mass effect attack (9/11). In addition, this selection also provides us with a
spread across different decades, starting in 1968.

Some of the cases represent innovation by established hierarchical organizations like the IRA, ETA,
PFLP, and Aum Shinrikyo; others by networked organizations and groups like Al-Qaeda and the
London bombers. One case, the Oklahoma City bombing, is typically described as a lone-wolf
attack, though two of the workshop’s participants cast doubt on this assumption. Some cases
involved complex coordination and operational planning (PFLP hijackings and the September 11
attacks) while others did not require high levels of complexity (London and Oklahoma City
bombings). These cases also span several regions, time periods, and ideological motivations, thus
allowing us to understand how socio-political, technological, and normative environments can shape
the dynamics of innovation.
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SECTION 2: THEORETICAL APPROACHES TO TERRORIST
INNOVATION

Participants and Objectives

In the first panel, Dr. Martha Crenshaw, Stanford University, and Dr. Gary Ackerman, University of
Maryland, presented their analytical approaches to the puzzle of terrorist innovation to help define
the central concepts of this workshop and provide a framework for discussing the case studies that
made up the empirical foundations of this project. Dr. Adam Dolnik, University of Wollongong,
served as a discussant and summarized his own findings on terrorist innovations. Dr. Mohammed
Hafez, Naval Postgraduate School, moderated the session.

Discussion and Findings

Dr. Crenshaw questioned the conventional wisdom that terrorist innovations are rare. This
misperception stems from three faulty—and even dangerous—assumptions:

e Evolutionary adaptation and synthesis of earlier technologies and methods are not
innovations.

e Terrorist innovation is inherently escalatory or destructive.

e Innovation necessarily entails the widespread diffusion of new technologies or techniques
across terrorist organizations.

Crenshaw argued that most terrorist innovations involve incremental learning and adaptation of
earlier repertoires of violence; innovations can take place in the realm of strategies, organizational
forms, and target sets, without necessarily escalating the level of violence; and innovations are truly
inventive even when others do not emulate them (the 9/11 attacks are a case in point).

To understand innovation, we must delineate between strategic, tactical, and organizational
innovations. Strategic innovation involves significant points of novelty in the historical development of
terrorist campaigns, shifts that change the fundamental pattern of terrorist challenges to political
authority and, thus, serve as “game changers.” Tactical innovation, which occurs more frequently than
strategic ones, entails a change in methods or operations — typically the introduction of new
weapons, techniques, or target sets. Organizational innovation requires a change in group structures and
patterns of recruitment. These types of innovations are often reflected in a group’s decision to
abandon hierarchical organizations in favor of cellular groups or loosely structured networks.

There are many reasons to innovate, argued Crenshaw, but most often “problem solving” rather
than advantage seeking drives the process to learn, adapt, and invent. Security countermeasures are
perhaps the most obvious example of challenges that need to be solved by terrorists, but problems
also include the terrorists’ inability to meet their objectives with extant methods. Innovation can also
be driven by new opportunities, such as the emergence of new technologies, accessibility to new
targets, or availability of new recruits.

The leader is central to innovation, argued Crenshaw. She conceptualized leadership in two ways:

e Hierarchical leadership demanding and funding innovation

Workshop Report 8



Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

e Entrepreneurial leadership of an individual seeking to advance in the terrorist organization
(or just seeking an opportunity to implement his ingenious idea)

Dr. Ackerman introduced the concept of innovation as it is studied outside of the terrorism field.
He agreed with Crenshaw that little has been done to understand terrorist innovation and, therefore,
specialists have to seek definitions, concepts, and theories from other disciplines, including military
strategy, business, social movements, sociology, and cognitive psychology. As one would expect,
there is little agreement across these disciplines on what constitutes innovation and what drives it
forward. The analytical challenge is compounded by the problem that concepts developed and
defined in other fields may not be transferable to terrorism analysis because terrorists and their
organizations are distinctive social actors that are not always driven by a single, clearly defined
preference, say, the profit motive.

Similar to Crenshaw, Ackerman acknowledged that innovation could be incremental and the result
of trial and error, as opposed to a revolutionary breakthrough. Moreover, he agreed that innovation
is rarely produced by the “lone genius,” but rather an outcome of synthesizing the old with the new.
Ackerman further argued that innovation is most often a response to a challenge or a problem, not
an effort pursued for its own sake.

Ackerman introduced many variables that could theoretically explain why innovation takes place in
terrorism:

e Innovation occurs because the group has the ability and resources to innovate

e Groups rationally calculate in a cost-benefit analysis that innovation can be advantageous
to their objectives

e Innovation is ideologically compatible with the group’s identity or worldview
e Innovation occurs in groups with high levels of risk tolerance
e Competition between terrorist entities can drive some to innovate

e New inventions can create new needs, thus turning the old adage of “necessity being the
mother of invention” on its head

Dr. Dolnik, who is the only person to have written a book on the subject of terrorist innovation,
gave added credence to the evolutionary, rather than revolutionary, nature of terrorist innovation. '
Whereas the panel felt that innovation was a rational “problem solving” endeavor, Dolnik, while not
disagreeing completely, highlighted several examples of groups driven by emotive, ideological, and
symbolic motives to innovate. They simply have the capability, desire, and, above all else,
idiosyncratic leaders calling for spectacular and cutting edge terrorism to express their rage or
symbolize their end goal.

Dolnik also stressed that one should not underestimate accidents of history—such as a person with
a particular skill being recruited by a terrorist group. Ackerman agreed, stating that it is not likely
that terrorists will become scientists. However, a scientist could become a terrorist. This theme of
accidents of history does appear repeatedly in the case studies that follow.

U Adam Dolnik, Understanding Terrorist Innovation: Technology, Tactics and Global Trends (New York: Routledge, 2009).

Workshop Report 9 |



Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

SECTION 3: PFLP’S AIRPLANE HIJACKINGS, 1968-1970

In July 1968, five members of the Popular Front for the Liberation of Palestine (PFLP) hijacked an
Israeli El Al airliner and diverted it to Algeria. This operation was the first of several airplane
hijackings conducted by the PFLP, culminating with the climactic September 1970 operation at
Dawson’s field that entailed hijacking three planes, diverting them to Jordan, and blowing them up
on the tarmac in the presence of international media (after releasing all the passengers).

Participants and Objectives

In this panel, Mr. Yoram Schweitzer, Institute for National Security Studies, and Dr. Glenn
Robinson, Naval Postgraduate School, presented their findings on PFLP’s innovation in terrorism.
They analyzed this important case in terms of the preconditions and causes that made airplane
hijackings PFLP’s signature operation and assessed whether it was possible to predict this shift in
tactic and strategy. Dr. Mohammed Hafez moderated this session.

Discussion and Findings

Schweitzer highlighted three dimensions of the PFLP’s innovation:

e The group’s decision to internationalize the conflict by making the global community the
PFLP’s primary target audience;

e the selection of aviation as the prime target, which up to this point was relatively free of
political hijackings;

e The incorporation of foreign terrorists in the plot’s execution, including Japanese and
German nationals;

By all these measures, the PFLP engaged in strategic, tactical, and organizational innovations
simultaneously. To be sure, the PFLP’s innovations were not new in the sense of creating something
completely unprecedented in history. Instead, both Schweitzer and Robinson agree that the PFLP
synthesized older tactics in new ways, and hijacking as a “repertoire of resistance” was new in the
Palestinian-Israeli conflict—and certainly new to the PFLP.

Preconditions and Causes

Both Schweitzer and Robinson agreed that the main motive of the PFLP’s innovation was to bring
the Palestinian problem to the international media’s attention, “to force the world, at gunpoint, to
take notice.” The precondition for the PFLP’s innovation was the humiliating defeat of Arab states
in the 1967 Six Day War, which effectively put an end to the strategy of Palestinian liberation
through conventional warfare. As the PFLP saw it, Palestinians had to take their fate in their own
hands since they could no longer count on the Arab states. Another motivation to innovate was to
create a “revolutionary atmosphere” to awaken the Palestinians’ sense of nationhood and empower
refugees through armed struggle.

Israeli effectiveness was not limited to defeating Arab states on the battlefield, it also succeeded in
curtailing guerilla activities along its borders. This situation created a precondition for innovation by
making it difficult for Palestinians to target their Israeli adversary directly and effectively.
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Innovation, therefore, was a response to concrete problems that had to be overcome if the
Palestinian nationalist movement wished to maintain its strategy of armed struggle.

Another precondition was the nascent nature of the airline industry, which was exploited by the
PFLP for lacking rigorous security checks at that point. This suggests that targets of opportunity are
an important precondition for innovative terrorism.

Both Schweitzer and Robinson saw factional competition between the PFLP and its rivals as an
important precondition for innovation. There were several Palestinian organizations with competing
ideologies and constituencies. A spectacular operation was necessary to elevate the PFLP above its
competitors, and by including non-Palestinians in its operations the PFLP cemented its relations
with international leftists and turned the organization into a transnational actor.

A common theme that emerged across cases is the role of the entrepreneurial leader, and this is
exemplified by the PFLP’s hijackings. The role of Wadi'a Haddad, a charismatic, creative, and
ambitious operative, was crucial for innovation. It was his idea to shift from operations against
Israel, which he deemed to be a “waste of time,” to nfernational ones that are sufficiently spectacular
to capture the world’s attention. The PFLP’s leader, George Habash, was open to new ideas and
gave Haddad the space and autonomy necessary to innovate. Haddad was eager to learn from other
movements. He selected the best recruits he could find and planned the most intricate details of the
operations—and he even participated in the blowing up of the airplanes in Jordan during the
September 1970 operation.

Schweitzer viewed the PFLP at that juncture as a cohesive, centralized organization, which facilitated
the execution of these operations. Robinson, however, saw it as an organization with a “collective
leadership,” in Leninist style, but he also considered this as a precondition for openness to new ideas
and willingness to exercise operational autonomy.

Predictive Indicators

Schweitzer argued that anticipating the PFLP’s hijackings would not have been easy and it would
have required the availability of intelligence assets deep within the organization. The permissive
environment was important for innovation, but nothing less than a clairvoyant security service
would have predicted the PFLP’s new tactic. The PFLP did escalate its rhetoric of armed struggle, as
Robinson stated, but these statements were not sufficiently specific to betray its impending
innovation.

Debating Consequences of Innovation

Participants debated whether the PFLP’s innovation was effective in achieving its objectives. Those
who measured success in terms of achieving the ultimate objective of the organization, which was
the liberation of Palestine, concluded that the PFLP’s innovation was a failure. Others, however,
pointed out that terrorist groups have short- and mid-range objectives. In the case of the PFLP,
airline hijackings were intended to internationalize the Palestinian cause and in this regard they were
successful.
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SECTION 4: ETA’S ASSASSINATION OF LUIS CARRERO BLANCO

On December 20, 1973, three members of Euskadi Ta Askatasuna (ETA, Basque Homeland and
Freedom) detonated explosives in a tunnel they had dug under a Madrid street. This was the road
routinely taken by the Spanish Prime Minister, Admiral Luis Carrero Blanco, on his way to work.
The explosion catapulted the car nearly 50 feet up in the air, killing its intended victim instantly. This
was the first major spectacular attack undertaken by ETA against a high-value target since its
inception in 1958. Previously, most of its attacks were against the Spanish police and symbolic
targets. This attack, therefore, constituted a major escalation for ETA. It was also the first attack the
organization conducted outside of the Basque region, surprising the Spanish authorities with its
audacity to strike in the heart of Madrid. Another first for the group was the use of explosives; up
until that fateful attack ETA had only used guns and rifles to kill its victims.

Participants and Objectives

In this panel, Professor Rogelio Alonso, Universidad Rey Juan Carlos, and Professor José A.
Olmeda, Universidad Nacional de Educacién a Distancia, presented their research on the
preconditions and causes of ETA’s infamous assassination, explaining how it is an important
instance of terrorist innovation, and shed light on why the authorities failed to anticipate it. Dr.
Maria Rasmussen, Naval Postgraduate School, moderated this session.

Discussion and Findings

Following the killing of Admiral Carrero, ETA wrote its book-length description and analysis of the
attack, where it claimed the killing was a strategic innovation. However, Alonso and Olmeda both
emphasized that Carrero was a “target of opportunity” for ETA. The plan to kill Carrero was
hatched by the military apparatus of ETA only after the organization received information about the
admiral’s daily church attendance on his way to work. The strategic impact of the attack was not
fully considered by ETA, although the organization did anticipate major political fallout from a
successful operation. Therefore, it is appropriate to conceive of this operation as a tactical
innovation within ETA’s broader strategy, initiated in 1968, of unleashing a revolutionary war with
the Spanish government and a “rebellious mood” within the Basque region through what the
organization called the “action-repression-action cycle.”

Preconditions and Causes

According to Alonso, once ETA was told of Carrero’s daily church routine, it planned to kidnap the
Prime Minister and possibly demand the release of comrades from jail, but this proved to be
unfeasible. It then considered assassinating him with a rifle, but that too proved impractical. The
idea for digging a tunnel under the street came to the group after recalling a 1969 escape of 10 ETA
members from a maximum-security prison; they fled by tunneling their way out over a period of
three months. The ability to dig the tunnel underneath a route commonly taken by the Prime
Minister was made possible by the availability of an apartment for rent adjacent to that street. The
plot also succeeded because the victim did not deviate from his daily routine of going to mass,
invariably using the same road. Both Alonso and Olmeda agree that having this information on the
Prime Minister’s movement was an essential precondition for the operation.
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In fact, without this information the plot may not have been possible. The innovation in the Carrero
operation occurred eatly in the history of ETA, before it became a fully hierarchical organization
and developed a robust funding stream relying on kidnappings for ransom and racketeering, two
factors leading to innovation in many of the other cases considered during the workshop.

As for causes of this innovation, both presenters highlighted the existence within ET'A of a rabid
nationalist ideology that combined ethno-nationalism with traditional neo-Marxism and viewed the
struggle against the state as a war of national liberation. Within this ideological framework, the killing
of the head of government made perfect sense. But perhaps the most important cause of innovation
was the organization’s need to respond to Francoist repression. The dictator routinely declared
martial law in the Basque region following an attack by ETA. Franco had also put the ETA
leadership on trial and had many of the leaders condemned to death. The killing in April 1973 of
Eustakio Mendizabal (1ixixia), a highly valued militant leader, bolstered ETA’s commitment to the
plot.

Predictive Indicators

Both Alonso and Olmeda emphasized that the attack succeeded because the terrorists exploited the
routine activities of their target and because the Spanish authorities underestimated ETA as an
adversary. It was not a secret that ET'A was searching for an attack opportunity that would raise its
stature, and Carrero himself was given an intelligence report that hinted at a possible strike against
him. The inability to foil the plot was due in part to a lack of police professionalism under the
Franco dictatorship. ETA had to mobilize about 30 members for this plot, who all lived in Madrid
for months and made a series of operational blunders like leaving weapons in bars. Routine police
action could have picked up on these movements. In addition, ETA manipulated an element of
surprise. The authorities may have been overconfident because, largely due to repression and
military occupation of the Basque region, ETA had never managed to mount attacks in Madrid
before. Ultimately, however, luck favored ETA because so many elements of the plot were aided by
chance factors that cannot be seen except in hindsight.

This case raised many questions about how to define innovation and how to conceive of chance
factors in the innovative process. Innovation implies deliberate effort to invent something new—or
use older technologies and techniques in original ways. Yet this case demonstrated that good fortune
and bad luck were indispensible to explaining, at least in part, the origin, direction, and success of
this innovative plot. These chance factors, however, are by definition not subject to systematic
conceptualization and rigorous analysis.
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SECTION 5: IRA’S ATTEMPTED ASSASSINATION OF MARGARET
THATCHER

On October 12, 1984, a powerful explosion rocked the Grand Hotel in Brighton, England. It was
intended to kill the British Prime Minister Margaret Thatcher, who survived the attack, and other
leading members of her cabinet and the Conservative Party she led. A month earlier, Provisional
Irish Republican Army (IRA) bomb maker Patrick Magee checked into the same hotel in
anticipation of the Conservative Party’s Annual Conference meeting in this venue. He placed
Semtex explosives in room 629, calculating that it would be sufficiently proximate to its intended
target and powerful enough to do the job. He set the timing of detonation with a long-delay timer
taken from a common household item, the video recordet.

Participants and Objectives

In this panel, Professor Richard English, Queen’s University, and Mr. William Matchett, a 27-year
veteran of the Royal Ulster Constabulary, discussed how this IRA attack, one in a series of attempts
on the lives of high-value targets, constituted a tactical innovation in terrorism. Dr. Maria
Rasmussen moderated this session.

Discussion and Findings

The first impression of this operation suggests that it was not particularly innovative in tactical,
strategic, or organizational terms. The IRA had made several attempts in the past to kill British
Prime Ministers and other high-value targets such as the Queen of England. The IRA also made use
of various explosives for spectacular strikes inside Britain prior to this operation. Indeed, this attack
was in keeping with the IRA’s strategy of a long war of attrition, not a dramatic departure from it.
However, if one conceives of innovation more broadly, argued English, the Brighton operation was
indeed innovative because it was “one more step in an ingoing IRA process of constant updating,
rethinking and adapting iz pursuit of new and ever more effective means of achieving their objectives.”
e The attack used for the first time a video timer to enable for the precise detonation of
explosives that could be planted far in advance of any implementation of security
countermeasures. This type of detonation allowed the bombers to depart the scene (and the
country) without risking detection and arrest.

e Matchett noted that the inventiveness of this attack lays in its concurrent simplicity and
complexity. Simple in it combination of bomb materiel and know-how that was readily
available to expert IRA bomb makers; complex in the ingenious conception of the plot, the
nature of the hard target they sought after, and its prior planning, which required guessing
where the Prime Minister would be at the time of detonation. The IRA lacked the one
ingredient that ETA had in abundance: luck.

e A veteran counterterrorism specialist participating in the workshop, maintained that this
operation was perhaps the single greatest innovation in the use of detonators up until that
time and it forced security specialists to rethink how long in advance to section off areas for
political events.
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In line with the earlier discussion on how to conceptualize terrorist innovation, this attack entailed
taking an old and tried tactic—use of explosives—and combined it with something new and
original—*“the most popular entertainment innovation of the 1980s, the home video recorder.”

Preconditions and Causes

Both experts agreed that this operation was congruent with the IRA’s ideological worldview and
insurgent strategy. However, the visceral hatred of Thatcher, the IRA’s nemesis during the 1981
hunger strike, made her the ultimate target. As Matchett put it, “Thatcher had overtaken [Lord
Oliver] Cromwell as a figure of hate.”

Another important precondition for the plot was the IRA’s propensity to experiment and use
explosives in new ways. Matchett made the point that the attack came 15 years after the IRA began
its campaign, thus, unlike ETA, they were high in the learning curve. By 1984, the IRA had an
abundance of skilled engineers and experienced bomb makers to conduct sophisticated operations.
Moreover, the IRA had Libya’s dictator Muamar al-Qadhafi as an ally willing to provide them with
large quantities of Semtex explosives.

English argued that the most critical variable in this innovation was the enterprising Patrick Magee,
an experienced bomb maker who was obsessed with killing Thatcher. He was both intelligent and
deeply committed to the IRA’s cause. His ability to innovate was in large measure a product of the
IRA’s organizational structure, which despite being highly centralized allowed for local autonomy.
The theme of local autonomy at the operational level came up in the PFLP and ETA cases as well.

Predictive Indicators

As in the first two panels, the consensus among the IRA experts is that little could have been done
to anticipate this sort of innovation, though both experts agreed intelligence such as that provided
by IRA informers later in the decade could have helped foil the plot. In fact, English suggested that
this case provided two key lessons for intelligence: 1) we should recognize that intelligence is the
basis for all successful counterterrorism. Our ability to anticipate terrorist innovations is dependent
on the presence of deep intelligence assets that can expose the thinking, planning, and preparation
of the terrorists; and 2) we should coordinate on all fronts of counterterrorism by sharing
intelligence across stakeholders.
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SECTION 6: AUM SHINRIKYO’S SARIN ATTACK

On March 20, 1995, five members of the Aum Shinrikyo (Aum Supreme Truth) cult released sarin
liquid gas in five Tokyo subway lines during morning rush hour. This indiscriminate attack was
intended to kill thousands of people, but it only managed to kill a dozen and injure several hundred
(more than five thousand people checked into a hospital, but they were among the “worried well”).
This operation was the first of its kind, using a warfare agent in a terrorist attack. It was also the first
time in the modern era that a cult intended mass violence against external targets; all previous mass
killings were directed inward in the form of suicides.

Participants and Objectives

Dr. Adam Dolnik, Center for Transnational Crime Prevention at University of Wollongong,
presented on the history of Aum Shinrikyo’s experimentation with biological and chemical attacks,
operations that served as a prelude to the March 1995 attack, and factors that explain this cult’s
innovative drive. Dr. Maria Rasmussen moderated this session.

Discussion and Findings

Workshop participants debated at length how to classify Aum. This was not a terrorist organization
but a cult, though its attack was considered an act of terrorism because it targeted subway lines
frequented by Japan’s political elite. In addition, cult membership was ignorant of the organization’s
weapons program, which was the responsibility of Asahara and his inner circle. Dolnik highlighted
three factors that explain the 1995 Tokyo subway bombings:

e An eccentric leader open to experimentation and innovation
e A cosmic doomsday ideology that justified mass killings
e A resource-rich organization with an uncanny ability to attract scientists

Preconditions and Causes

This attack cannot be explained without taking into account the centrality of Aum Shinrikyo’s leader
Shoko Asahara and his cult of personality. In 1984 he formed the cult Circle of Divine Wizards and
three years later, after claiming to be inspired by divine visions, renamed it Aum Shinrikyo. The cult
held Asahara to be the world’s savior based on an eclectic ideology that combined aspects of
“Hinduism, Christianity, Tibetan Buddhism and the prophecies of Nostradamus.” The leader did
not tolerate internal dissent and killed those who threatened to deflate his divine aura. Asahara
justified killing in terms of elevating his victims to a “higher spiritual plane.” After suffering a
humiliating electoral defeat in 1989, he began procuring and experimenting with biological agents. In
1993, he began research on chemical weapons after prophesying Armageddon would occur in three
years. (Aum Shinrikyo was not the only cult to have made such predictions at that time. Heaven’s
Gate, the Branch Davidians, and the Order of the Solar Temple also made doomsday claims
predicated on the arrival of the new millennium.)

Despite being the unquestioned leader of the organization, Asahara was open to new ideas and risk
taking because he was obsessed with acquiring innovative weapons. As in previous cases, this
mixture of centralized leadership and openness to ideas from below is critical for innovation. The

Workshop Report 16 |



Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

resources of the group—approximated at §1 billion at the time—and its ability to attract scientists
allowed Asahara to incentivize innovation among ambitious members. Dolnik pointed out that the
Japanese authorities’ hesitancy to infringe on religious activities created a permissive environment
for unencumbered experimentation, which was an important precondition for innovation in this
case.

Dolnik’s presentation explained the drive to innovate solely by internal causes (leadership and
ideology), even though the attack was prompted by the Asahara’s electoral defeat and expedited by
the threat of an impending police crackdown on the cult. The choice of weaponry was not driven by
a rational calculation in response to a security environment or countermeasures, but rather by an
irrational attachment to a type of weapon. Dolnik pointed out that none of Aum Shinrikyo’s killings
involved the shedding of blood, which suggests that the choice of sarin was in line with this earlier
pattern of violence. Nor was this choice in response to external competition from other cults. It was
the group’s doomsday ideology and eccentric leader bent on fulfilling his own prophecies that drove
this deadly innovation, aided by ambitious scientists within Aum’s inner circle doing their best to
please their beloved leader.

Predictive Indicators

Unlike the previous cases where predictive indicators were difficult to notice, vigilant security forces
could have easily detected planning and preparatory behaviors prior to the Tokyo attacks.

e There were at least 20 attacks involving the use of biological and chemical agents prior to the
March 1995 attack.

e The cult issued statements and even poems about the “magical” value of sarin.

e Police ignored residents’ complaints about unusual odors and changes to the environment
near Aum Shinrikyo’s compound.

e There were anonymous letters to the police warning them about the cult’s activities that were
not investigated.

e [Farlier killings associated with the group were left uninvestigated by the authorities.

e The cult’s international research and experimentation with chemical agents could have
betrayed its future intent had they been discovered.

Dolnik concluded that Aum Shinrikyo was actually a greater threat than Al-Qaeda could ever be
when it comes to the use of chemical, biological, radiological, and nuclear (CBRN) terrorism for the
following reasons:

e Aum Shinrikyo had more money than Al-Qaeda.
e The cult had better scientists and facilities than Al-Qaeda.

e The permissive environment Aum enjoyed, which enabled it to experiment and learn from
earlier failures, is unimaginable in the case of Al-Qaeda today.
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SECTION 7: THE OKLAHOMA CITY BOMBING

On April 19, 1995, Timothy McVeigh parked a Ryder truck loaded with improvised explosives in
front of the Alfred P. Murrah Federal Building in Oklahoma City. He lit the fuse and at 9:02 AM the
explosives detonated, killing 168 and injuring 680. This was the worst act of homegrown terrorism
in the United States, and one that would be overshadowed only by the terrible 9/11 attacks. The
plot, eerily enough, was inspired by The Turner Diaries, a work of fiction by William Pierce in which
the hero sparks a revolution by destroying the FBI headquarters with a truck bomb.

Participants and Objectives

Professor Stuart Wright, Lamar University, and Professor Mark Hamm, Indiana State University,
presented their research on the Oklahoma City bombing, discussed the broader movement from
which McVeigh emanated, the intricate planning that went into designing the explosives, and the
factors that explain the motives behind the attack. Dr. Maria Rasmussen moderated this session.

Discussion and Findings

The key innovation in the Oklahoma City bombing, argued Wright, is the ideological adaptation of
the far-right movement that entailed constantly co-opting social and political issues in order to
mobilize people on behalf of its conservative agenda. This subculture (the Patriot’s movement;
Posse Comitatus; Covenant, the Sword, and the Arm of the Lord [CSA], etc.) has its roots in post-
World War II anti-communist associations, anti-civil rights groups, and the Christian identity
movement. It is also intimately connected to extreme racist organizations like the Aryan Nation.
Every time this movement appears to be completely marginalized by mainstream politics, it
reinvents itself by exploiting new threats to its constituency: race integration, taxation, and gun
control. The far-right subculture frames these issues in terms of a government increasingly
encroaching on the rights of its citizens—turning America into a “police state.” Mark Hamm, by
contrast, viewed the innovation in Oklahoma City as a technical one involving the design of the
bomb. And he gave the credit not to McVeigh but to Richard Wayne Snell, the man who conceived
of the plan and the bomb but couldn’t carry it out. This issue of innovation in terrorism as a
process, which emerges by trial and error, was highlighted by this case and a theme of the workshop.

Preconditions and Causes

This far-right movement was revitalized in the early 1990s in response to a number of
developments:

e The U.S. War on Drugs in the 1980s spurred the mobilization of paramilitary groups who
viewed this war as a conspiracy to expand the state’s police powers.

e The government’s aggressive anti-gun laws exemplified in the banning of the importation of
43 types of military weapons, which brought a network of pro-gun advocates and right-wing
militias closer together.

e The 1992 raid on the ranch of Randy Weaver and his family in Ruby Ridge, Idaho, and the
siege and raid on the Branch Davidian religious cult near Waco, Texas in 1993 amplified the
far-right “warfare” framing among its ardent adherents.
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An extremist ideology, therefore, was an important precondition for thinking about and legitimating
the targeting of the U.S. government. Timothy McVeigh was a product of a network of insurgents
who wished to avenge the siege and bloody demise of the Branch Davidians. He saw himself as part
of a leaderless resistance bent on awakening the masses to the state of oppression in which they live.
McVeigh did not really want to evade the authorities as evidenced by having the Twurmer Diaries with
him on the day of the attack, the missing license plate on the getaway car, and the words printed on
his shirt in defense of political murder. He envisioned himself a martyr for a cause and, in this
respect, McVeigh’s egotistical search for a great historical legacy played a major role in inspiring this
attack.

Both Wright and Hamm cast doubt on the official narrative that McVeigh acted with a single
accomplice, Terry Nichols. His military training did not entail training in major explosives, despite
his claims to the contrary. The intricate design of the truck bomb and the sophisticated fabrication
of the blasting caps required for detonation could not have been possible without the help of expert
bomb makers.

Another inspiration for the attack was a plot hatched in 1983 by Richard Wayne Snell, a member of
CSA who felt humiliated by the U.S. government for seizing his property after convicting him of tax
evasion. Snell considered seriously bombing the Murrah Federal Building in Oklahoma City, where
he worked, using a truck bomb. The plan never materialized and Snell was ultimately sentenced to
death for killing a police officer in Arkansas. He was executed on April 19, 2005—the same day as
the Oklahoma City bombing.

Predictive Indicators

Similar to the Aum Shinrikyo’s case, a more vigilant police could have detected preparatory
behaviors that were essential for the operation. Hamm pointed out that McVeigh and Nichols broke
into the Martin Marietta Rock Quarry to steal explosives and blasting caps. This should have
triggered an investigation from the FBI counterterrorism division as well as the local police. Many
clues could have uncovered the identity of the perpetrators before they could proceed with their
plot. Neglect on the part of the local Sheriff was critical to the success of the operation.
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SECTION 8: AL-QAEDA’S 9/11 ATTACKS

On September 11, 2001, Al-Qaeda introduced to the world the ultimate weapon of mass effect.
Combing two previous innovations in terrorism—airplane hijackings and suicide bombings—Al-
Qaeda created something unforeseen by counterterrorism specialists and never seen before in the
history of terrorism: airplanes turning into veritable missiles with which to strike soaring towers and
high security facilities. This attack was both a tactical and strategic innovation in terrorism, but it was
also a normative innovation in its ability to justify the mass killing of civilians not directly involved in
a conflict zone.

Participants and Objectives

Mr. Peter Bergen, New America Foundation, and Dr. Assaf Moghaddam, West Point Combating
Terrorism Center, presented their analysis of the preconditions, causes, and the preparatory
behaviors leading to the 9/11 attacks. Dr. Mohammed Hafez moderated this session.

Discussion and Findings

Bergen and Moghaddam agtreed that the 9/11 attacks wete innovation par excellence, but as in the
previous cases discussed in this workshop, Al-Qaeda’s originality lies with its synthesis of older
innovations in terrorism. The PFLP and Hezbollah had already pioneered the two elements of Al-
Qaeda’s mode of attack: politically inspired hijackings and suicide operations. Additionally, Ramzi
Yousef had tried and failed in 1993 to bring down the Twin Towers.

Preconditions and Causes

Bergen highlighted the historical and contemporary grievances that animate Al-Qaeda’s ideology:

e Deep sense of collective Muslim humiliation
e America’s support for Israel
e U.S. presence in Saudi Arabia

As in the previous case studies, both experts stressed the importance of leadership in the 9/11 plot.
Bergen argued that but for Bin Laden, the 9/11 attacks would have never taken place. Bin Laden’s
determination to avenge a personal insult incurred when the United States and Saudi Arabia
pressured the Sudanese government to oust him from that country in 1996; the use of his personal
largesse to fund the operation; and his dictatorial leadership, all help explain the choice of targets,
the scale of the operation, and the inability of other leaders to scuttle the plan despite their strong
reservations. Bin Laden also selected the operatives for the plot and shielded the plan’s details from
others in his organization to ensure maximum sectecy.

Moghaddam agreed with this assessment, but the critical leadership factor in his view was Bin
Laden’s “centralization of decision [making] and decentralization of execution.” As in the cases of
the PFLP, ETA, IRA, and Aum Shinrikyo, Al-Qaeda was a highly centralized organization that was
open to new ideas and initiative from outside the core leadership structures. Bin Laden’s dictatorial
style was augmented by his willingness to consider innovative ideas that could serve his agenda.
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Another critical leadership variable is the role of the terrorist entrepreneur played by Khaled Sheikh
Mohammed. Bergen argued that Mohammed saw himself as a “Jihadi James Bond.” His maniacal
fascination with fantastic terror operations preceded the 9/11 attacks and was critical to conceiving
them. The combination of a well-resourced dictatorial leader and a maniacal entrepreneur strongly
resemble the preconditions in Aum Shinrikyo’s innovation.

Both Bergen and Moghaddam saw Al-Qaeda’s “martyrdom complex” as an important precondition
for the attack. This normative context was made possible by a clerical fa#wa (religious ruling) that
sanctioned the mass killing of Western civilians in reciprocity for Western killings of Muslim
civilians. Another precondition for the successful attacks was the security mindset of
counterterrorism specialists. Up until 9/11, hijackings were presumed to involve taking hostages in
order to negotiate concessions from the targeted country. Therefore, the hijackers would have to
have in their possession weapons that enable them to secure hostages for the duration of
negotiations. All airline security measures, consequently, were oriented toward stopping passengers
from bringing onboard guns, bombs, and other materials that make hostage taking possible. It did
not occur to security specialists that hijackers would undertake a mission not to negotiate, but to kill

and be killed.
Predictive Indicators

Al-Qaeda’s penchant for spectacular, simultaneous and mass casualty attacks using suicide
operations was not tevealed for first time on 9/11; this attack was the climax, not the beginning of
its campaign. Like Aum Shinrikyo, Al-Qaeda’s eatlier operations (the embassy bombings in Kenya
and Tanzania in 1998; the Cole bombing in 2000; and the foiled millennium plots in Los Angeles
and Amman, Jordan) revealed its attachment to a particular attack type and its future intent to strike
the United States. While it was difficult to foresee the specific 9/11 plot, Al-Qaeda’s intent to
undertake a WME attack against the United States should not have surprised security specialists.
Indeed, Bergen, citing the 9/11 report, pointed out that the “system was blinking red.”

e Al-Qaeda threatened the United States on many occasions prior to 9/11. It was not afraid to
reveal its intent to kill American civilians ez zasse.

e Its training camps in Afghanistan were abuzz with rumors of an impending attack on the
United States

e Some of the hijackers were known to be a threat, yet they were allowed to enter the United
States and were not placed on a watch list.

e The arrest of Zacarias Moussaoui neatly a month prior to the 9/11 attacks could have
revealed connections to a broader conspiracy to use planes as missiles had he been properly
investigated by the FBI.

Moghaddam listed at least eight preparatory behaviors that were necessary for the 9/11 attacks to
succeed: operational decisions, team selection, coordination and supervision, training, intelligence
gathering, flight training, travel and documentation, funding, and post-attack political and military
preparation. Theoretically, argued Moghaddam, some of these phases could have produced clues
that individually would have been difficult to interpret but collectively could have betrayed the
plotters’ intentions.
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SECTION 9: THE JULY 7, 2005 LONDON BOMBINGS

On July 7, 2005, four suicide bombers detonated their explosives on four separate transportation
lines in London, England, killing 52 people and injuting several hundred. Unlike on 9/11, these
attacks were not perpetrated by outsiders seeking to strike the far enemy, but instead were carried
out by “homegrown” terrorists who lived in England and held British citizenship. This attack, the
first mass casualty suicide bombing in Europe, entailed an organizational innovation on the part of
Al-Qaeda. Unable to send teams of suicide attackers from abroad, it turned to recruit and train
radicalized nationals of the targeted country.

Participants and Objectives

Dr. Lindsay Clutterbuck, RAND Europe, and Dr. Steve Hewitt, University of Birmingham,
presented their research findings on the factors that lead to the 7/7 attacks, the nature of this
innovation in the context of the terrorist attack cycle, and how to think about predictive indicators
in the context of homegrown radicalization. Dr. Mohammed Hafez moderated this session.

Discussion and Findings

If one conceives of innovation narrowly, the 7/7 bombings were not original in their mode of attack
or the nature of their target.

e Suicide missions have existed since the early 1980s.
e British nationals carried out two suicide attacks on behalf of Hamas inside Israel in 2003.

e The simultaneous nature of the bombings had become a familiar tactic by the time of the
London bombings.

However, if one conceives of innovation more broadly as adoption of tactics in new contexts, or
adaptation to security measutes, then the London bombings were certainly innovative. The 7/7
attacks involved the adoption of a radical ideology (anti-Western jihadism) and attack type (suicide
bombing) in a new setting (England). It also entailed organizational adaptation to a new security
environment that made it more difficult for Al-Qaeda to send operatives from abroad. As
Clutterbuck pointed out, Al-Qaeda exploited the availability of radicalized Pakistanis who had the
ability to travel to Pakistan to visit their relatives on a regular basis and travel back to England
without hindrance because they were British nationals, as 400,000 other British Pakistanis do on an
annual basis.

Tactically, Hewitt pointed out that the London bombers used triacetone triperoxide (TATP) because
it was widely available in pharmacies and hardware stores, whereas fertilizers were much more
difficult to obtain. Hewitt viewed the 7/7 attacks as an important WME innovation. By recruiting
British nationals, the plotters heightened the adverse psychological intensity of the attack.

Clutterbuck agreed that we should view innovation as evolutionary, entailing adoption, adaptation,
and invention of new methods and technologies. He also argued that innovation could be analyzed
at various stages of the terrorist attack cycle: planning the attack, preparing for the operation, attacking
the target, escaping, and exploiting the outcome. In each phase, innovation can take place. A simple
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focus on attack method may blind us to subtle forms of terrorist innovation in the other, equally
important, phases of the operation.

Preconditions and Causes

Hewitt gave credence to the idea that innovation requires an entrepreneurial leader. In the 7/7
bombings, Mohammad Sidique Khan played a vital role in recruiting and motivating others to
conduct this operation. The war in Iraq seems to have been the most important motive for carrying
out an attack on the United Kingdom because of British critical involvement alongside the United
States in the invasion and occupation of that country. The attack was intended to increase pressure
on the British government to abandon its ally in Iraq.

The radicalization of British Muslims was also an important precondition and cause for the attack.
Some observed sympathies for Al-Qaeda by at least two of the bombers and many British Muslims
are weary of US-UK policies in the Middle East and South Asia. The Kashmiri conflict also created
radicalized individuals willing to travel to Pakistan to fight in that conflict, which undoubtedly
created opportunities for Al-Qaeda to recruit these individuals for its cause. Finally, another
important precondition for the attack was the limited funding available to MI5, the British
intelligence service, in monitoring all but the most dangerous militants on their watch list. The
widespread sympathy for radical Islamist causes meant that only those deemed “primary
investigatory targets” were given the required resources.

Predictive Indicators

According to Clutterbuck, it is possible to develop “trajectory indicators” that would enable security
services to seek patterns of preparatory behaviors that suggest a person or small group is planning a
nefarious activity. He is currently working on an analysis of the six major jihadi plots in the United
Kingdom, starting with 7/7, which will discuss those “trajectory indicators.” Hewitt argued that in
the case of the London bombers there were serious signs of radicalization that were left unexplored.

¢ Both Khan and Shehzad Tanweer were involved in radical milieus as early as 2001.

e MI5 investigations in Pakistan prior to the attacks revealed Khan’s and Tanweer’s names as
potential militants. The information was passed onto the West Yorkshire Police, but the two
individuals were not properly identified until after the attacks.

e In 2003, both individuals were under surveillance as part of Operation Crevice that broke up
a network of British militants of Pakistani origins possibly conspiring with Al-Qaeda or its
affiliates.

Hewitt pointed to three important lessons of the London bombings:

e In the present context, it is important to increase the resources of the security services to
carry out surveillance.

e Given the trend of using small cells of homegrown militants, it is necessary to increase
efforts at infiltration and disruption through informers.

e Counterradicalization efforts must accompany counterterrorism ones because widespread
radicalization among Muslims in Europe, and Britain in particular, creates opportunities for
recruitment.
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SECTION 10: DISCUSSION SUMMARY AND CONSIDERATIONS FOR
FUTURE RESEARCH

In the concluding session of the workshop, participants offered their thoughts on generalizations
that could be derived from the seven case studies.

Preconditions: In all but one case, the innovative organization was large and wealthy. In four of the
cases, presenters underscored the combination of centralization in decision-making with
decentralized execution. ETA was the only case of innovation in the absence of a large and wealthy
organization, but in that case, the impetus came from a very accurate report that detailed the target’s
activities and vulnerabilities. In all cases, leadership was seen as a key factor. Specifically, three
aspects of leadership were highlighted. A determined, perhaps dictatorial, leader can see a plan
through. A charismatic leader can motivate those who are to accomplish the innovation. And an
entrepreneurial leader (or leaders) can see his/her way round an obstacle, which may seem
insurmountable at the start. Most of the presenters focused on one of these leadership types, and
many talked in terms of two.

Causes: Presenters were virtually unanimous in highlighting the role of two factors. They saw
innovation as a response to actions by the state. The IRA’s defeat during the hunger strikes, ET'A’s
suffering under Francoist repression, the ultra-right’s anger at gun control laws in the United States,
the Palestinian’s need to react to the new balance of power in the Middle East after the 1967 war,
these were all situations which pitted terrorists against the state and required a response, which came
in the form of innovation. Presenters also pointed out the existence of ideologies that justified the
struggle, and provided the justification, perhaps the call, to innovation.

Predictive indicators: The experts were pessimistic about our ability to pick up on predictive indicators
that could help flag or foil terrorist innovation. In five of the seven cases, experts argued that
intelligence and/or law enforcement work could have provided warnings of an impending WME
attack attack. However, some of these potential warning signs would not have necessarily been
apparent without the benefit of hindsight. The physical evidence was clear in the Oklahoma City and
Tokyo subway cases, but in the 9/11 case evidence that an attack on the United States was imminent
did not translate into concrete warnings on the nature of the innovation. Moreover, the evolutionary
nature of innovation, which is marked by gradual learning and adaptation, and the seemingly endless
possibilities of combining older innovations in new ways, makes it difficult to pinpoint the trajectory
of specific innovations.

Furthermore, predictive indicators are not universal; any potential list of indicators must be confined
to the specific innovation sought after by the terrorists. This finding suggests that security specialists
may have to proceed on a case-by-case basis when secking to anticipate and foil deadly innovations.

Workshop presenters agreed that good intelligence and police work could reveal innovative terrorist
plots, and in some cases should have found them (Aum Shinrikyo’s subway attacks, Carrero’ s
assassination, and the Oklahoma City and London bombings). They assess that a bigger role for law
enforcement in counterterrorism could help in foiling future plots.

The participants offered their concluding thoughts on how to advance the research agenda for the
study of innovations in WME terrorism. Experts agreed that the study of terrorist innovation is a
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burgeoning field that requires much more scholarly attention and analytical rigor. We need to
consider more than seven cases before making generalizations on terrorist innovations or the
strategies that would stifle them. Too many important questions remain unanswered: at what point
in the life of a terrorist organization does innovation occur? Is there a relationship between the
moment when innovation occurs, and the type of innovation that the terrorists will adopt? Is there a
relationship between the moment when an innovation occurs, and a terrorist group’s subsequent
ability to innovate?

The workshop participants recommended several strategies to help advance our understanding of
the topic:

e Investigate past cases of failed terrorist innovations or ones that were not widely adopted by
other groups. This type of research could reveal barriers to innovation and diffusion, which
can be helpful in shaping security countermeasures against the innovation and diffusion of
WME terrorism. Failed and foiled plots offer an opportunity to control for variables that are
presumed to advance innovation. This workshop lacked these cases and, therefore, the
factors singled out as important or causal could well be present in other cases that did not
produce innovation.

e Investigate WME terrorism in developing countries. Some of the most spectacular acts of
terrorism in the 20" and 21* centuries have taken place outside the advanced industrial
nations. These case studies could reveal patterns of terrorists exploiting opportunities
associated with underdevelopment, corruption, state weaknesses, particularly in the law
enforcement area, or protracted civil and regional conflicts. We could also expand the
historical scope of our research, which began in 1968. Historical examples, even ones in
ancient times, might offer insights into how innovation takes place.

e Investigate terrorist campaigns as opposed to individual incidents, because the former could
reveal patterns of subtle innovation and adaptation that single episodes cannot uncover. This
research would be particularly useful for understanding organizational innovation, which this
workshop tended to neglect. Specifically, understanding a series of failed operations in
Europe in which Al-Qaeda sought to recruit homegrown radicals could reveal an evolution
in Al-Qaeda’s strategy of recruitment. Furthermore, campaigns could show innovations not
just in attack type, but also in other phases in the terrorist attack cycle.

e One participant pointed out that we limited our investigations to tactical, strategic, and
organizational innovations, but we neglected to consider normative innovations that lead to
legitimating WME terrorism, such as Al-Qaeda’s reliance on faswas that permitted the killing
of civilians and the use of suicide attacks. This normative shift could signal a diminution in
constraints on the use of WMEs.

The following appendices include selected research papers written by the workshop organizers and
participants.
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APPENDIX I: MOHAMMED M. HAFEZ AND MARIA J. RASMUSSEN,
INNOVATION IN WME TERRORISM: A GUIDE FOR WORKSHOP
PARTICIPANTS

This paper outlines the project’s objectives; defines the key concepts relevant to studying terrorist
innovation; explains the choice of cases selected for in depth research; and discusses some of the
issues and debates surrounding the topic of innovative terrorism.

This project, sponsored by the Defense Threat Reduction Agency (DTRA), seeks to study the
preconditions, causes, and preparatory behaviors associated with terrorist innovation. Our aim is to generate
predictive indicators that could help counterterrorism specialists in law enforcement and intelligence
respond to emergent advances in the use of weapons of mass effect (WME). Our approach involves
analyzing in great detail and with analytical rigor seven cases of terrorism that involved tactical or
strategic innovations with mass destructive, economic, or/and psychological effects:

e Alirline hijackings by the Popular Front for the Liberation of Palestine (PFLP) between 1968
and 1972.

e 1973 Euskadi Ta Askatasuna (ETA) assassination of the Spanish Prime Minister Luis
Carrero Blanco.

e 1984 Irish Republican Army (IRA) attempted assassination of British Prime Minister
Margaret Thatcher.

e 1995 sarin gas attack on the Tokyo subway by the Aum Shinrikyo cult.
e 1995 Oklahoma City bombing by Timothy McVeigh.
e Al-Qaeda’s September 11, 2001, attacks on the United States.

e July 7, 2005, bombings of the London Underground and bus system by a cell of radicalized
British Muslims with links to militants in Pakistan.

This inductive approach is not limited to describing why and how innovation occurred in the past. It
also aims to generate insights into how terrorists come to adopt new patterns of tactical and strategic
behavior to advance their objectives. We aim to chart out patterns across cases in order to advance
analytical concepts and models for observing future instances of WME terrorism innovation.
Specifically, we are asking participating researchers to answer the following questions as they relate
to their case studies:

e What factors internal and external to the terrorist organization motivated tactical or/and
strategic innovation? (We wuse “terrorist organization” and “terrorist group” as
interchangeable terms throughout this paper) What were the incentives to innovate?

e What were the leadership and organizational requirements for innovation? Did top leaders
within the organization drive innovation or did aspiring terrorist entrepreneurs outside of the
leadership hierarchy drive it? Did the structure of the organization shape in any way the pace
of innovation or receptivity to it?

e When and in what context did innovation occur in the evolutionary cycle of the terrorist
group? Were there any particular accelerants of innovation such as technological change,
social and/or political contexts, ideological shifts, state sponsorship, or/and security
countermeasures?
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e Was the catalyst for innovation more a result of pressures internal or external to the terrorist
organization?

e Looking back, would it have been possible for counterterrorism specialists to observe and
connect together the developments that made innovation possible? What indicators would
have enabled security specialists to anticipate the trajectory of innovation?

e Looking forward, what does your case tell us about how innovation in terrorism takes place

and how might it inform future efforts to forecast emergent advances in terrorist methods of
attack, especially the use of WME?

This white paper outlines the definitional and conceptual issues surrounding terrorist innovation. It
should serve as a guide to all participating scholars as they prepare their papers and workshop
presentations.

How do we define weapons of mass effect?

The Homeland Security Advisory Council (HSAC) defined WME as “weapons capable of inflicting
grave destructive, psychological and/or economic damage” (HSAC, 2006: 10). A DTRA-sponsored
study followed a similar approach but refined it further. It outlined at least six dimensions of a
terrorist attack, any one of which would result in mass effects (Yengst, 2008: [2-5] 4, 5):

o Atleast 1,000 fatalities.

e A large area devastated — 10 square miles in rural areas, and one square mile in urban
settings.

e Damage or destruction to at least one critical facility, be it a power plant, government center,
transportation hub or control system.

e Aloss of at least $10 billion to the economy of the United States or another major power,
with smaller financial burdens in developing nations.

e A significant (but undefined) interruption in services, industries or quality-of-life functions.

e A manifest “degree of terrorism” — a qualitative, subjective but nevertheless present
psychological and/or emotional impact on the population.

We would lower the fatality threshold since we feel the figure of 1,000 is excessive. We searched the
Global Terrorism Database managed by the National Consortium for the Study of Terrorism and
Responses to Terrorism (START) and found a total of 111 terrorist incidents with over 101
fatalities." Of these, 41 took place during the civil wars of the 1980s and 1990s in El Salvador,
Nicaragua, Rwanda, Angola and Mozambique, and 12 took place in Iraq after 2003. Only 2 incidents
resulted in 1,000+ fatalities: September 11" and a Hutu attack on the Tutsis during the Rwandan
conflict, which we consider to be an act of genocide distinct from traditional definitions of
terrorism. One attack in Nepal resulted in 518 fatalities, but this was a conventional attack by Maoist
guerrillas against government forces in the town of Bedi, and it was the guerrillas who suffered 500

The total figure is actually lower than 111, since the database counts each attack as a separate incident, even
those such as the three 9/11 attacks which were part of the same plan. See “Search Critetia: Total Fatalities:
(101+)” available at

http://www.start.umd.edu/gtd/search /Results.aspx?page=1&casualties type=f&casualties max=101&dtp2=a
I&count=100&expanded=no&charttype=line&chart=overtime&ob=TotalNumberOfFatalitics&od=asc#resul
ts-table (accessed December 17, 2009).

Workshop Report 27


http://www.start.umd.edu/gtd/search/Results.aspx?page=1&casualties_type=f&casualties_max=101&dtp2=all&count=100&expanded=no&charttype=line&chart=overtime&ob=TotalNumberOfFatalities&od=asc#results-table
http://www.start.umd.edu/gtd/search/Results.aspx?page=1&casualties_type=f&casualties_max=101&dtp2=all&count=100&expanded=no&charttype=line&chart=overtime&ob=TotalNumberOfFatalities&od=asc#results-table
http://www.start.umd.edu/gtd/search/Results.aspx?page=1&casualties_type=f&casualties_max=101&dtp2=all&count=100&expanded=no&charttype=line&chart=overtime&ob=TotalNumberOfFatalities&od=asc#results-table

| Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

of the total 518 fatalities. Two attacks (one of which is also connected to the Rwandan conflict)
resulted in 400+ fatalities, and all other incidents resulted in 400 fatalities or less. Only 27 incidents
not connected to the civil wars mentioned above resulted in 150-400 fatalities. Therefore, we would
lower the threshold to 100 fatalities. This does not seem too low, considering that other scholars
work with a figure of 25 (Quillen, 2002: 280-82).

We also realize that points 4-6 are difficult to quantify and must therefore be evaluated subjectively.
Property damage may be quantified, and to some extent, so can the loss of “human capital.” It is
more difficult to quantify security-related expenditures, or long-term effects on the economy
(Hewitt, 1993: chapter 2). The evaluation of psychological effects is fraught with problems. A logical
assumption is that popular concerns about terrorism are directly related to the level of terrorist
violence. This seems to be verified in the case of opinion surveys after Oklahoma City and
September 11" (Hewitt, 2003: 109-100). However, we know of at least one case, Spain, where the
perceptions of the terrorist problem seem unconnected to the intensity of the terrorist violence
(Hewitt, 1992: 182). In addition, individual stress or psychopathology following a terrorist incident
will be influenced by a veritable host of factors (Sprang, 2003: 135-38), and it is also difficult to
measure the psychological effects of different types of terrorist operations. Since 9/11, political
psychologists have linked evidence of PTSD to the scale of the operation, and our media exposure
to it (Melnik, 2002; Cohen Silver, 2002), but there is ample evidence that ET'A and the IRA expected
to provoke a major psychological effect with one individual assassination, that of a head of
government (McGladdery, 2006: 125-140; Agirre, 1975). These may be some of the factors that led
Martha Crenshaw (2000: 400) to point out that the study of the psychology of terrorism hadn’t
advanced much in a decade.

How do we define innovation in terrorism?

The study of innovation in terrorism is not new, but it is hardly systematic, comparative, or oriented
toward theory building. There is only one book-length study on this topic (Dolnik, 2007); other
scholarly claims about innovation in terrorism are usually embedded within broader studies on
terrorist tactics, strategies, and motivations. As a result, there is hardly an explicit scholarly dialogue,
much less consensus, on this important issue.

Frequently, terrorism scholars use the term “innovation” without attempting to define it. Among
those who do, Dolnik calls it “the adoption of a tactic or technology that the given organization has
not used or considered using in the past. This can take the form of the introduction of a weapon or
tactic that is entirely new, or that has already been used by other organizations in the past” (Dolnik,
2007: 6). Martha Crenshaw adopts a similar definition of innovation — “the adoption of new patterns
of behavior” (Crenshaw, 2001: 3) — and broadens the scope further by distinguishing between
strategic, tactical and organizational innovations. Strategic innovations are game-changers, according
to Crenshaw, because they involve the development of new objectives for the terrorist organization,
and therefore of different operations to reach those objectives. Strategic innovation involves
significant shifts in how groups frame their goals, and may thus require new forms of violence,
target sets, or audiences to influence. One familiar strategic innovation was Al-Qaeda’s shift from
aiding insurgencies against “near enemies” (secular regimes in the Muslim world) to attacking the
“far enemy”” (Western countries). Crenshaw lists several cases of strategic innovation: the Irgun’s
campaign against British authorities in Mandate Palestine in the 1940s; airline hijackings in the
1960s; Hizballah’s campaign of suicide bombings in the 1980s; and Aum’s sarin attack in 1995
(Crenshaw, 2001: 5-6).
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Tactical innovation involves significant shifts in technologies and techniques of terrorism without a
concomitant change in objectives. Crenshaw avers that changes in weapons or targets happen more
frequently in the life of terrorist organizations than does a fundamental strategic shift. Among the
examples she offers are the murder of Count Folke Bernadotte in 1948, the first time an
international mediator was murdered, or the IRA’s switch from attacking Ireland to attacking the
British mainland. Organizational innovation involves new ways of structuring the terrorist group or
inventive methods to reach new recruits.

In this project we follow Crenshaw’s definition of innovation, but at the same time recognize that
there are issues that the literature has never clarified. Is there a difference between innovation and
adaptation? Some use both terms as synonyms (Jackson, 2006: 161). Others seem to argue that
terrorist innovation involves a series of adaptations to changing circumstances, most notably
government policies (Faria, 2000: 47-8; Crenshaw, 2000: 416). Finally, others seem to be saying that
adaptations occur continuously in the life of terrorist organizations and are always gradual, whereas
innovations represent major breakthroughs in experimentation and development (Jackson, 2001:
203).

Another question left unanswered in the literature is: Can innovation occur without escalation? Faria
(2006: 54) and Morgan (2008: 123) assume that terrorist innovation will bring escalation, and
Crenshaw (2001: 3, note 6) states that innovation need not involve escalation, but does not discuss it
further. Though it is possible to conceive of terrorist innovation without escalation, in the context of
this project, and given our definition of WME above, we would argue that innovation in the
direction of WME terrorism will almost inevitably involve escalation. Our goal, however, is not to
close the debate completely over these conceptual disagreements. It may well be that close
examination of the seven cases and the analytical presentations lead us to a reappraisal of the
relationship between adaptation, innovation and escalation.

What was the rationale behind case selection?

For each of the seven cases under consideration, we are inviting two expert scholars to write
independent assessments and make independent presentations. Our goal is not only to develop
competitive analyses for each case study, but also to encourage informed dialogue across cases with
the aim of generating new insights and synthesis. To that end, we are inviting the participating
researchers to a two-day workshop to present their findings and discuss them with the group. In
addition, we are asking two additional scholars, Martha Crenshaw and Gary Ackerman, to present a
general theoretical and historical analysis of innovation in terrorism and its implications for
countering WMEs. The seven cases are the following:
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Date(s) Attack Group Responsible Presenters
T Ami Pedahzur*
1968-72 Hijackings PFLP Yoram Schweitzer
Murder of Prime Minister Luis Rogelio Alonso
1973 Carrero Blanco ETA Jose Antonio Olmeda
1984 Attempted murder of Prime IRA Richard English
Minister Margaret Thatcher William Matchett
1995 Tokyo satin attack Aum Shinrikyo Adam Dolnik
. . . . Stuart Wright
1995 Oklahoma City bombing Timothy McVeigh Mark Hamm
Peter Bergen
th -
2001 September 11 Al-Qaeda Assaf Moghadam
2005 London subway bombings Al-Qaeda linked cell Steve Hewitt

The choice of cases is driven by a number of considerations. First and foremost, we want to break
out of the current focus on radical Islamist movements. The current threat emanating from violent
Islamist extremists has produced a near myopic concentration on the dynamics of this movement.
Innovation in terrorism is a universal process that warrants comparative regional and group analysis.
Given our interest in developing broader models of innovation, we think there are many lessons to
be drawn from earlier waves of terrorism. In some ways these earlier cases offer an advantage over
the current study of radical Islamism because they have receded from the headlines. These historical
cases can be studied with greater objectivity and accessibility to a wealth of relevant sources,
including terrorist memoirs and oral history, trial records, extensive investigative journalism, and
government reports.

An equally relevant consideration is variation on cases. This project is one of theory building, not
theory testing. Accordingly, we are looking at a diverse set of cases to highlight the variables that are
common to innovation. In the language of social science, we are selecting cases on the dependent
variable—innovation—in order to tease out hypotheses as to why and how terrorists innovate. The
cases we have selected provide us with a variety of attack types: two individual assassinations of
heads of governments, three major bombings, a path-breaking attack (the 1968-1970 hijackings)
which launched a frenzy of contagion, one WMD attack, the first suicide attack in Europe, and the
ultimate mass effect attack (9/11). In addition, this selection also provides us with a spread across
different decades, starting in 1968.

Some of the cases represent innovation by established hierarchical organizations like the IRA, ETA,
PFLP, and Aum Shinrikyo; others by networked organizations and groups like Al-Qaeda and the
London bombers. One case, the Oklahoma City bombing, is typically described as a lone-wolf
attack, though this is the subject of controversy (Hamm, 1997). Some cases involved complex
coordination and operational planning (PFLP hijackings and the September 11 attacks) while others
did not require high levels of complexity (London and Oklahoma City bombings). Some of these
cases were not just innovative in their tactics per se, but did constitute a strategic innovation because
of the choice of symbolic targets IRA and ETA). Others were awe-inspiring because they
represented completely new repertoires of terrorism (airplane hijackings, Tokyo subway bombings,
and September 11). Given our interest in contexts of innovation, we think these cases that span
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several regions, time periods, and ideological motivations can help us understand how socio-
political, technological, and normative environments can shape the dynamics of innovation.

What are the critical variables we would like you to explore?

It is important to go beyond the mere narration of details surrounding past episodes of innovative
terrorism; the goal of this project is to think analytically and systematically about the undetlying
factors—the critical drivers—that brought these tactical and strategic innovations to fruition. To
that end, we are asking the participating researchers to use the questions and issues raised below as a
guideline for the analysis of their individual case in order to generate focused and structured
comparisons across cases.

As we think about innovation, we would like to distinguish between preconditions, canses, and
preparatory bebaviors. Preconditions are those characteristics of terrorist organizations and of the
environment in which they operate which make innovation more or less likely. For example,
researchers have pointed out that among the Aum Shinrikyo cadre, there were a significant number
with highly technical or scientific degrees (Kaplan and Marshall, 1996: 2-3, 26-8, 77-8, 296-7). The
existence of personnel with the requisite scientific knowledge would help any terrorist organization
solve complex technical problems. Causes are those factors that directly influence the group’s
decision to innovate. These may include new security environments, factional competitors, or a new
strategic direction that requires an escalation in the violence. Finally, once the group has decided it
wishes to innovate, there may be activities that the group needs to undertake in preparation,
observable behaviors or conducts. To continue with the Aum example, prior to the subway attack,
the Japanese police had received reports from the neighbors that a distinct smell was emanating
from the Aum compound. Had the police acted promptly on this information, it might have
interrupted the workings of Aum’s laboratory (Kaplan and Marshall, 148-49).

Preconditions

What are the leadership and organizational requirements for innovation? Are certain types
of organizations more likely to innovate than others? Is innovation driven by leaders atop
the organizational hierarchy or by aspiring terrorist entrepreneurs outside of the core
leadership? TFor example, Tucker argues that “entrepreneurial leadership is the key to
understanding terrorist innovation”, and believes that entrepreneurs are more likely to appear in
small and newly formed groups than in large, established organizations (2000: 13; see also Crenshaw,
2001: 16-19). Jackson (2001: 201), by contrast, argues that resources will facilitate innovation, and
therefore, financially robust organizations like the IRA or Hizbullah, are more likely to innovate.
Along similar lines, de la Calle and Sanchez Cuenca argue that “the capacity for killing is directly
related to the resources the organization has, and resources depend on popular support” (De la Calle
and Sanchez Cuenca, 2006: 17, see also 20).

Did the structure of the organization shape in any way the pace of innovation or the
receptivity to it? Jackson (2006: 161) argues that organizational characteristics such as the group’s
capacity to learn, technological awareness, openness to new ideas, and attitude toward risk influence
its ability to innovate, and that larger organizations would therefore be in a better position to
innovate. Along similar lines, Dolnik (2007: 150-52) shows that organizations with a safe haven or
tertitorial stronghold are more likely and/or willing to innovate, and Tucker (2000: 8) avers that
domestic terrorist organizations will be less likely to innovate, presumably because they’ll be able to
count on fewer resources.
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Causes
A) Internal to the terrorist organization

C.J.M. Drake argues that, though a variety of factors explain the terrorists’ target selection, the
ideology of the group is of paramount importance in interpreting the world, defining the enemy and
targeting it. Dolnik followed along similar lines by arguing that changes in the group’s worldview will
provoke a will to innovate (Drake, 1998: 54, 56, 78; see also Dolnik, 2007: 146-150). Moghadam
(2008) makes the case that a particularly virulent form of Sunni Islamism—Salafism—was the key
driver behind Al-Qaeda’s widespread use of suicide terrorism against Western civilians and their
coreligionists.

Beyond ideology, we would like you to think about the internal dynamics of the terrorist
organization you are discussing. Twenty years ago, Crenshaw argued that organizational forces were
more likely to explain the behavior of terrorist groups that ideology or than the analysis of their
stated strategy (Crenshaw, 1985 and 1988). In particular, two organizational issues might drive
innovation. The first would be the existence of factionalism within the group. The second would be
the existence of a rival terrorist organization that is disputing territory or supporters. In either case,
innovation might be a way to exercise control or dominance over organizational rivals (see also
Bloom, 2004).

B) External to the terrorist organization

Do governments unwittingly encourage innovation, and if so, in what way? A number of
scholars have argued this. Faria (2006: 47, 54), Jackson (2006: 165), Dolnik (2007: 152ff) and Byman
(2007: 134) argue that counterterrorist strategies drive innovation as terrorists seek to circumvent
new security procedures. Enders and Sandler (1993) show that security measures can lead to
terrorists substituting tactics and targets. Jackson and Trujillo (2006: 62) in turn state that it is the
environmental uncertainty, defined as not knowing what the security forces will do next, that will
drive the process. Morgan et. al., (2008: 118) state that in a conflict with insurgents, the state will
frequently escalate first in the push for victory, and that this will in turn push insurgents to escalate
also.

Does civil society encourage innovation? Here we are thinking of normative contexts that may
inhibit or encourage deadly forms of innovation. Waldmann (1982, 213-19), for example, has argued
that in Argentina, the decade that preceded the emergence of the Montoneros and People’s
Revolutionary Army (ERP) terrorist organizations was one in which societal norms relaxed, political
antagonism was rife, and violence became more acceptable socially, which in turn made the decision
to turn to terrorism easier. Hafez (2007) argued that the widespread use of suicide attacks in Iraq
was in part driven by earlier Muslim clerical support for this tactic against Israel.

Preparatory Behaviors

Looking back, would it have been possible for counterterrorism specialists to observe and
connect together the developments that made innovation possible? What indicators would
have enabled security specialists to anticipate the trajectory of innovation in your case?
Since 9/11, many analysts have argued about the importance of intelligence in counterterrorism, and
especially about human intelligence. In some cases, notably Israel and Northern Ireland, human
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intelligence in the form of informants or agents within terrorist organizations has allowed the
security forces to foil plots and prevent deadly attacks (Horowitz, 2004; Geraghty, 2000: especially
Chapter 9; Dillon, 1999: chapters 12, 14). Such penetration of terrorist groups is not always possible.
But once the terrorist group has decided to innovate, a number of actions may alert law enforcement
personnel that something is about to happen. There are cases when terrorist organizations must
commit common crimes as they prepare for a terrorist atrocity. But the group may simply need to
move weapons, bombs or personnel from one point to another, and in the process, attract attention
from law enforcement or from alert citizens, which is what happened with several of the 9/11
hijackers (National Commission on Terrorist Attacks, 2004: chapter 7).

Final Considerations

We are hoping that the comparative discussion and analysis of the seven cases will allow us to make
generalizations about the process of innovation in terrorism. There is little doubt that the issues and
questions discussed in this paper are relevant to innovation in some cases, but are they all necessary
or/and sufficient for innovation to take place? If we were to apply the law of parsimony, which
variables are more critical than others—which ones can be jettisoned to simplify our analysis
without losing explanatory and predictive powers? Do some combinations make innovation a near
certainty? Is the sequence of variables itself a factor in innovation? Can we argue that innovation is
more likely to occur at particular moments in the evolutionary cycle of a terrorist group? Or that
particular socio-political conditions make it more likely that the push for innovation will be internal,
or external to the terrorist organization? Are some of these variables relevant for complex
innovations, but not simple ones? Are some more relevant to strategic innovation, but not tactical or
organizational ones? And finally, how can we operationalize these variables—i.e. turn them into
observable or measurable indicators—that enable us to test their validity across cases and, more
importantly, generate heuristic tools for intelligence and counterterrorism specialists?
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APPENDIX II: MARTHA CRENSHAW, INNOVATION: DECISION
POINTS IN THE TRAJECTORY OF TERRORISM

The question this paper addresses is whether, how, why underground organizations are innovative in
designing terrorist challenges to state authority.” The question has rarely been asked, much less
answered, in studies of violence and terrorism.” Even Adam Dolnik, writing explicitly on tactical
and technological innovation, proposes that “terrorists are conservative by nature.” His overview of
trends in terrorist attacks shows remarkably little innovation: “What we have witnessed is that this
scope is relatively limited and remarkably unchanging. In fact when one surveys the last 50 years of
terrorist operations case by case, very few incidents strike the observer as creative i any way.”*

In the literature on terrorism and insurgency, analysis of strategy is rare.” In fact, as noted an
authority as the late J. Bowyer Bell concluded that there is little deliberate planning at all in
underground organizations:

Very few revolutionary organizations invest much time in strategic planning or
organizational analysis. There may be an investment in ideology or internal
propaganda under various guises, but the compelling concerns of the anti-insurgency
experts are not found in the underground. Any day-long analytical conference
focuses deeper and longer on rebel strategy and tactics than do the rebels over a year.
There is little time for contemplation during an armed struggle and that is spent on
the faith, survival and operations.”

Before 9/11, specialists in the field typically agreed with Dolnik that terrorism was not innovative.
Ariel Merari, for example, concluded that in contrast to conventional war terrorism “has not
changed much in the course of a century, and virtually not at all during the last 25 years.”” In his
view, stagnation was due primarily to organizational rigidities imposed by the imperative of
clandestinity. Similarly, Bruce Hoffman contended that the targets, weapons, and tactics of
terrorism had “remained remarkably consistent” over time and that underground organizations were
politically radical but operationally conservative.® Their repertoires were limited and only the
methods used to conceal and detonate explosive devices were likely to vary.

At Wesleyan University Dilyan Donchev provided initial research assistance for this project, with funding from

the Christian A. Johnson Foundation.

3 The exception is Adam Dolnik, Understanding Terrorist Innovation: Technology, Tactics and Global Trends (London
and New York: Routledge, 2007). His analysis is primarily of what I will define as tactical innovation.

4+ Ibid, p. 56.

5 M.LR. Smith argued that strategic assessment has not been applied as an analytical tool to the conflict in

Northern Ireland, but the finding is generally applicable as well. See “The intellectual internment of a conflict:

the forgotten war in Northern Ireland,” International Affairs 75,1 (1999), pp. 77-97.

In “Revolutionary Dynamics: The Inherent Inefficiency of the Underground,” Terrorism and Political 1 iolence 2,

2 (Summer 1990), p. 211 (footnote 1).

7 Ariel Merari, “Terrorism as a Strategy of Struggle: Past and Future,” Terrorism and Political Violence 11, 4 (Winter
1999), p. 54. See also “Terrorism as a Strategy of Insurgency,” Terrorism and Political Violence 5, 4 (Winter 1993),
pp. 213-251.

8 Bruce Hoffman, “Terrorist Targeting: Tactics, Trends, and Potentialities,” Terrorism and Political V'iolence 5, 2

(Summer 1993), p. 12 and following, pp. 12-29. See also his Inside Terrorism (New York: Columbia University

Press, 1998).

Workshop Report 34



| Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

Yet innovation does occur. This paper identifies some possible innovations and the directions that
an explanation of innovation might take. I propose a preliminary theoretical framework based on
propositions borrowed from the respective literatures of social movements, military strategy, and
cognitive psychology.” This approach takes into account the fact that innovations in violent
behavior may have special characteristics and that definitions of innovation must be sensitive to
context and to the social construction of oppositional violence. It distinguishes innovation from
adaptation and escalation. It does not assume that innovative approaches to the practice of violence
are necessarily successful.

The paper discusses definitions and types of innovation, the decision-making process that leads to
innovation, the actors most likely to be innovative, and the points in the organizational development
of terrorism when innovation is most likely. It is not intended as a definitive answer to these
questions, but rather as an exploratory study. Satisfactory empirical analysis will require extensive
primary research into the decision-making processes and politics of underground organizations,
since secondary sources are sparse on this topic. Most general histories of terrorism fail to provide
sufficient detail, and case studies tend to neglect the subject of innovation. The evidence presented
here is thus illustrative rather than comprehensive.

Types of Innovation

By definition innovation involves the adoption of new patterns of behavior, not just the emergence
of new ideas. Concepts must be incorporated into action. My analysis attempts to distinguish
between strategic, tactical, and organizational innovations in terrorist behavior."’

Strategic innovation involves significant points of novelty in the historical development of campaigns
of armed resistance, those shifts that change the fundamental pattern of terrorist challenges to
political authority. Such transformations in the modes of armed struggle probably require a new
conception of strategic effectiveness. That is, strategic innovation requires both a new goal and a
new way of relating operations to that goal."" Thus it is logical to expect that strategic innovation is
the exception; it will occur rarely. (This expectation may explain why specialists in the field tend to
think that terrorist behavior is not innovative.)

A preliminary review of the pre 9/11 history of terrorism teveals some promising cases of strategic
innovation. For example, Bruce Hoffman, who argues that terrorism is generally routine and
predictable, nevertheless describes the Irgun in the 1940s as daring and innovative because the
group inaugurated a strategy against British rule in Palestine that launched the trend toward the
internationalization of terrorism.'"? J. Bowyer Bell agrees that Menachem Begin, although aware of

9 Lacking hete is an economics/business approach.

10 Tt is also important to distinguish among the concepts of innovation, adaptation, and escalation. Innovation
need not involve any escalation in the magnitude of violence, and it goes beyond adaptation to changing
circumstances. These distinctions may be problematic, however, and they require further discussion.

11 See Stephen P. Rosen, Winning the Nexct War (Ithaca: Cornell University Press, 1991). The innovative
conception, however, may be misguided. For example, Richard Gillespie concludes that urban guerrilla theory
was “a defective guide to action, for it failed to explain really how guerrilla action would impel the masses to
revolutionary deeds. It merely assumed that efficient military operations would galvanize them, yet one might
more reasonably expect the reverse to be true.” See “The Urban Guerrilla in Latin America,” in Noel
O’Sullivan, ed., Terrorism, Ideology, and Revolution (Boulder, Colorado: Westview Press, 1986), p. 170. This
conceptual weakness may explain why in practice military considerations came to dominate the political.

12 Inside Terrorism, pp. 53 ff.

Workshop Report 35



| Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

the guerrilla strategy of the IRA and civil disobedience in India, “devised a novel revolutionary
strategy of leverage.” "’ Begin’s “glass house” strategy involved spectacular attacks to humiliate the
British and force them to repression that would antagonize the Jewish population, alienate Britain’s
foreign allies, and, most importantly, make the war unpopular with the British public. No operations
would be mounted against purely military targets, and civilian casualties would be avoided. Begin
knew that the coercive response of a democratic state would be limited. Thus the British would be
forced to choose between indefinite low-level repression, which the public would not tolerate, and
withdrawal.

Another possible example of strategic innovation is the campaign of hostage seizures in the late
1960s, including diplomatic kidnappings in Latin America and hijackings in the Middle Fast."
Terrorism became an internationalized strategy of bargaining involving multiple actors, some
geographically and politically distant from the theatre of conflict. This development resembles
Charles Tilly’s interpretation of earlier “claim-making” in eighteenth and nineteenth century Great
Britain. At that time new methods of protest were invented that were less immediate in their impact
and instead produced cumulative and indirect effects on a broader political and social system. The
connection between the identity of the victim and the purpose of the action became more abstract.'
The target was no longer the direct source of a grievance but a powerful outside actor capable of
reshaping the system that perpetuated the grievance. Rather than attack Israel directly, for example,
Palestinian organizations hijacked the civilian airlines of Israel’s allies.

An earlier but little known instance of attacking foreign targets in order to attract the attention of
outside actors occurred in the Balkans around the turn of the century.'® First, an extremist group
linked to the Macedonian Revolutionary Organization (MRO) attempted unsuccessfully to bomb the
Ottoman Bank in Constantinople in 1899. The bank was owned by British and French interests,
and the group hoped to provoke Europeans into examining the Macedonian problem. In 1901,
MRO kidnapped an American missionary and demanded a monetary ransom, paid eventually by the
American Missionary Board, and which was used to buy arms.

Another illustration involves European terrorism in the 1970s. David Moss considers the Italian
Red Brigades’ inauguration of the “strategy of processo-guerriglia” a significant step.'” In 1976, 52
alleged members of the Red Brigades were brought to trial, and most were convicted in 1978. The
strategy was an attempt to influence the outcome by using violence outside the courtroom against
prosecutors, jury members, and other officials in order to make it impossible for the court to
function, as well as other disruptive tactics such as refusing to accept legal counsel. Moss also argues

15 J. Bowyer Bell, Terror Out of Zion: The Violent and Deadly Shock Troops of Israeli Independence, 1929-1949 (New York:
St. Martin’s, 1977), p. 106.

14 Not all authors are clear about the distinction between strategic and tactical change. Hoffman (1998) states
that the 1968 hijacking marked a “demonstrable change in the nature and character of terrorism” and that it
was a “revolutionary development” but later defines it as a “dramatic tactical change.” See pp. 68-69. Walter
Laqueur is notably inconsistent: in The Age of Terrorism (Boston: Little, Brown, 1987) he concludes that “The
aims of terrorism, in brief, have changed. . ..” (p. 93) but later that “There is an infinite variety of terrorist acts,
but, while weapons have greatly improved over the last 100 years, there have been few basic changes in the
aims of terrorist operations” (p. 116).

15 See Chatles Tilly, Popular Contention in Great Britain, 1758-1834 (Cambridge: Harvard University Press, 1995).

16 See Duncan M. Perry, The Politics of Terror: The Macedonian Revolutionary Movements, 1893-1903 (Durham, NC:
Duke University Press, 1988), pp. 100-101 and 103-105. T am indebted to Dennis Pluchinsky for calling these
examples to my attention.

7 In The Politics of Left-Wing Violence in Italy, 1969-1985 (New York: St. Martin’s, 1989), pp. 230-32.
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that this strategy was linked to the kidnapping and murder of Aldo Moro, which was timed to
coincide with the 1978 phase of the trial.

Strategic innovations may also include Hezbollah’s campaign of “suicide” bombings in Lebanon,
beginning in the early 1980s, which was coupled with a strategy of kidnapping foreigners. The
strategy was designed not only to end the Western presence in Lebanon but to create an Islamic
state on the Iranian model.”® The tactic has since spread worldwide, thus making an explanation of
its origins all the more important. By combining the practice of political suicide or martyrdom with
bombings intended to cause large numbers of casualties, terrorism acquired a fundamentally new
meaning for its supporters as well as its targets. Ricolfi suggests that “the reduced efficiency of air
hijackings could be among the reasons that led to SMs [suicide missions] becoming established
among the feasible set of fighting means, especially once these started for specific reasons during the
Lebanon wave. From this viewpoint, the ‘invention’ of SMs by several insurgent and terrorist
organizations in the 1980s and 1990s could be seen as a sort of technological leap, which allowed
those organizations to enhance the effectiveness of their actions and to pursue agenda-setting
objectives without paying the same high price in international opprobrium that hijacking
attracted.”””  Both hijackings and suicide attacks brought visibility to the cause, but suicide attacks
were better image enhancers especially if the target were military, and they suggested purity of
motive, whereas hijackings were seen as simple blackmail. The suicide bomber appeared a tragic
hero. As Palestinian imitators famously claimed, willingness to die showed that the perpetrators did
not fear death.

Another possibility of strategic innovation is the acquisition and use of chemical and biological
agents by the Aum Shinrikyo cult in Japan, culminating in the use of sarin gas in the Tokyo subway
in 1995. Jonathan Tucker suggests that terrorists likely to resort to such weapons are innovative in
designing weapons and carrying out attacks.” However, their inventiveness may extend beyond the
operational or tactical aspects of confrontation. Beginning in 1990, the strategy was premised on the
prediction of apocalyptic destruction. It was intended to cause mass casualties in order to make the
Japanese public aware of their impending doom.”’ However bizarre the reasoning, the strategy did
involve a new goal and a new means of reaching it.

In many ways the 9/11 attacks represented a new way of resolving an old problem for Al Qaida —
how to inflict major devastation on the U.S. homeland.” As Mohammed Hafez and Maria
Rasmussen note in the concept paper for this workshop, the extension of the struggle to the “far
enemy” was a conceptual innovation. However, it is important to remember that attacking the
homeland of an occupying power had a precedent in the FLN’s strategy during the Algerian war,
and that Zionist groups had the intention of attacking the British homeland (which the IRA did
more than once). The failure to bring down the towers in the 1993 bombing of the World Trade

18 Magnus Ranstorp, Higb'allah in Lebanon: The Politics of the Western Hostage Crisis.(New York: St. Martin’s, 1997).

Y Luca Ricolfi, “Palestinians, 1981-2003,” in Diego Gambetta, ed., Making Sense of Suicide Missions New York:
Oxford University Press, 2005), p. 103. Possibly Ricolfi is suggesting that this innovation was tactical rather
than strategic.

20 Jonathan B. Tucker, “Lessons from the Case Studies,” in Jonathan B. Tucker, ed., Toxic Terror: Assessing
Terrorist Use of Chemical and Biological Weapons (Cambridge: MIT Press, 2000), p. 256.

2l David E. Kaplan, “Aum Shinrikyo (1995)” in Tucker, ed.

22 The following discussion of the 9/11 attacks is drawn from the introduction to a forthcoming volume,
Explaining Terrorism (New York and London: Routledge, 2010). It contains a selection of my previously
published articles and chapters.
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Center could be seen as a learning opportunity. The 2001 attacks, expanded in scope, combined
hijackings with suicide bombings by using aircraft as the explosive device, to an extraordinary
destructive effect that may not have been anticipated (even if wished for). Yet the plot’s complexity,
length of planning time, number of participants, technical requirements (ability to pilot a commercial
aircraft at a minimal level for the leaders, martial arts training for the followers), and ability of the
conspirators to remain secret for so long in a foreign country without a popular support network
were also exceptional and have not been duplicated since.

Hijackings, the first component, were in themselves an innovation in the late 1960s and early 1970s,
as this paper has noted. The practice of hijackings fell into disuse because of enhanced airport
security measures, improvement in government rescue capacity, and the unwillingness of potential
host governments to provide refuge and asylum for hijackers. Midair bombings offered a substitute,
beginning in the mid 1980s, but security measures quickly made it difficult to place a bomb in
checked luggage or bring it on board (particularly after the downing of Pan Am 103 in 1988).
Governments, however, remained wedded to the idea that the lives of hostages were a useful
bargaining chip for hijackers, who would not expend them carelessly. Possibly Al Qaida leaders
understood and exploited this preconception. Nobody expected that hijackers could pilot a
commercial aircraft, which was a startling development not just because of the acquisition of the
skill but the extent of planning and forethought involved in doing so.

A second component of the plot was a suicide mission, thus using another earlier innovation. By
2001 suicide attacks were a well-established element of the terrorist repertory, having “migrated”
from Lebanon to other conflict theatres, notably Israel-Palestine and, more geographically distant,
Sri Lanka. Al Qaida had used the tactic previously with the 1998 East Africa embassy bombings and
the attack on the USS Cole in Yemen in 2000.

The third element, which was least innovative, was the deliberate aim of killing large numbers as well
as hitting iconic economic, political, and military targets within the United States. Mass casualties
are most easily caused by explosions, which typically require the construction of explosive devices
and detonators (now called IEDs or zmprovised explosive devices, although this distinction seems
unnecessary). In order to cause extensive damage, a bomb must be large, and sizable bombs are
most easily transported by truck, car, boat or other vehicle. The car-bomb technique had been tried
unsuccessfully in 1993 with the first World Trade Center bombing organized by Ramzi Youcef, the
nephew of Khalid Sheikh Mohammed (KSM), who became the planner and project manager of the
9/11 attacks. As noted, midair explosions were also a well-known and accessible element of the
terrorist repertoire, and in the 1990s Youcef and his uncle had planned a simultaneous assault on
American airliners over the Pacific. The plot was foiled, but the intention was clear.

Al Qaida leaders thus conceived of hijackings as suicide missions employing the aircraft itself, loaded
with fuel for a transcontinental flight, as the explosive device. The implementation of the inventive
scheme required operatives with special skills, and in many ways it was unlucky chance that led
Mohammed Atta and his co-conspirators from Germany to Al Qaida’s camps.

In contrast to strategic innovations, factical innovations are changes in method or operations rather
than strategic conceptualization. They typically involve new weapons or targets and are much more
frequent than strategic innovations. They occur within strategies rather than replacing them.
However, as the above example demonstrates, it is not easy to distinguish between tactical and
strategic innovation and between innovation and adaptation. Dolnik, for example, sees competition
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among similar groups and pressure from government as the sources of tactical innovation, thus
implying that it is a form of adaptation.”

For example, the assassination by the underground group LEHI of Count Folke Bernadotte, UN
Mediator in Palestine in 1948, was the first instance of selecting an international negotiator as
target.”* TRA bombings of London financial districts between 1988 and 1994 exemplify a switch to
economic targets outside the theater of conflict.”” Earlier IRA tactical innovations included car-
bombs, attacks on the British mainland and on British targets in Europe, and remote control
detonation of bombs. The 1972 Black September attack on the Munich Olympics marked a shift to
international institutions as either targets or a venue for terrorism. The Italian Red Brigades’
kidnapping and murder of Aldo Moro also marked an important shift in targets. The hijacking of
the Achille Lauro cruise ship in 1985 marked a shift to maritime terrorist hostage seizures. Mid-air
bombings, such as Pan Am 103, also marked a shift in terrorist methods, which actually began in the
1980s with the downing of an Air India plane. Hezbollah in Lebanon in the late 1990s developed
the technique of videotaping its attacks on the Israeli Defense Forces and distributing the videos to
television stations.” The World Trade Center bombing in 1993 might also be included in a list of
examples of tactical innovation since it involved a new target.”’

Organizational innovation involves changes in group structure and institutions. For example, Fernando
Lopez-Alves comments on the novelty of the Uruguayan Tupamaros’ shift to the
compartmentalized underground structure of the urban guerrilla in the 1960s.”* The IRA switched
to a small, centralized, clandestine, cellular organizational structure between 1976 and 1978. In the
1980s the Red Army Faction in West Germany established an Anti-Imperialist Front of West
European Guerrillas, thus creating an operational alliance with other European terrorist groups
particularly in France and Italy.” Similarly Walter Laqueur notes that “the most interesting
innovation of the Latin American terrorists was the foundation of a ‘Junta of Revolutionary Co-
ordination’,” which linked Argentine, Uruguayan, Chilean, and Bolivean organizations.” Beginning

5

23 See Dolnik, chapter 7, pp. 146-72.

2 See Nachman Ben-Yehuda, Political Assassinations by Jews: A Rhetorical Device for Justice (Albany: State University
of New York Press, 1993), pp. 267-274. See also Kati Marton, A Death in Jernsalens (New York : Pantheon
Books, 1994).

%5 See John P.S. Gearson, “Financial Centres and the Terrorist Threat: The Case of the IRA’s British Mainland
Campaign,” paper presented at the Oklahoma City National Memorial Institute for the Prevention of
Terrorism Conference, “Terrorism and Beyond: The 215t Century,” April 15-17, 2000.

26 See John Kifner, “In Long Fight With Israel, Hezbollah Tactics Evolved,” The New York Times, July 19, 2000,
based on an interview with Sheik Nabil Qaouk, a Hezbollah commander in southern Lebanon.

27 'The strategy behind the bombing, however, remains unclear. If it is the key precursor of the 9/11 attacks, then
we should regard it as the advent of a major strategic innovation.

28 “Political Crises, Strategic Choices and Terrorism: The Rise and Fall of the Uruguayan Tupamaros,” Terrorism
and Political Violence 1, 2 (April 1989), pp. 202-241, especially p. 215. Strategic and organizational innovation
need not coincide. In Brazil, according to Richard Gillespie, the National Liberation Action (ALN) showed
great “organizational ineptitude” that led to a fragmented and uncoordinated movement. See “The Urban
Guerrilla in Latin America,” in Noel O’Sullivan, ed., Terrorisn, Ideology, and Revolution (Boulder, Colorado:
Westview Press, 19806), pp. 157-159. Paradoxically, the “inorganic nature” of the ALN initially favored their
survival since the security services could not track or infiltrate the group.

2 I am indebted to Dennis Pluchinsky for this and many other observations. See his “An Organizational and
Operational Analysis of Germany’s Red Army Faction Terrorist Group (1972-91),” in Yonah Alexander and
Dennis A. Pluchinsky, eds., Exrgpean Terrorism: Today and Tomorrow (Washington: Brassey’s, 1992). The RAF
also cooperated with Palestinian groups.

30 The Age of Terrorism, p. 253.
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in the 1960s, American right-wing extremists developed the concept of a decentralized “leaderless
resistance.” In the 1990s the Ramsi Youcef and Usama bin Laden groups also abandoned
hierarchical structures, relying instead on diffuse transnational networks. The formation of
Hezbollah in Lebanon as a combined resistance movement and political party may also be an
example of organizational innovation.

Explanations of Innovation

From the perspective of cognitive psychology, innovative decision-making can be analyzed as a form
of problem solving, in which new logical connections are found or problems redefined so as to
reach a new solution. From this point of view, innovations are the result of gradual learning and
concentrated effort, not a sudden burst of insight.32 Analogical reasoning relates new solutions to
old problems. What stimulates this process of problem solving? What problems are most salient?
How are solutions arrived at? Are different explanations required for different types of innovation?
Is it necessary that decision makers intend or recognize their choices as innovative? Is it possible to
distinguish what is original from what is derivative, or innovation from diffusion of innovation?*

Problems and opportunities. 'To what circumstances or conditions does innovation respond? First, what
is the relationship between innovation and the failure of previous attempts to solve a problem? A
cautionary proposition, drawn from the literature on military strategy, is that innovation is not
simply the automatic result of the failure of other methods. Defeat can only show what not to do,
and even then information is incomplete and the lessons that are to be learned are ambiguous.™

That innovation is not the automatic result of defeat or failure can be illustrated by the IRA’s
reaction to public indifference to their campaign in Britain in the 1970s. Smith describes IRA
leaders’ frustration and bewilderment at the transitory nature of the attention paid to terrorist
violence: “The conclusion that the Provisionals reached, however, was not that the premises of
their campaign had been incorrect, but that they had failed to turn the military screw hard
enough.”” Thus they escalated the campaign of hitting civilian targets in Britain, which only further
desensitized public opinion.

That organizations do not necessarily learn from mistakes is also demonstrated in an example from
the Italian terrorist movement. In the opinion of Richard Drake, the Red Brigades knew that attacks
that killed ordinary people were unpopular and undermined their support. Nevertheless, in January

o See Jeffrey Kaplan, “’Leaderless Resistance’,” Terrorism and Political Violence 9, 3 (Autumn 1997), pp. 80-95. See

also my chapter, “The Organization of Terrorism,” in Terrorism: What’s Coming, ed. James O. Ellis I1I. MIPT

Senior Fellows Report (Oklahoma City, OK: Memorial Institute for the Prevention of Terrorism, 2007).

32 . . . . . . .. .
For example, Mihaly Csikszentmihalyi, “Society, culture, and person: a systems view of creativity,” in Robert J.

Sternberg, ed., The Nature of Creativity (Cambridge: Cambridge University Press, 1988), and “The Domain of

Creativity,” in David H. Feldman, Mihaly Csikszentmihalyi, and Howard Gardner, eds., Changing the World: A

Framework for the Study of Creativity (Westport, CT: Praeger, 1994).

See Manus 1. Midlarsky, Martha Crenshaw, and Fumihiko Yoshida, "Why Violence Spreads: The Contagion of

International Terrotism," International Studies Quarterly, 24, 2 (June, 1980), pp. 262-98, and "Rejoinder to

'Obsetvations on Why Violence Spreads', " pp. 306-10.

34 Winning the Next War, especially pp. 1-53.

3 M.L.R. Smith, Fighting for Ireland: The Military Strategy of the Irish Republican Movement (London and New York:
Routledge, 1995), p. 127.

33
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1979 they caused mass protests and vast damage to their cause when they killed a worker who had
denounced a colleague for distributing Red Brigades propaganda.™

Furthermore, underground organizations in the same situation will respond differently to failure or
frustration, which is to be expected considering that individuals and groups have different outlooks,
perceptions, and incentives. For example, within the Palestinian movement, only the Popular Front
for the Liberation of Palestine (PFLP) conceived of hijackings as a way of breaking the “Israeli and
colonialist siege” after the 1967 war, in an attempt to reach out to world public opirn'on.”’7 Fatah and
the Popular Democratic Front for the Liberation of Palestine (PDFLP) accepted a strategy of
attacks on Israeli civilian targets, but criticized the hijackings, although Fatah later followed that
direction for a short time.

Although something more may be required, innovation may still be linked directly to failure in some
cases. Aum Shinrikyo’s research program into biological and chemical weapons apparently began in
April, 1990. In February, Aum leader Shoko Asahara and a group of followers stood for election to
the Japanese Diet. They lost decisively (receiving a total of only 1783 votes) and members began to
leave the organization. Suffering from this humiliation, Asahara was apparently faced with a choice
between dissolving Aum Shinrikyo or regaining control over the organization. His political defeat
intensified his hostility toward society generally, and he now urged that the group acquire military
power and actively plan the mass destruction that would be required in order to ensure salvation.™
The move to “catastrophic” terrorism was the result, although in most cases the actual use of
biological and chemical weapons was due to more immediate stimuli, such as the need to remove
specific threats to the organization.

What creates a particular problem or makes it especially salient? The process of learning or problem
solving that leads to innovation is probably stimulated by the actions of others or by changes in
context — a connection that poses again the difficult problem of distinguishing innovation from
adaptation. Zisk, for example, proposes that innovation may be a response to an opponent’s
innovation, although again an innovative response is not automatic.” Thus a terrorist group might
respond to the government’s innovation simply by reinforcing its routine rather than changing. Bell,
for example, suggests that British countermeasures against IRA car-bombs in the early 1970s forced
the IRA to be more careful but not to shift targets.*

However, a displacement or substitution effect is known to exist in general patterns of international
terrorism. In non-bargaining situations, effective unilateral counter-measures by one state will
increase the vulnerability of other states who do not take such measures.” Thus terrorists’ choices
are sensitive primarily to what governments do to protect themselves, which in essence creates a

36 C.J. M. Drake, Terrorists’ Target Selection (London: Macmillan and New York: St. Martin’s, 1998), p. 76.

37 See Yezid Sayigh, Armed Struggle and the Search for State: The Palestinian National Movement 1949-1993 (Washington:
Institute for Palestine Studies and Oxford: Clarendon Press, 1997), pp. 210-215.

38 Manabu Watanabe, “Religion and Violence in Japan Today: A Chronological and Doctrinal Analysis of Aum
Shinrikyo,” Terrorism and Political Violence, 10, 4 (Winter 1998), pp. 89-90. See also Kaplan in Tucker, ed., who
confirms this explanation. He adds that the Aum leadership blamed their defeat on the Japanese government.

% Kimbertly M. Zisk, Engaging the Enemy: Organization Theory and Soviet Military Innovation, 1955-1991 (Princeton:
Princeton University Press, 1993).

40 IRA: Tactics and Targets (Dublin, Ireland: Poolbeg Press, 1990, pp. 74-75.

' Todd Sandler and Harvey E. Lapan, “The Calculus of Dissent: An Analysis of Terrorists’ Choice of Tatgets,”
Synthese, 76 (1988), pp. 245-261.
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security dilemma. Similarly, when new technologies or policies are applied to prevent specific kinds
of terrorist events, terrorists may transfer their efforts to new but related targets.42 Installing metal
detectors in airports, for example, apparently led to a decline in hijackings but increased other forms
of hostage seizures, such as kidnappings, as well as assassinations.

In addition, Sidney Tarrow suggests that government actions as well as new opportunities and
constituencies stimulate innovation in social movements and their strategies of protest.” Thus
innovation is part of an interactive process, depending on both circumstances and on what other
important actors do. It will also depend on the emergence of new assets (e.g., explosives
technology, mobility, and communication capabilities) and new vulnerabilities in victims. Thus the
absence of these assets will inhibit innovation. For example, J. Bowyer Bell argued that the strategic
and tactical inertia of the IRA was due to lack of technological skill.*

Donatella Della Porta’s analysis of German and Italian violent organizations concludes that in both
countries the movements followed a process of “tactical interaction.”* Groups changed their tactics
in order to be able to act once their adversaries had adapted their tactics to those of the movement.
The process of innovation, adaptation, and tactical experimentation was reciprocal, with each side
responding to the other. She also points out that organizations respond not only to governments but
to counter-movements (e.g., the left responds to the right). Numerous actors are thus involved in a
complex process of interaction. Strategy is not simply the result of a tit-for-tat relationship with the
government.

Is it possible to distinguish sources of innovation according to type? The evidence is inconclusive at
this point. Consider, for example, the inauguration of the tactic of hijackings used by Palestinian
organizations as a form of leverage over governments outside the Middle East. This move qualifies
as a strategic innovation, since the new goal was international recognition of the conflict and the
Palestinian cause, and the method new dramatic actions that would sustain media interest and exert a
psychological effect on world public opinion. The Palestinian movement as a whole had found that
neither conventional nor guerrilla warfare against Israel, mostly cross-border raids, could succeed.
The defeat of Arab armies in the 1967 war encouraged a search for alternatives. The advent of mass
air transportation created an opportunity. Furthermore, the hijackings might have been an attempt
to broaden the constituency for the Palestinian nationalist movement. Furthermore, the PFLP was a
minority within the broader movement, competing with larger groups for the available resources.
This case thus involves a combination of failure of other methods, reaction to rivals with
corresponding need to compete for a constituency from a minority position, and new opportunities.

2 Walter Enders, Todd Sandler and Joe Cauley, “UN Conventions, Technology and Retaliation in the Fight

Against Terrorism: An Econometric Evaluation,” Terrorism and Political Violence, 2, 1 (Spring 1990), pp. 83-105;
Jon Cauley and Eric Iksoon Im, “Intervention Policy Analysis of Skyjackings and Other Terrorist Incidents.”
AEA Papers and Proceedings 8 (1988), pp. 27-31; and Walter Enders and Todd Sandler, “The Effectiveness of
Anti-Terrorism Policies: A Vector-Autogression-Intervention Analysis,” Awmerican Political Science Review, 87
(1993), pp. 829-844.

43 See Sidney Tarrow, Power in Movement: Social Movement, Collective Action and Politics (Cambridge: Harvard
University Press, 1994).

4 IRA: Tactics and Targets. See “The Dynamic of IRA Strategy and Tactics,” pp. 26-ff.

4 Donatella della Porta, Social Movements, Political V'iolence, and the State: A Comparative Analysis of Italy and Germany
(Cambridge: Cambridge University Press, 1995), pp. 190-192. She refers to Doug McAdam, Political Process and
the Development of Black Insurgency, 1930-1970 (Chicago: University of Chicago Press, 1982).
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With regard to tactical innovations, most analysts agree that terrorists respond to what the
government is doing and to technological and targeting opportunities. Tactical innovation may thus
be a form of adapting to what the adversary does as well as to the acquisition of new resources. It
might also be imitation of what competitors are doing. Reactivity would be the critical distinction
between strategic and tactical innovation. Smith, for example, defines the IRA’s attacks in Great
Britain in 1973 as an extension of strategy, not a change in direction but a displacement of the focus
of the conflict to another theater, thus a tactical innovation. The first attack in Britain was timed to
coincide with a border referendum in Northern Ireland, and a second corresponded with
negotiations between Northern Ireland political parties to form a power sharing government. He
argues that, “these examples were indicative of the Provisionals’ attempts to underscore the
psychological attrition strategy by demonstrating at each turn of events the irrelevance of any
proposed solution to exclude them.”* Hezbollah’s technique of videotaping its attacks was a
response to Israeli censorship, which denied them publicity and access to Israeli public opinion.*’
The Irish National Liberation Army developed the mercury tilt-switch detonator for car bombs

because the British Army acquired the capacity to scan for the radio signals used to detonate earlier
bombs. **

Hezbollah’s move to kidnapping foreigners may be another example of innovation as a reaction to
rivals rather than the government. It is also a case of joint decision-making between a state (Iran)
and an underground organization. Magnus Ranstorp argues that Iran was the instigator of the
kidnappings, while Lebanese carried them out.” The targets were primarily educators and
journalists, in the first instance, July 1982, David Dodge, the acting president of the American
University of Beirut. According to Hala Jaber, the purpose of the first kidnapping was twofold.”
One was to secure the liberation of four Iranian diplomats kidnapped by Christian militia who were
presumed to be amenable to pressure from the United States. The second was to demonstrate a
split from the PLO—the kidnappers were Lebanese members of the Force 17 group—because the
PLO was thought to be softening its approach to the Israeli invasion of Lebanon and to be making
overtures to the Americans. The kidnapping occurred before Hezbollah was effectively organized,
but it set a pattern for future operations, which shifted to actions designed to secure the release of
prisoners held by Kuwait and by Israel.

Organizational changes are often closely related to pressure from governments, although they do
not necessarily follow a survival imperative, as seen in the Brazilian case. For example, Dennis
Pluchinsky explains that the German Red Army Faction’s anti-imperialist front initiative coincided
with a period of rebuilding after the arrest of the leadership and destruction of most of their assets.”'
A communiqué issued on the occasion of the assassination of Alfred Herrhausen, the head of the
Deutsche Bank, in 1989, offers further explanation: it refers to the important new stage this
coordination would represent and insists that the prisoners must be a part of the discussion of the
new composition of the revolutionary movement.”> One could thus interpret the innovation as a

4 M.L.R. Smith, Fighting for Ireland, pp. 124-25.
47 John Kifner, “In Long Fight With Israel, Hezbollah Tactics Evolved,” The New York Times, July 19, 2000.
48 Martin Dillon, The Dirty War: Covert Strategies and Tactics Used in Political Conflicts New York: Routledge, 1990),

pp. 262-63.

4 See H'izballah in Lebanon, pp. 88-91.

50 Pp. 100 ff.

51 “An Organizational and Operational Analysis of Germany’s Red Army Faction Terrorist Group (1972-91),”
pp. 48-49.

52 “Communiqué on the Assassination of Alfred Herrhausen, Chairman of Deutsche Bank, in Frankfurt on 30
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novel solution to the problem of how to secure the release of jailed comrades. Lopez-Alves
suggests that the Tupamaro shift to an underground military organization resulted from the
government’s repression of rural protest movements. The change was also linked to the possibility
of new constituencies for the revolutionary movement. The organizational shift, Lopez-Alves
argues, was also part of a strategic shift to the urban guerrilla, or a strategy of terrorism, as opposed
to the organization of social movements.” The IRA’s internal reorganization was the result of a
“Staff Report” that referred to the need to halt the infiltration of the security services into the IRA
as well as to prevent the disclosure of information through interrogations. The 1990s
development of decentralized networks of supporters of radical Islam is thought to be a response to
effective government surveillance and penetration of underground movements. It is also responded
to opportunity: technological advances in communications, especially access to electronic networks
via computer and cellular telephones.

Finding solutions. How do innovative solutions arise, once conditions are appropriate and the
stimulus to innovation exists? What sort of thinking produces inventive answers to problems?
Cognitive psychology points to new associations of familiar methods, or the modification of an
explanation derived from a known situation to fit a new situation. Holyoak and Thagard argue that
“mental leaps” occur when someone is confronted with an unfamiliar situation, in a disordered
environment. Decision-makers move between the familiar domain of experience and the new
puzzle. The decision-maker sees similar elements in the old and the new and imposes a structural
parallel between the two analogs.”

Theories of social movements agree that innovations are not completely new; they occur at the
margins or periphery of existing repertoires or familiar practices. They are built on the past. Tilly,
for example, notes that new repertoires emerge logically from the past, when known routines are
stretched past familiar limits. He suggests that “the prior path of collective claim-making constrains
its subsequent forms” by providing memories, information, and a basis for future interactions.>
Most change is incremental. Tarrow agrees that innovation is at the margins, built on the framework
of what is known and practiced.”” So does Traugott, who says that innovations are “an outgrowth
of customary practices” and that old customs are not abandoned but supplemented.

This process of inference of analogy is hard to trace, however. In a rare mention of the subject, J.
Bowyer Bell agrees that solutions come from the past. He argues that the IRA is generally
conservative and that few choices of target are surprising. However, he explains, “Even new
techniques, new technological assets, new talents that permit ‘new’ targets will arise from historical

November 1989,” in Yonah Alexander and Dennis Pluchinsky, Eurgpe’s Red Terrorists: The Fighting Communist
Organizations (London: Frank Cass, 1992), pp. 68-69. I am indebted to Dennis Pluchinski for calling this
document to my attention.

53 “Political Crises, Strategic Choices and Terrorism: The Rise and Fall of the Uruguayan Tupamaros,” pp. 213-
17.

5 See John Hotgan and Max Taylor, “The Provisional Irish Republican Army: Command and Functional
Structure,” Terrorism and Political Violence 9, 3 (Autumn 1997), pp. 21-24. They further refer to Tim Pat Coogan,
The IRA (London: Harper Collins, 1995).

5 Keith J. Holyoak and Paul Thagard, Mental L eaps: Analogy in Creative Thought (Cambridge: The MIT Press,
1995).

%6 See p. 37.

57 Tarrow, pp. 114-15.

%8 Mark Traugott, “Barricades as Repertoire: Continuities and Discontinuities in the history of French
Contention,” Social Science History 17, 2 (Summer, 1993), p. 317.
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example. The IRA plays by history’s rules, targets as history dictates.”” Bell stresses self-image as
an explanation for choice among known alternatives. Self-image is built on a sense of how one
wishes others to perceive one as well as a sense of their expectations. For example, the IRA spent
considerable time in trying to acquire surface-to-air missiles, which they regarded as an appropriate
military asset, but they never gave serious consideration to the exotic or hi-tech methods of
terrorism, such as chemical or biological weapons, so often imagined by theorists and government
analysts.”

The development of diplomatic kidnappings began with the Brazilian revolutionary movement in
1968, and was adopted by the Uruguayan Tupamaros in their shift to the urban guerrilla.”" The
revolutionaries had several problems to solve. One was securing the release of their jailed comrades.
The military had seized power in Brazil in 1964, and repression was severe. Similar conditions
confronted the Tupamaros. Another problem was how to effectively combat repression or military
dictatorship. The solution they arrived at involved the militarization as well as the
internationalization of the struggle. Kidnapping Western diplomats, especially American, was a
means of demonstrating imperialist complicity in local injustice. For example, when the Tupamaros
kidnapped the British Ambassador they offered to exchange him for one hundred and eleven of
their members who were in prison. While holding the ambassador, they also pursued the alternative
of organizing an escape from prison. When the jailbreak succeeded, they released the ambassador.”
Possibly the historical source was two fold. One was the political kidnappings of far right extremist
organizations. The second was the obvious parallel between the government’s holding prisoners
and the revolutionary organization’s need to acquire its own hostages in order to bargain. However,
rather than respond to arrest in direct and proportional fashion—by seizing members of the police,
for example—they seized representatives of what they regarded as Western imperialism. The
identity of the bargaining chip was the imaginative solution.

Holyoak and Thagard point out that many potential sources of analogies lie in memory and
experience, and that some sources emerge when they are “noticed” by a decision-maker through
serendipity or accident.” An almost random event calls the source to the attention of a decision-
maker who is already trying to solve a particular problem.

Some examples of such associations can be suggested, although the evidence is limited. Ina 1997
interview, George Habash, founder of the PFLP, explained that the “hijacking idea” stemmed in
part from concern about Israel’s nuclear capability in the 1960s: “We used to have an advisory
board consisting of Palestinian professors and other friends, and they thought we should draw world
attention to the nuclear issue. Meanwhile Wadi [Haddad] and I were trying to determine how world
opinion could be awakened to the injustice that has been done to the Palestinian people. Wadi came
up with the hijacking idea. . . . We wanted to attract world attention through some action, and that

3 IRA: Tactics and Targets, p. 114.

60 IRA: Tactics and Targets, p. 50.

61 See Carol Edler Baumann, The Diplomatic Kidnappings: A Revolutionary Tactic of Urban Terrorism (The Hague:
Martinus Nijhoff, 1973); Carlos Matighela, For the Liberation of Brazil I.ondon: Penguin Books, 1971). See also
Alain Labrousse, The Tupamaros: Urban Guerrillas in Urugnay (Harmondsworth: Penguin Books, 1973).
Translated by Dinah Livingstone from an edition published in Paris by Editions du Seuil in 1970.

02 See Maria Esther Gilio, The Tupamaros (London: Secker & Warburg, 1972). Trans. Anne Edmondson.

63 See p. 192.

64 “Taking Stock: An Interview with George Habash,” Journal of Palestine Studies XXVII, 1 (Autumn 1998), p. 93.
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The Black September organization’s decision to attack Israeli athletes at the Munich Olympics may
have been provoked by the International Olympic Committee’s failure to respond to two formal
Palestinian requests to send a team to the garnes.(’5 This rejection, which was interpreted as a
deliberate insult, stimulated a decision process that led to an attempt to secure the release of
prisoners held by Israel and to attract international attention to the Palestinian cause. Rohan
Gunaratna suggests that the Liberation Tigers of Tamil Eelam (LTTE) leader Prabhakaran got the
idea of devising a bomb worn on the body of the attacker from the film “Death Wish 11.”° The
technique was first used to assassinate Rajiv Gandhi in order to prevent his re-election, which the
LTTE leadership thought would lead to the re-introduction of Indian troops into the Sti Lankan
conflict. M.R. Narayan Swamy refers to a “meticulously planned operation using a diabolically novel
method,” adding that Prabakharan deceptively arranged a meeting with Gandhi to “let bygones be
bygones” in order to lull him into complacency.”” Hezbollah apparently developed the idea of
suicide bombs (which began in November, 1982) from Iran’s human wave attacks during the war
with Iraq.® Magnus Ranstorp also points to the symbolic martyrdom displayed during Shi’ite
religious processions, as well as the Iranian model.”

Innovative actors. What types of organizations and leaders are most likely to be innovative? The
literature on social movements points to the key role of individual entrepreneurs. Cognitive
psychology points to the willingness and ability to spend time and effort in thinking of new
solutions. Sternberg also argues that innovation requires hard work, and that innovators are more
likely to be intrinsically motivated than driven by the desire for external reward.” Merari and Bell
agree generally that lack of time discourages innovation. Thus both willingness and capacity to
spend time on solving problems are important.

At this stage of research systematic comparisons are not possible. Ideally one should be able to
identify the features that innovative actors have in common as well as the features that distinguish
them from actors who are not innovative. Information on this question is uneven. However,
individual leaders with strong personalities and authoritarian leadership styles seem to have been
extremely important in the decision-making processes that led to innovation. Innovative decisions
can associated with attempts to establish authority in internal power struggles. The following
examples provide some clues.

The interview was conducted by Mahmoud Soueid, the director of the Institute for Palestine Studies in Beirut.

% Abou lyad, Palestinien sans patrie: Entretiens avec Eric Roulean (Paris: Fayolle, 1978), pp. 167 ff. He concludes that
the operation was a success, not only because it captured world opinion but because the Palestinian people
imposed their presence on an international gathering that had tried to exclude them (p. 176). Sayigh, however,
contends that the Palestinian leadership thought otherwise because of the high cost exacted by the Israeli
retaliation.

% Rohan Gunaratna, S77 Lanka’s Ethnic Crisis & National Security (Colombo: South Asian Network on Conflict
Research, 1998), p. 341. However, Sumantra Bose says that “The Tiger who pioneered the suicide bomber
phenomenon in South Asia was a teenager codenamed ‘Miller,” who blasted a Sti Lankan army camp, killing
112 soldiers, on 5 July 1987.” See States, Nations, Sovereignty: Sri Lanka, India and the Tamil Eelan Movement New
Delhi: Sage, 1994), p. 119.

67 M.R. Narayan Swamy, Tigers of Lanka: From Boys to Guerrillas (Delhi: Konark, 1994), pp. 333-34. However, he
says that Sivarasan was the one who worked out the mode of assassination, although he kept Prabakharan
informed at each stage. Planning began in 1990 in Jaffna.

%8 Hala Jaber, Hezbollah: Born with a V'engeance New York: Columbia University Press, 1997), p. 76.

0 See pp. 46-47.

70 See “A three-faceted model of creativity,” in Robert J. Sternberg, ed., The Nature of Creativity (Cambridge:
Cambridge University Press, 1988).
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Hijackings were the brainchild of Wadi Haddad, the head of the Special Operations or Special
Apparatus branch of the Popular Front for the Liberation of Palestine, under the leadership of
George Habash.” Both Habash and Haddad were Greek Orthodox Christians educated in Beirut
who, according to David Pryce-Jones, “were obliged to act as extremists in pursuit of better
credentials as Arabs.””* The PFLP, according to AbuKhalil, represented an extreme case of
personality cult, oriented around the charismatic, authoritarian, and popular leadership of Habash.”
Habash and Haddad were intimate associates, although Haddad was said to lack the “sophisticated
intellectual qualities” of Habash, to whom he nevertheless remained loyal. In 1971, however, the
PFLP Central Committee halted hijackings, and Haddad defected from the Front in 1972.

Salah Khalaf, former intelligence chief of Fatah, planned the 1972 Munich Olympics attack
(considered here as a tactical innovation). He was stripped of his responsibilities after the
Palestinian defeat in the Jordanian civil war, although he remained a member of the PLO central
committee.”* Khalaf was also turned down when he tried to take over Fatah activity in Jordan. His
former Lieutenant Ali Hasan Salama directed the assassination of the Jordanian prime minister in
November, 1971, the first appearance of the “Black September Organization.” In spring 1972
Khalaf took over attempts to rebuild a clandestine organization in Jordan. The drama of several
terrorist attacks organized in this period by the PFLP and dissident groups appealed to him, and he
had first raised the idea of an international effort in October 1971. Khalaf was also reacting to the
failure of his efforts against Jordan. Khalaf apparently organized the Munich attack independently,
outflanking the leadership of Arafat and provoking costly reprisals from Israel. Arafat may not have
known of the attack but praised it ex post facto. As a result of the Olympics attack, Khalaf gained
prominence in Fatah politics and became a threat to Arafat.

Carlos Marighela originated the strategy of diplomatic kidnappings.” Marighela was a member of
the Brazilian Communist Party who split from the party to establish the National Liberation Action
organization (ALN). Marighela had apparently been a devoted member of the party for forty years,
including acting as the head of the Sao Paulo committee and as a member of the Executive
Committee of the Central Committee of the Party. However, he rebelled against its
bureaucratization when he was in his late 50’s. His first act of defiance was to attend a conference
of the Organization for Latin American Solidarity in Havana, which the Brazilian party had decided
to boycott.

Menachem Begin possessed a distinctive personality as well as a fresh approach to the Palestine
question. Bell notes that he came to Palestine from the Polish diaspora, and “saw the British with
new eyes.”’® Begin also devoted extensive time to solving the problem of establishing a Jewish state.

71 The practice was initiated in 1968 with the hijacking of an El Al airliner to Algeria; it also included the
spectacular hijackings of four international airliners to Jordan in 1970. According to Sayigh, Haddad was
assisted by Hani al-Hindi (p. 213).

72 David Pryce-Jones, The Face of Defeat: Palestinian Refugees and Guerrillas (London: Weidenfeld and Nicolson,
1972), p. 54.

73 As’ad AbuKhalil, “Internal Contradictions in the PFLP: Decision Making and Policy Orientation,” Middle East
Journal 41, 3 (Summer 1987), pp. 361-378.

74 See Sayigh, pp. 292-299 and 306-312. According to Sayigh, Fatah’s turn to terrorism, both local and
international, was due in part to rivalries within the central committee, as well as to Israeli pressure.

75 See Carol Edler Baumann, The Diplomatic Kidnappings: A Revolutionary Tactic of Urban Terrorism (The Hague:
Martinus Nijhoff, 1973); Carlos Marighela, For the Liberation of Brazi/ lLondon: Penguin Books, 1971).

76 Bell, 1977, p. 106. See also p. 111.
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Bell refers to repeated meetings with Arieh Ben-Eliezer as they thought through the problem of how
to drive the British out of Palestine, well before the Irgun moved to action and attracted the
attention and surveillance of the British. Bell describes Begin as someone who “had a most
remarkable presence in the underground, which created an atmosphere of contained power and
moral authority, combined with a keen analytical mind cleared of the dense undergrowth of previous
Zionist assumptions.” Furthermore, “his views, even when opposed to all others, inevitably won by
dint of logic, by his grasp of the strategic options and consequences, and by his dominant
presence.””’

Since adolescence Vellupillai Prabhakaran, leader of the LTTE, devoted his life to the Tamil cause.
He acted as both chairman of the Central Committee of the LTTE and commander in chief of its
military wing. As a leader, he stressed strict discipline and obedience as well as puritanical values.
No rivals or opposition within the organization were permitted. He originated the idea of cyanide
capsules for LTTE cadres as well as the use of extremely powerful land mines, in addition to suicide
bombs. He was described as capable of both rage and calculation, extremely cautious and safety-
conscious, a meticulous planner, and practical rather than ideological. He favored Clint Eastwood
and other Western movies and Soldier of Fortune magazine, and read only military literature as well
as books on and by Subash Chandra Bose, Fidel Castro and Che Guevara. According to Swamy,
“There would be no stopping him if he began a monologue on the Indian independence struggle
and Tamil history.””

Shoko Asahara, the leader of Aum Shinrikyo, was charismatic and authoritarian. He exercised
absolute power over the organization. Partially sighted, as a youth he attended a school for the
blind, where his behavior was “dominating, manipulative, bullying, and sometimes violent.”® These
tendencies strengthened as he matured. As guru, his religious belief system was both eclectic and
bizarre, and he seems to have been obsessed with both science and violence. The organization he
created was a totalistic community, in which his tendencies toward megalomania were sustained by
the adulation and complete subservience of his disciples. Nevertheless, Asahara struggled to
maintain control over the group and reacted angrily to defections, which were punishable by death.
He seems also to have suffered from paranoia.

Khalid Sheikh Mohammed was the planner behind the 9/11 attacks, apparently convincing a
skeptical Bin Laden that the extravagant plot could succeed (although he also persuaded Bin Laden
not to advance the date of the planned attacks, in order to allow thorough preparation).” He was a
mechanical engineer by training. He seems to have devoted himself to planning operations against
the United States, beginning at least with the 1995 Bojinka plot. He could certainly be called single-
minded and relentless in his pursuit of this objective.

7 Bell, 1977, p. 105.

78 William McGowan, Only Man Is Vile: The Tragedy of Sri Lanka (Calcutta: Raup & Co., 1992), pp. 183-185, and
Swamy, Tigers of Lanka, pp. 49-92.

7 Swamy, p. 56.

80 Robert Jay Lifton, Destroying the World to Save It: Aum Shinrikyo, Apocalyptic Violence, and the New Global Terrorism
(New York: Henry Holt and Company, 1999), p. 14. The description that follows is based on his account.

81 See profile at http://www.timesonline.co.uk/tol/news/world/us and americas/article1517893.ece (accessed
June 24, 2010). In this case the Wikipedia entry is most comprehensive:
http://en.wikipedia.org/wiki/Khalid Sheikh Mohammed.
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Conclusions

In contrast to the views of many scholars who think terrorism is inherently static, I have argued that
innovation does occur. Strategic innovation, which requires a new goal and a new way of relating
operations to that purpose, can be seen in several cases: the Irgun’s strategy of the “glass house”
against the British in Palestine, the Brazilian and Uruguayan revolutionary strategies of diplomatic
kidnappings, hijackings and international operations inaugurated by the PFLP, briefly imitated by
Fatah, and Aum Shinrikyo’s focus on chemical and biological weapons in order to bring about the
apocalypse. Tactical innovation, which involves new weapons or new targets within the same
overall strategic context, exists in numerous instances, a sampling of which is cited here. So, too,
does organizational innovation.

What explains innovation? The process of innovative decision-making is neither simple nor
determined exclusively by circumstances. I suggest first that innovation responds to specific
problems and opportunities in the organization’s environment. It is not, however, an automatic
response to challenge, frustration, or government pressure. Political rivalries within nationalist or
revolutionary movements also provide catalysts to innovation at all levels. Technological
developments and defensive government reactions contribute most strongly to tactical and
organizational innovation. Second, I examine the search for a solution once a problem has been
recognized, such as the need to secure the release of imprisoned members of the organization or to
secure international recognition. Finding a solution usually takes work; it is not the result of sudden
inspiration. Furthermore, answers to problems may be based on the past, through a process of
analogical reasoning, although it is difficult to find evidence for this proposition. The solution may
be triggered through unpredictable associations from the past or from other contexts. Third, the
leaders who make innovative decisions appear to be important to the process. A preliminary review
suggests that they tend to be obsessive and controlling, with an absolute commitment to the cause.
Their personal ambitions play a strong role.

This analysis has raised more questions than it has answered, but perhaps it will stimulate further
debate and research. As M.L.R. Smith argued with regard to the conflict in Northern Ireland, “there
is a whole raft of areas that have received little or no systematic academic attention,” notably the
specific mechanics of the campaigns of violence waged by both sides of the struggle.”” He criticized
the conventional justifications for academic reluctance to become involved in the study of violent
strategies of the underground: claims of shortage of reliable information and the difficulties of
research, unfashionability of the topic, and a dominant scholarly orthodoxy that promotes an
intellectual distancing from the unpleasant problem of how people choose to kill others. This
orthodoxy tends to be based on the assumption that violence is largely an involuntary response to
conditions rather than the result of a strategic calculation. I also challenge this orthodoxy and argue
instead that strategies of violence vary and that they can change significantly. The changes are not
automatic; they represent decisions based on different reasoning, perception, and experience as well
as the dynamics of the conflict.

82 “The Intellectual Internment of a Conflict,” p. 84.
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APPENDIX III: GARY ACKERMAN, UNDERSTANDING TERRORIST
INNOVATION THROUGH THE BROADER INNOVATION CONTEXT

The introductory material for this workshop has established that terrorist engagement with
innovations, specifically with respect to adopting the use of WMEs, is a crucial but under-researched
component of our understanding of terrorist behavior, one that the present gathering seeks to
address. As with any nascent research enterprise, in addition to collecting as much inductive
evidence as possible, a modicum of guidance is often required as to how to go about making sense
of the historical data. In the current endeavor, this means that we are less likely to make spurious
inferences from a limited set of case studies if we can test them against a coherent set of deductively
or inductively derived hypotheses. One possible source of such hypotheses is to look beyond the
specified context to other domains of behavior in search of theories and findings related to the
phenomenon of interest. Here, we are fortunate that, despite the relative dearth of research on
terrorist innovation, there is an immense corpus of prior work on innovation in other areas, not only
in the military context, but more generally in disciplines as diverse as business management, public
policy and sociology.

Terrorism scholars have sometimes been accused of focusing too narrowly, albeit deeply, on the
terrorist context at the expense of taking advantage of insights from the broader social and
behavioral sciences. Although this has recently begin to change, as more scholars from a wider range
of disciplines have entered terrorism research and facilitated reachback into the theoretical or
empirical traditions of psychology, sociology, anthropology and so forth, this has not really been the
case with terrorist innovation, especially not with respect to weapons. After all, it is trite to say that
terrorists are human beings and terrorist organizations are at their most basic human organizations,
which suggests that an examination of how innovation occurs in social systems more generally might
prove fruitful. At the very least, it might reveal — when it is compared to the historical experience of
terrorism — that terrorists are suz generis in their relationship to innovation, which would beg further
investigation into why this is so. The only attempt to explicitly relate broader insights of innovation
to the terrorism realm of which I am aware has been that of Jackson,” and even then his discussion
was limited to the domains of technology adoption and private sector behavior.

This chapter will therefore examine prominent theories and findings with respect to the
phenomenon of innovation, both in general and specifically with respect to weapons innovation. It
will do so in order to suggest insights for hypotheses and analytical tools that might prove useful in
understanding terrorist innovation and, conversely, also to examine whether the general theories and
findings regarding innovation can be extended practically to as unique and extreme a social context
as terrorism. Of course, there is no expectation that theories or results found outside of the
terrorism domain will address all aspects of interest to us, but they may very well provide signposts
for where the answers to our questions might lie, or failing that, at least provide a point of departure
from which to construct our own framework of terrorist innovation.

The chapter will first explore the concepts, theories and practice of innovation in a general context,
although it must be admitted at the outset that much of this literature is based upon studies of the

83 Brian Jackson, “Technology Acquisition by Terrorist Groups: Threat Assessment Informed by Lessons from

Private Sector Technology Adoption,” Studies in Conflict and Terrorism, 24 (2001).
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business world. It will attempt to do so through the structure of preconditions, causes and precursor
behavior adopted by the workshop organizers. However, after preliminary research, it quickly
became apparent that although preconditions and causes might transcend contexts, precursor
behaviors for terrorist innovation are most likely to be unique to the terrorism context. Therefore,
the discussion focuses explicitly on the first two aspects of investigation, only mentioning general
precursor behaviors on the rare occasion when these are believed to have potential application to
the terrorism realm. Owing to the expansiveness of the literature, the discussion is separated into
that surrounding the nature, generation and diffusion of innovations, as well as the obstacles thereto.
After the general survey of innovation theory and findings, the chapter proceeds to consider in
greater detail a particular type of innovation of interest to the current effort, namely how weapons
innovation occurs and spreads. Last, the chapter raises some questions for the applicability of these
general insights to the terrorism context, thus providing some guidance for which innovation
dynamics may be more or less appropriate when dealing with terrorist actors in particular.

The Nature of Innovation

While the workshop organizers have followed Crenshaw in quite broadly defining innovation in the
context of terrorism as “the adoption of new patterns of behavior,”® by considering two alternative
conceptions of innovation from other contexts and examining what scholars in those contexts hold
to be the essence of innovation, we may be able to derive insights relevant to our own inquiry.
Everett Rogers, a sociologist and communications scholar, is widely regarded as the father of the
study of innovations and how these diffuse through populations. He defines innovation as “an idea,
practice, or object that is perceived as new by an individual or another unit of adoption,”® thus
making the conceptual focus one of subjective determination. By orienting innovation around the
perceptions of the creator or user, he also draws attention to the inherent uncertainty in all
innovation decisions about whether the new practice is really “new” in any significant sense or will
prove superior to existing ways of doing things. This forms the impetus for the ubiquity of
information-seeking behaviors about a prospective innovation in order to address this uncertainty.®
Brian Arthur, an economist and student of technological development, focuses on innovation in
situational terms, by equating innovation — or at least significant innovations beyond incremental
improvements — with the concept of a redomaining of technology.”” In this sense he describes
innovations as, “the expressing of a given purpose in a different set of cornponents,”88 ie. a
different domain of practice or material technology. This implies that innovations often involve
achieving the same end with qualitatively different means, which in turn suggests that anticipating
the new patterns of behavior we have associated with terrorist innovation may require looking
beyond the strategic, tactical or material attributes traditionally associated with terrorist actors.

84 Martha Crenshaw, “Innovation: Decision Points in the Trajectory of Terrorism,” paper presented at the
conference Trajectories of Terrorist Violence in Enrope, Harvard University (March 2001), p.3. This is very similar to
the definition favored by Ronald Kostoff, Systematic Acceleration of Radical Discovery and Innovation in
Science and Technology, Technological Forecasting and Social Change, 73 (8), p. 924, where innovation “reflects the
metamorphosis from present practice to some new, hopefully “better” practice”.

8 Bverett M. Rogers, Diffusion of Innovations, Fifth Ed. New York: Free Press, 2003), p. xx. He reiterates this by
stating explicitly that “If an idea seems new to the individual, it is an innovation.” (ibid., p.12).

8 Ibid., p. xx.

87 Brian W. Arthur, The Nature of Technology: What it is and How it Evolves New York, NY: Free Press, 2009), pp. 73-
74.

8 Ibid., p.73.
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The above notions of innovation introduce two additional concepts that are likely to pervade any
discussions about terrorist innovation, especially in the area of WME, namely the centrality of
knowledge in the innovation process and the connection between innovation and technology,
broadly construed. First, knowledge is inseparable from innovation in the sense that the generation
or transfer of knowledge about a new idea or behavior is a prerequisite to implementing it. Yet
knowledge is a multifaceted phenomenon and scholars of innovation have drawn distinctions
between different species of knowledge. Mokyr distinguishes propositional knowledge (“what”
knowledge or beliefs about how nature works) from prescriptive knowledge (“how” knowledge or
techniques for accomplishing something).*” Further, several scholars categorize knowledge
according to its transferability. They differentiate between exp/icit knowledge (that which can be
codified) and the more pervasive™ zacit knowledge (that which cannot),” and the similar but not
quite coequal concepts of echne and metis, as propounded by Kenney.” For our purposes at this
point, it suffices to note that these authors appear to argue strongly that successful innovation
requires proficiency in or transfer of both elements of each aforementioned knowledge pair.

Second, with respect to technology, since the type of innovation of most interest to us here is WME
— which essentially involve technology, as opposed to other patterns of new behavior like
organizational change — it is worthwhile to expound a little on what is meant by the term. Here,
most descriptions in the literature are similar, at least on the surface, in that they view technology
primarily as the manipulation of natural phenomena as a means of fulfilling a human purpose,
whether this takes the form of a material object or a process such as a software algorithm.”

The final preliminary observation worth making concerns the distinction between innovation and
invention, and in particular whether this might be significant in the terrorist context. Invention is
usually alluded to as “the process by which a new idea is discovered or created,”” in other words
“an increment in the set of the total technological knowledge of a given society.”” Innovation, on
the other hand, is taken in the majority of the literature to constitute an intrinsically social process,
involving the integration of an invention into one or more cultural, organizational, economic or
political contexts.”® At the same time, the majority of scholars who have looked into the matter with

8 Joel Mokyt, The Gifts of Athena: Historical Origins of the Knowledge Economy (Princeton: Princeton University Press,
2002), p.4. Mokyr denotes propositional knowledge by and refers to it as episteme, while prescriptive knowledge
is denoted by and referred to as zechne. One of Mokyt’s primary contentions is that increases in useful,
presctiptive knowledge of how to do things is predicated in the long run on an expansion of knowledge, which
includes scientific discovery. Also see Martin Heidegger for a more obtuse expression of a similar idea, (Martin
Heidegger [William Lovitt, transl.|, The Question Concerning Technology and Other Essays New York: Harper &
Row, 1977), p.13.

% Donald MacKenzie, Knowing Machines: Essays on Technical Change (Cambridge: MIT Press, 1998), p. 11.
MacKenzie characterizes tacit knowledge as “informal ‘know-how’...unverbalized and perhaps unverbalizable.”
(Ibid.).

o1 Jackson, op. cit., pp. 187-188.

92 Michael Kenney, From Pablo to Osama: Trafficking and Terrorist Networks, Government Bureancracies, and Competitive
Adaptation (University Park, PA: Penn State University Press, 2008), p.4.

9 Compare Arthur, op. cit., pp. 28-31; 50-51 and 110; Rogers, op. cit., p.13, Mokyr, op. cit., p.13; M. J. Tushman,
& P. Anderson, “Technological discontinuity and organizational environment,” Administrative Science Quarterly,
31 (1980), p. 440 and Andrew Hargadon, How Breakthroughs Happen: The Surprising Truth Abont How Companies
Innovate (Boston: Harvard Business School Publishing Corporation, 2003), p.8.

% Rogers, op. cit., p. 181.

% Joel Mokyt, The Lever of Riches: Technological Creativity and Economic Progress (Oxford: Oxford University Press,
1990), p.10.

% Chesbrough refers to this in the business context as “invention implanted and taken to market” (Henty
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some scrutiny acknowledge that this distinction is far from absolute.”” One might argue that
terrorists rarely, if ever, invent a tactic, organizational principle or weapon from scratch and hence
that the factors undergirding invention as such are less important to explaining terrorist innovation.
Yet, revolutionaries from Karl Heinzen and Carlos Marighella to Ramzi Yousef and Abu Hamza al-
Muhajir, have built upon existing weapons and tactics, modifying and adapting them to such an
extent that most dispassionate observers would apply the label of novelty. Therefore, even those
factors traditionally associated with the basic invention of new technologies or principles may
inform our understanding of how and why terrorists innovate. At least for the purposes of the
current enterprise, then, it makes sense to look at both concepts. More simply, and without
significant loss in conceptual clarity, we can treat invention and innovation together in the current
review.

What Stimulates Innovation?

There has been some research on which factors give rise to innovation, although less than one might
expect, especially when compared with the copious literature on how innovations diffuse. Much of
the work in this area is caught up in a scholarly debate, especially among economic and social
historians, which oscillates between those advocating for the precedence of a form of fechnological
determinism (in which technology and innovation affect the structure and functioning of society) and
those propounding the social construction of technology (where social factors shape technology and
innovation).” Since the two viewpoints are not necessarily mutually exclusive” and our primary aim
is to shed light on terrorist innovation rather than resolve scholarly disputes, I adopt an agnostic
approach here and hold the discussion open to both possibilities.

The most basic question about an innovation that an actor is presented with is whether or not to
attempt to develop or adopt it at all, in other words whether it is worth the time and effort to
replace the status quo ante with something that may, or may not, prove superior, as opposed to
investing available resources in maintaining or expanding existing capabilities. Fairly consistent
findings have emerged from the extant literature,'” which can be usefully separated into those
relating to underlying environmental conditions that provide more or less fertile ground for the
emergence of innovation within a society or organization, as well as those relating to more direct
factors or drivers that specifically motivate actors to innovate. It should be noted at the outset,
though, that none of the environmental or motivational factors have been unequivocally shown to
be either necessary or sufficient for innovation in general and thus cannot be construed as strictly
causal in nature. Moreover, there will always remain a place in striving to understand innovation for
the role played by serendipity and innovation. Historians have long since discredited the notion that
invention and innovation emerge fully formed from flashes of scientific or technical brilliance on the
part of lone geniuses. At the same time, one cannot discount the continuing contribution of

Chesbrough, Open Innovation: The New Imperative for Creating and Profiting from Technology (Boston: Harvard Business
School Press, 2003), p. ix.). See also, Mokyr (1990), op. cit., pp.10-11.

97 Rogers, op. cit., p. 181; Mokyr (1990), op. cit., p.190.

% Rogers, op. cit., pp.147-148.

9 See MacKenzie, op. cit., pp.13-14 for a detailed discussion of the bidirectional interplay between technology
and social factors.

100 Fariborz Damanpour, “Otrganizational innovation: a meta-analysis of effects of determinants and moderators,”
Academy of Management Journal, 34 (3), (1991), p.555.
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individual, inscrutable bursts of creative thinking,"”" which should always be considered in any
analysis of past cases of innovation.

Before listing the environmental conditions and motivational drivers associated with innovation, it is
worthwhile considering that one of the major observations emanating from the literature is that
innovations only rarely emerge de novo from the epistemological ether. Much of the genesis of new
technologies'”” and other types of innovation'” is argued to lie in a combination or synthesis of
previous ideas, technologies or practices, often using components borrowed from other domains of
activity."”" Apart from harnessing the relatively few truly new discoveries of or ways to control
natural phenomena, innovations are thus recombinant, but also recursive in that they are themselves
made up of other sub-innovations and so on."” In the specific context of technology, Arthur
postulates that therefore a mechanism of evolution by combination operates in a quasi-Darwinian
fashion,'” leading invariably to greater complexity in new innovations and (usually) enhanced
usefulness. Technology, from this perspective, thus becomes largely autopoietic (or self-creating).
see no immediately apparent reason why Arthur’s arguments should not be applied to the concept of
innovation more generally,108 which would be in accordance, in the terrorism context, with the
commonly-observed behavior of terrorists in combining well-understood components (say,
dynamite and garage door openers) into novel and more efficient means of destruction. Further, it
has long been recognized that innovation in a particular area of activity is often inextricably
connected to (and sometimes dependent on) parallel technological or behavioral developments in
related or constituent domains.'” Canonical examples include the fact that Leonardo da Vinci’s
prescient designs for tanks and aircraft (in the domain of military technology) were unproduceable
without long-subsequent advances in the metallurgical domain, and the observation that tremendous
leaps in computing power have enabled the practical, low-cost sequencing and manipulation of
genomes, thus opening synthetic biology up to rapid commercialization.'"

107 I

What the recombinant, recursive and parallel nature of innovation suggests in terms of
understanding terrorist innovation is that terrorists, in order to innovate to even a large extent, need
not possess within their ranks a creative genius on the order of a Leonardo or an Einstein, but only
someone with sufficient mental alacrity to scan the horizon of existing methods and materials and
think of new ways of combining them to suit organizational or personal goals. The bar for even

101 Mokyr (1990), op. cit., p.146; Rogers, op. cit., p. 158.

102 Arthur, op. cit., pp. 203-204.

103 Hargadon, op. cit., p.viil. Hargadon cites the well-known historian of technology, Abbot Payton Usher, who
wrote in 1929 that “Invention finds it distinctive feature in the constructive assimilation of pre-existing
elements into new syntheses, new patterns, or new configurations of behavior,” [cited in Ibid., p.24].

104" Ibid., p.viii. and Chesbrough, op. cit., p.60.Indeed, a National Academies of Science panel on forecasting
technologies refers to innovations stemming from “crossover advances” to hold the greatest potential for
yielding surprising consequences. (Committee on Forecasting Future Disruptive Technologies, Persistent
Forecasting of Disruptive Technologies (Washington, D.C.: National Research Council, 2010), p. 45).

105 Arthur, op. cit., p.3.

106 Ibid., pp.21-23.

107 Francisco J. Varela, Humberto R Maturana & R. Uribe, “Autopoiesis: the organization of living systems, its
characterization and a model,” Biosystemss 5 (1974), pp. 187-196.

108 Mokyr (1990, pp.163-165), however, cautions against viewing technology and innovation as purely path
dependent.

19 David Landes, The Unbound Promethens (Cambridge: Cambridge University Press, 2003), p.2; Mokyr, (2002), op.
cit., p. xi; and Arthur, op. cit., p.134.

110 Tandes provides another historical example, in that the steam engine only became possible when supetior
methods of metalworking enabled the production of more accurate cylinders (Landes, op. cit., p.2).
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potentially dramatic innovation is thus, theoretically at least, lower than the level at which it is often
popularly portrayed.

Preconditions

4.

Feasibility and compatibility: It goes almost without saying that the sine qua non for innovation to
occur is that the underlying principle, practice or technology must be technically feasible
within the abilities and resources of the innovator.""! However, in most cases, the innovation
must also be economically feasible, in other words at least as efficient as existing ways of
operatiﬁg,112 as well as ideologically compatible, that is, not complete anathema to the
innovator’s core worldview or existing cultural values.

Hospitable environment: Writers in the context of commercial enterprises have observed that
so-called “non-market forces” (including intellectual property law, government regulation,
industry standards and labor practices) can stifle innovation by reducing both the motivation
and capability to innovate.'” The policies of the Ming Dynasty in China (1368-1644) and the
Tokugawa shogunate in Japan (1600-1867) are legendary examples of political and legal
environments that discouraged innovation. Analogs in the terrorism sphere that could stifle
innovation might be an oppressive security regime or underdeveloped industrial and
communications infrastructures. Conversely, in cases where terrorist organizations enjoy
some degree of assistance or toleration from the country in which they reside, or operate in a
highly developed technical environment, innovation can be expected to be easier and more
prevalent, ceteris paribas.

Networks of actors: Several researchers decry the “myth of the lone genius”''* and claim that
communities of practice and social networks facilitate innovation.'” A diversity of expertise
and bringing in new blood periodically has also been favorably described as helping to
catalyze innovation. There are, however, often a host of disincentives in place to confound
the development of collaborative networks, especially across disciplines''® and within
hierarchies'"”, which could stymie or delay successful innovation. In the terrorism context,
networks have been shown to have a significant and large impact on terrorist organizations’
decision as to whether to pursue CBRN weapons and whether or not to engage in mass-
casualty attacks.'"

Ample resource reserves: Possessing a variety of resources in substantial amounts not only makes
it more likely that the feasibility criterion will be met, but it also can facilitate innovation by
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112
113
114
115
116

117
118

Clayton M. Christensen, Seeing What’s Next (Boston: Harvard Business School Press, 2004), p.21.

Mokr (1990), op. cit., pp.291-292.

Chrsitenson, op. cit., pp.20-21; 290; Landes, op. cit., p.19; Mokyr (1990), op. cit., 180-181.

Hargadon, op. cit., p.93.

Hargadon, op. cit., pp.ix; 60, Chesbrough op. cit., p.x, and Arthur, op. cit., p.108.

Ronald Kostoff, “Simulating Discovery” in Klaus P. Jantke and Ayumi Shinohara (eds.), Discovery Science:
Proceedings of the 4” International Conference, Washington, D.C., November 2001 (Heidelberg: Springer-Verlag, 2001),
pp. 196-197.

MacKenzie, op. cit., p.13.

Gary Ackerman, Victor Asal and R. Karl Rethemeyer, “Toxic Connections: Terrorist Organizational Factors
and the Pursuit of Unconventional Weapons,” in Gary Ackerman and Matthew Rhodes (eds.) START 2009
Research Review (College Park, MD: National Consortium for the Study of Terrorism and Responses to
Terrorism, 2009), pp. 14-15.
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allowing, for example, for numerous people with different expertise to work on the
innovation (thus bolstering network effects) or for extensive experimentation with different
methods and materials. All else being equal, one can expect a greater amount of innovation
the more resources are expended in this direction.

Risk tolerance: Since any innovation challenges the status quo and is beset by a certain degree
of uncertainty as to its efficacy, those seeking to innovate are initially at least, in a very
fundamental sense, deviants.'”” In an organizational setting, if these persons do not control
decision making, in order for innovation to succeed there needs to be a sufficient degree of
tolerance for taking risks and accommodating deviance within the organization. Given that
the natural posture of many organizations is a conservative one (in terrorist organizations,
especially with respect to tactical deployments'”’), innovation can be expected to be more
prevalent in organizations and societies that support risk.'*' Researchers have also observed
that, broadly speaking, younger adults tend to be more willing to take risks than older
adults.'*

Drivers of Innovation

Problem solving: One of the primary pathways to a decision to innovate is initiated when an
actor perceives that there is a problem to be solved that is not addressed, or not addressed as
efficiently as it could be, by existing practices or technologies.'” The perceived discrepancy
between an actor’s expectations and its current performance is known as the performance
gap and is said to be a major activator of innovation.'** The innovation process is thus
driven to some extent by supply and demand — the demand to fulfill a particular goal (or
even for a new goal) and the supply of available means with which to do so. While these
goals and means are often of a purely economic nature, they can more generally be viewed in
the sense of the fulfillment of a perceived social need. In either case, the decision to innovate
to address perceived performance gaps can be expected to follow many of the dynamics of
the familiar rational choice paradigm, including the weighing of costs and benefits.'” In the
terrorism context, the “social need” might take the form of a requirement to circumvent a
new defensive measure by the terrorists’ opponents or to maximize psychological disruption
with limited resources. An important observation is that the requirement to innovate is
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Hargadon, op. cit., pp.27-28.

Brian Jenkins, “Defense Against Terrorism,” Po/itical Science Quarterly 101, Reflections on Providing for “The Common
Good,” (1986), pp. 777-778; Adam Dolnik, Understanding Terrorist Innovation (London and New York: Routledge,
2007), pp. 26, 36, 56; Bruce Hoffman, Terrorist Targeting: Tactics, Trends, and Potentialities (Santa Monica,
California: RAND, 1992), p. 15; and Baruch Fischhoff, Roxana M. Gonzalez, Deborah A. Small, and Jennifer
S. Lerner, “Judged Terror Risk and Proximity to the Wortld Trade Centet,” Journal of Risk and Uncertainty 26:2/3
(2003), p. 138.

Arhur, op. cit., p.108; Mokyr (1990), op. cit., p.157.

Committee on Forecasting Future Disruptive Technologies, op. cit., pp.44-45.

Arthur, op. cit., pp.108; 154.

Rogers, op. cit., p.422; Eric Abrahamson, “Managerial Fads and Fashions: The Diffusion and Rejection of
Innovations,” Acadeny of Management Review, 16(3) (July 1991), p.592.

MacKenzie, however, warns that the inherent uncertainty of radical invention permits only ex pos genuine
economic analysis and therefore that actors are forced to rely on heuristics and “satisficing” in choosing
whether and how to innovate. This in turn opens the door to a host of non-rationalistic (in the sense of formal
decision theory) influences, such as culture, personality, social relations, and national circumstances
(MacKenzie, op. cit., pp.51-53; also see Chesbrough, op. cit., p.70). We discus several of these “non-rational”
factors below.
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subjective — so long as the actor sees an unmet need, there can arise an incentive to innovate,
even if the perceived need is self-created, for example, if it is based on a delusional goal or an
artificial timeline. Indeed, Samuel Butler stated as early as 1912 that “All progress is based
upon a universal innate desire on the part of every organism to live beyond its income.”'*
Conversely, even if a genuine need exists, but remains unrecognized by the individual or
organization, there will be no immediate prompting for innovation.

Competition and Status: The literature recognizes that competition with other entities in the
environment can spur innovation as organizations seek to distinguish themselves from their
rivals and gain a competitive advantage. A highly competitive environment has therefore
been associated with increased innovation among companies in markets, '’ educational
institutions'* and states in the international system.'” Similarly, organizations seeking to
increase their status or visibility for other reasons (for instance, to attract investment or
talented staff) can also be expected to seek to innovate in pursuit of prestige. Competition
among terrorist groups has sometimes been cited as the driver for adopting new tactics in

the form of “outbidding”.130

Invention and Discovery: While we have acknowledged above the common aphorism that
“necessity is the mother of invention,” it is less obvious that the converse can also apply.
Several scholars have noted that historically there have been many instances where new
technological developments have served as the precipitants of “hitherto unrecognized
desires.”"”" These in turn could serve to stimulate adoption of the invention, and by
extension innovation. In this instance, invention and discovery in the external world can
drive innovation by actors and organizations."” The same might occur with new practices or
beliefs, which by their very novelty call out to be used. In the context of WME, this implies
that new technological developments, say in the area of chemical microreactors, might
attract the attention and interest of enterprising terrorists, especially those with an
idiosyncratic affinity for new technologies like Prabhakaran, or for chemical weapons, like

Shoko Asahara.
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Samuel Butler, Nozebooks, 1912 (Note: Life, xvi), accessed from Project Gutenberg at

http:/ /www.gutenberg.org/dirs/etext04/nbsb10h.htm on July 25, 2010.

Paul Osterman, “How common is workplace transformation and who adopts it?” Industrial Labor Relations
Review, 47 (1994), pp. 173-188.

Erich Studer-Ellis, “Organizational responses to adversity: evidence from higher educational organizations,”
Paper presented at the Annual Meeting of the American Sociological Association, Toronto (1997).

Mokyr (1990), op. cit., pp.206-207. Indeed, competition between European states is one of the reasons given
by Landes for the tremendous technological advances experienced there during the Industrial Revolution
(Landes, op. cit., p.31).

Mia Bloom, Dying to Kill: The Allure of Suicide Terror New York: Columbia University Press, 20017), passim.
Mokyr (1990), op. cit., p.151. See also, MacKenzie, op. cit., p.109 and Arthur, op. cit., p.110 for similar
expressions of the same idea.

Rogers maintains that in fact “Most organizations engage in an opportunistic surveillance by scanning the
environment for new ideas that might benefit the organization... most organizations continuously scan for
innovations and match a promising innovation with one of their relevant problems” (Rogers, op. cit., pp. 422-
423).
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Diffusion of Innovations

We now turn from the generation of innovations to how they spread or diffuse across a social
system. This is crucial to understanding terrorist innovation because in the majority of cases
terrorists are more likely to adopt a new idea, practice or weapon that has been developed elsewhere.
The literature on how innovations diffuse is vast, including over 4,000 reviewed studies,"” making it
“perhaps one of the most widely researched and best documented social phenomena.”'** Diffusion
concepts have in more recent times expanded their application from an original focus on the spread
of new commercial products and government programs to explain collective political action and
protest.'” Yet several gaps in the literature have been identified, in particular a lack of attention to
unsuccessful cases of innovation diffusion (a so-called pro-innovation bias) and insufficient research
into actors’ motivations for adoption or rejection.l’% Despite the broad scope of the literature, then,
it is unlikely that we will find guidance in existing research to all of the questions we have about how
terrorists adopt new behaviors. Further, limitations on space preclude covering the entire literature
on innovation diffusion. Therefore, I will focus here on some of the fundamental and most widely
cited dynamics, especially those with potential salience in the terrorist context.

The term “diffusion,” as commonly used, encompasses a range of behaviors, including contagion,
mimicry, social learning and organized dissemination, but is always an essentially social process'”’
involving human decisions. The doyen of diffusion studies, Everett Rogers, has done the most to
clarify the basic concepts involved and several of his core ideas are synthesized below within the
frame of our inquiry. Rogers defines innovation diffusion as “the process in which an innovation is
communicated through certain channels over time among the members of a social system,”"”® with
the implication that because this involves a new idea, there is a degree of inherent uncertainty on the
part of the potential adopter that must be addressed through information seeking and processing.'”
Rogers’s theory focuses in turn on each of the aspects of the definition (znnovation, channels of
communication, time and social system), the first of which we have already discussed in some detail.
Moreover, Rogers maintains that the diffusion process usually induces changes in both the
innovation itself and the organization adopting it.'"

Rogers proceeds to posit a five-stage model of what he labels the innovation-decision process,
whereby a decision-making entity (individual, committee, or organization as a whole) first engages an
innovation, makes a decision whether to accept or reject it and then implements and confirms this
decision.'""" The five stages therefore consist of: (1) &nowledge (becoming aware of the innovation and
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134 Vijay Majahan & Robert A. Peterson. Models for Innovation Diffusion Newbury Park, CA: Sage Publications, Inc.,
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(ed.). Repertoires and Cycles of Collective Action (Durham, NC: Duke University Press, 1995), p. 231.
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Poison Pills,” Annual Review of Sociology, 24 (1998), p.285; Abrahamson, op. cit., p. 586 ; Rogers, op. cit.,

pp-106, 115.

137 Ibid, p. 4.

138 Ibid, p. xx.

139 Indeed Landes contends that the “communicability of experience is the basis of scientific and technological
advance, because it makes possible the transmission and cumulation of knowledge. The stuff of a dream is
evanescent; the perceptions of a ‘religious experience’ are highly personal.” (LLandes, op. cit., pp.25-20).

140 Rogers, op. cit., p. 425.

41 There is also a prefatory function of agenda setting, which can occur before an innovation even presents itself.
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pursuing further information), (2) persuasion (active information seeking, during which the actor
forms a positive or negative attitude towards the innovation), (3) decision (essentially, accept or
reject), (4) implementation (including any needed modifications to the innovation or organizational
restructuring), and (5) confirmation (whether or not to continue utilizing the innovation).'* It should
be noted that each stage in this process represents a potential rejection point.'*

Most of these activities involve some degree of information seeking about such topics as the nature,
workings and effectiveness of the innovation or the costs of adoption and potential disadvantages.
Indeed, the core dichotomy in innovation diffusion research is related to the channels of
transmission of information about an innovation. On the one hand, there is the mechanism of
external influence, in which a change agent or other force outside of the system of potential
adopters seeks to encourage diffusion in a given system. This is referred to as diffusion iz a
population and can be accomplished through a variety of means, with the broadcast media being a
common example.'* On the other hand, there is the mechanism of internal influence, where
diffusion occurs based on actors within the system learning from and imitating other actors in a
dynamic akin to contagion in epidemiology. Indeed, Rogers refers to the latter mechanism as the
“heart of the diffusion process,”'* whereby potential adopters model their network partners who
have previously adopted. It has been argued, however, that a purely mechanistic imitative theory, as
reflected in some of the formal models described below, is insufficient in light of the various social
influences on the innovation decision process.'*

One specific example of this is that as a result of the inherently subjective character of diffusion
decisions, they are subject to a range of perceptual and affect-based biases. Perhaps the most
prominent is confirmatory bias, where actors tend to seek out and seriously consider adopting only
those ideas and practices that accord with closely-held values, deeply-ingrained heuristics and
standard operating procedures, while rejecting other ideas irrespective of their intrinsic value.'"’
Social bias also operates, wherein prior adopters are more likely to “broadcast the details of their
approach when blessed with success than when plagued by failure.”'* In other words, once
resources have been expended on adopting an innovation, very few actors are prone to point out
that the Emperor has no clothes.

Furthermore, although knowledge of the innovation is clearly central to the process, there is little
research on several aspects of the provision and reception of information. For example, more
insight is required into the significance of whether the potential adopter observes first-hand the
innovation in operation, versus hearing about it second-hand through a variety of media. A related
question is whether observation of the practice of an innovation or knowledge of its outcome is
more salient in the decision to adopt.'* Neither is theoretically necessary, but research carried out

This involves identification and prioritization of needs in an organization and initial scanning efforts for means
to address these needs. See Ibid., p.422.

142 Ibid., p.37.

4 Ibid., p.177.

144 Strang and Soule, op. cit., pp. 270-271.

145 Rogers, op. cit., pp.18-19

146 David Strang and John W. Meyer, “Institutional Conditions for Diffusion,” Theory and Society, 22(4 ), (August
1993), p.490.

147 Rogers, op. cit., p.171.

148 David Strang and Michael W. Macy, “In Search of Excellence: Fads, Success Stories, and Adaptive Emulation,”
American Journal of Sociology, 107(1), (July 2001), p.155.

149 Strang and Soule, op. cit., p.269.
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on the diffusion of French coal mining strikes and hijacking attempts suggests that in terms of
political practices both are important.'”

The most attention in the literature with respect to diffusion has been devoted to examining the rate
at which diffusion proceeds. The rate of adoption has been defined as “the relative speed with which
an innovation is adopted by members of a social system.”"" Ingrained cognitive heuristics at the
individual level and organizational inertia at the bureaucratic level mean that changing the status quo
is often an arduous process, and even a seemingly simple case of adoption can take an extended
period of time."” In fact, Rogers and others partition the set of adopters of an innovation into
categories according to their relative rate of adoption, as follows: (1) zunovators, (2) early adopters, (3)
early majority, (4) late majority, and (5) laggards."> Research has shown that members of each of these
categories have several psychological and social characteristics in common. For example, innovators
are typically venturesome with a relatively high tolerance for risk, whereas members of the late
majority category are more likely to be of a lower socio-economic status.'> Rogers supplies several
dozen generalizations distinguishing those who become aware of or adopt an innovation earlier
versus later. The most important of these with respect to terrorism possibly include that earlier
knowers have higher levels of education, social status, exposure to both mass-media and
interpersonal channels of communication, and are generally more cosmopolite than late knowers.'”
Similarly and additionally, earlier adopters are more likely to have higher levels of formal education,
social status, and exposure to all communication channels; display less dogmatism, more intelligence,
greater tolerance for change and risk, and more favorable attitudes to science; are more socially
interconnected; and generally use the innovation more tentatively at first than do later adopters.'™
Overall, early adopters take less time to move through the five stages of the innovation decision
than later adopters."’

Reinvention, or the optional modification and adaptation of an innovation by the adopter during the
diffusion process to suit the adopter’s unique needs, is likely to be a key aspect of terrorist
innovation adoption and we might therefore benefit from consulting the literature in this regard.
Reinvention is said to occur when the adopting entity needs to adapt an innovation to fit in with its
existing structure, " and is more likely with innovations that are relatively difficult to understand'”

150 Carol Conell & Samuel Cohn, “Learning from other people’s actions: environmental variation and diffusion in
French coal mining strikes, 1890-1935,” American Journal of Sociology, 101(2), (1995), p.366; Robert T. Holden,
“The contagiousness of aircraft hijacking,” American Journal of Sociology, 91(4), (1986), p.874.

131 Rogers, op cit., p..23.

152 The archetypal and perhaps most widely-cited case is the diffusion of the prophylaxis for scurvy, which even
after James Lind, a British naval officer wrote a treatise in which he identified the importance of citrus fruit,
was not implemented by the Royal Navy for several decades (James Lind, A Treatise on the Scurvy. (London: A.
Millar, 1753)).

153 Rogers, op. cit., p.22. Moore (pp.12-13) provides detailed descriptions of each of these categories as they relate
to technology adoption in particular (Geoffrey A. Moore, Crossing the Chasm (New York: HarperCollins, 2000)).

154 Rogers, op. cit., pp.22, 282.

155 Ibid., p. 174.

156 Ibid., pp.204, 288-291.

157 Ibid., p.214.

158 James D. Westphal, Ranjay Gulati, and Stephen Shortell, “Customization or conformity? An institutional and
network perspective on the content and consequences of TQM adoption,”. Administrative Science Quarterly, 42
(1997), pp. 366-394; Ann Majchrzak, Ronald E. Rice, Arvind Malhotra, Nelson King and Sulin Ba,
“Technology Adaption: The Case of Computer-Supported Inter-Organizational Virtual Teams,” MIS
Quarterly, 24(4), (2000).

159 Judith K. Larsen and Rekha Agarwala-Rogers. Reinvention of Innovation: A Study of Community Healtlh Centers. (Palo
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or those that represent a generalized concept with multiple possible applications.'” Rogers maintains
that reinvention is likely to be more frequent later in the overall diffusion of an innovation,'®' rather
than among the earliest adopters. If a particular innovation is accompanied by a high degree of
reinvention, it is argued to be more likely to be adopted more rapidly, and enjoy a higher degree of
sustainability.' Indeed, in many cases extensive modification or adaptation can result in the most
efficient or popular form of an innovation differing considerably from the initial version that was
available for adoption.'®

Despite the tendency to screen out contrary information, during the confirmation stage of the
adoption process sufficient information about the performance of the innovation might reach the
adopter to make him question his decision, even if the perceived diminution in expected
performance results from misuse by the adopter. Discontinuance may follow and it has been
observed that later adopters show a greater proclivity to discontinue innovations than earlier
adopters.'**

Svstem-Level Analysis of Diffusion

Much diffusion research has been conducted in the aggregate, at levels beyond the decisions of
individual potential adopters. These analyses assume that there is some degree of imposed or
emergent structure in the diffusion process overall'® and utilize techniques that fall under the rubric
of diffusion curve analysis to examine the rate of adoption. Possibly the most ubiquitous and robust
finding in all of innovation studies emerges from this type of analysis, namely, that in the vast
majority of cases the cumulative number of adopters of an innovation when plotted over time yields
an “S”-shaped curve.'® While the steepness of the curve varies according to the overall adoption
rate across innovations, the so-called “S-curve” dominates the diffusion of innovations in a
surprisingly wide variety of contexts.'”” The prevalence of the “S-curve” was responsible for
suggesting to many scholars that the diffusion process possessed at least some common structural
characteristics independent of the type of innovation or the identity of the adopting entities.'” The
S-curve demonstrates that innovations can have extended periods of latency followed by a rapid
acceleration in adoptions.'” Indeed, Rogers argues that the portion of the diffusion curve
representing points between 10 and 20 percent adoption were crucial in that after this point “it is
often impossible to stop the further diffusion of a new idea.”"”

Alto, CA: Report of the American Institute for Research in the Bebavioral Sciences, 1977).

160 Rogers, op. cit., p. 186.

161 Ibid., op. cit., p. 187.

162 Ibid., p. 183.

163 Chesbrough, op. cit., p. 13.

164 Rogers, op. cit., pp.190-191.

165 Paul J. DiMaggio & Walter W. Powell, “The iron cage revisited: Institutional iso-morphism and collective
rationality in organizational fields,” Awmerican Sociological Review, 48 (1983), pp. 147-160; this system-level
structure might emerge from such factors as cultural norms or government regulation.

166 This implies, of course, that the adoption of an innovation, in terms of frequency over time, has a roughly
normal distribution.

167 Rogets, op.cit., pp.272-274; Bryce Ryan, “A Study in Technological Diffusion,” Rural Seciology, 13 (1948),
Robert M. Dimit, “Diffusion and Adoption of Approved Farm Practices in 11 Counties in Southwest Virginia”
Ph.D. dissertation, (Ames, lowa: Iowa State University, 1954), Robert L. Hamblin, R. B. Jacobson and J. L.
Miller, A Mathematical Theory of Social Change New York, NY: Wiley, 1973); Majahan and Peterson, op. cit., p.8.

168 Rogers, op. cit., p.xvi.

169 Strang and Soule, op. cit., p.278.

170 Rogets, op. cit., p. 274.

Workshop Report 61



| Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

Although it may be a widely accepted phenomenon in the diffusion of innovations, the underlying
reasons for the S-curve’s applicability are far more contested. Explanations abound, including those
based on the uncertainty, resource requirements and advantages attached to the innovation,'”!
learning theories,'” substitution dynamics,173 communications,'™ ‘meme’ transfer,'” and adoption
thresholds.'™

This observed structural regularity in the diffusion of innovations has resulted in the development of
a range of mathematical diffusion models, which have grown increasingly complex over time. These
models represent the diffusion process in terms of the number of adopters over time and have
mostly been developed so they can be used to predict — through some form of extrapolation — the
future diffusion potential of an innovation. Most applications of these types of models have been
used to predict long-term sales of durable consumer goods."”” Most of these models (summarized in
Mahajan and Peterson)'”® also involve estimating a limited number of parameters that specify the
trajectory of the adoption rate, such as whether or not it is symmetrical about a point of inflection.
The S-curve almost always emerges from these models so long as the number of adopters of an
innovation at any point in time is taken to be based to some degree on the prior number of adopters
(i.e. includes an endogenous component to diffusion).'”

The most well-received models usually include both a component reflecting external influences, such
as the mass media or other change agents,"™ as well as dynamics internal to the system, which
capture network effects and reflect responses to the number of prior adopters in the social system.
An example of a “mixed-influence” model of this type is the Bass prediction model of fitting a
curve.'™ There are other modeling approaches besides parameterizing a curve that can be used to
model diffusion, although most of these are generally more complicated to use and require extensive
data on the system and the entities involved. These alternative methods include Box-Jenkins type
time series analysis'® and, more recently, social network analysis. Examples of additional diffusion

11 E. Mansfield, “Technical change and the rate of imitation,” Econometrica, 29 (1961), p.741.

172 D. Sahal, Patterns of Technological Innovation Reading, MA: Addison-Wesley, 1981).

173 A. W. Blackman, Jr., “The Market Dynamics of Technological Substitutions,” Technological Forecasting and Social
Change, 6 (1974), p. 41 and M. N. Sharif and C. Kabir, “A generalized model for forecasting technological
substitution,” Technological Forecasting and Social Change, 8 (1976), p.353.

174 Rogets, op. cit., passim.

175 Gabriel Tarde, The Laws of Imitation New York: Holt; Chicago: University of Chicago Press, 1903) translated by
Elsie Clews Parsons [1969]; Bryce Ryan and Neal C. Gross, “The Diffusion of Hybrid Corn Seed in Two Iowa
Communities,” Rural Sociology, 8 (1943), 15.

176 Mark S. Granovetter , “Threshold Models of Collective Behavior,” American Jonrnal of Sociology, 83 (1978),
p.1420.

177" Mahajan and Peterson, op. cit., p.21.

178 = Mahajan and Peterson. op. cit.

179 Gabriel Rossman, Ming Ming Chui, Joeri M. Mol, “Modeling Diffusion of Multiple Innovations Via Multilevel
Diffusion Curves: Payola in Pop Music Radio,” Sociological Methodology, 38(1), (2008), pp. 206-207. These types
of models usually display points of inflection or “tipping points” when the number of prior adopters reaches a
critical mass that results in a rapid acceleration or cascade of adoption (Ibid., p.202).

180 Thomas W. Valente, “Diffusion of Innovation and Policy Decision Making,” Journal of Communication, 43(1),
p-30.

181 The Bass diffusion model can be written as, ?; =la + bF)1-F) , see Frank Bass, “A New Product Growth
Model for Consumer Durables,” Management Science, 13(5), (1969), p.215.

182 George Box and Gwilym Jenkins, Time Series Analysis: Forecasting and Control (San Francisco: Holden-Day,1970)
and Alan Pankratz, Forecasting with Univariate Box—Jenkins Models: Concepts and Cases New York: John Wiley &
Sons, 1983).
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modeling approaches include the Strang-Tuma hazard model'®

diffusion model."™ Formal diffusion models are not a panacea for all the questions surrounding
innovation diffusion in that they explain little beyond the rate of adoption,'™ are often used
atheoretically and are undergirded by sets of assumptions which are rarely met in practice.'®
Nonetheless they can be useful tools for more robustly characterizing innovation and have proven
quite accurate in many circumstances.

and the Marsden-Podolny spatial

As with the generation of innovations, many of the findings on innovation diffusion can be broadly
categorized into drivers (which focus on actor choice) and preconditions (which focus on
environmental forces retarding or facilitating diffusion). Although I have attempted to partition the
following findings related to the nature, effectiveness, and rate of diffusion along these strata, the
dividing line between drivers and preconditions is not always clear and is open to interpretation.'”’

Preconditions

1. Information flows: Since communication of information is crucial to the diffusion process, both
with respect to knowledge that an innovation exists and data about the nature of innovation,
the more open, effective and widespread the channels of communication in the social
system, the easier it is for innovations to diffuse. So, in cases where these channels are
circumscribed, such as under a totalitarian regime or in an area with limited
telecommunications infrastructure, this can retard the diffusion of an innovation, both in
terms of its speed and its success. Access costs to information therefore become important,
but in the current age of the Internet and other means of globalized communication, in
many instances access costs are close to zero,'™ at least with respect to the explicit aspects of
knowledge. Mass-media communication channels are regarded as being the best means of
creating awareness knowledge of an innovation, while interpersonal channels are more
effective in actually persuading an entity to adopt the innovation.'® The business literature
has recently put forward as a new approach what is referred to as gpen innovation, which
distinguishes itself from traditional or “closed” innovation principles by advocating a less
proprietary, more open-source approach to innovation and its associated intellectual

183 David Strang and Tuma, “Spatial and Temporal Heterogeneity in Diffusion,” Awmerican Journal of Sociology, 99,
(1993), p. 614. The Strang-Tuma model can be expressed as:

w2 = avplate, + I, T R U r|]

184 P. V. Marsden and J. Podolny, 1990. “Dynamic Analysis of Network Diffusion Processes,” in H. Flap and J.
Weesie (eds.), Social Networks through Time (Utrecht: ISOR, 1990), pp.197-214.

185 Strang and Macy, op. cit., p.148.

186 Mahajan and Peterson, op. cit., p.25.

187 For example, I have placed those findings associated with the attributes of the innovation itself within the
driver’s category because they directly affect the decision-making of the adopter, but these could arguably also
be included as preconditions based on the fact that they are intrinsic to the innovation and exist even prior to
the innovation decision process.

188 Mokyr (2002), op. cit., pp. 8; 77.

189 Rogers, op. cit., p.18. This is related to Granovetter’s seminal work on social networks in which he asserted that
an actor is more likely to learn novel information from those contacts who are not closely enmeshed in his
immediate social network (Mark S. Granovetter, “The strength of weak ties,” American journal of Sociology,
78 (1973), p.1360). However, those people with whom the actor has strong ties (i.e. people he knows who
know each other) are likely to exert greater influence on his perspective (Strang and Soule, op. cit., p.272;
Hargadon, op. cit., p.59).

Workshop Report 63



Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

property.'” In this approach, companies look externally as well as internally for inspiration
and innovation and share (through such mechanisms as licensing) their own innovations
with others. Although this is a somewhat radical approach in the business world, terrorists
have long been known to borrow techniques (such as suicide tactics) from other violent
non-state actors, and even to share these with allies in their ideological or functional
networks.

2. Legitimacy: Practices that enjoy greater legitimacy, culturally or otherwise, in the wider social
system are likely to diffuse more quickly than those that do not.""

3. Homophily: The greater the degree to which the actors in a social system are alike, the more
likely diffusion is to occur and be successful. This includes both structural and cultural forms
of similarity."”” The observed behavior is thought to result from a competitive desire to
mimic one’s peers or from the greater likelihood of effective communication and persuasion
between actors with common languages, standards, norms and so forth. For example, a
common culture or identity between the potential adopter and the actor he is using as a
model might reduce the subjective uncertainty of the prospective adopter by instilling a
sense of trust in the legitimacy and efficacy of the innovation. Unfortunately, as Rogers
points out, a distinctive problem in diffusion is that participants in the adoption process are
often heterophilouslg3 (i.e., differing along certain dimensions such as beliefs, technical
knowledge, social status and so forth), thus making effective communication (and
presumably then diffusion) more difficult.

4. Spatial proximity: Diffusion research has repeatedly shown that spatial proximity between two
actors enhances interaction and mutual influence."” One such study cited by Strang and
Soule mapped radical ideology in Chile as spreading from mining communities to nearby
agricultural communities,'” while Jared Diamond stresses geographical proximity as a major
factor in disseminating agricultural and other innovations, which according to this argument
tended to spread more quickly across the East-West axis than the North-South axis (where
climate and natural barriers hampered interaction).'”

5. Origin of innovation: Where the innovation first occurs might affect its adoption; innovations
are more likely to be accepted and adopted if they are produced “in-house”, in other words
within a given organization or network than if they are developed somewhere else."”” This is
known in business circles as the “not invented here” syndrome, and is likely to be more
acute when the potential adopters do not have opportunities to adapt or re-invent an
externally-developed innovation, whether this is because of factors inherent to the

190 Chesbrough, passim.

191 Strang and Soule, op. cit., p. 278; P. M. Hirsch, “From ambushes to golden parachutes: corporate takeovers as
an instance of cultural framing and institutional integration,” Awerican Journal of Sociology, 91 (1986), p.800.

192 Strang and Meyer, op. cit., p.490.

193 Rogets, op. cit., p.19.

194 Strang and Soule, op. cit., p. 275; L. A. Brown, Innovation diffusion: A new perspective New York: Methuen, 1981);
Rogers, op. cit., p.88.

195 J. Petras and M. Zeitlin, “Miners and agratian radicalism,” American Sociological Review, 32 (1967), p. 578.

196 Jared Diamond, Guns, Germs, and Steel: The Fates of Human Societies New York: W. W. Norton & Co., 1999).

197 Rogets, op. cit., p.425.
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innovation itself, or because of regulatory or other constraints on the adopter’s freedom of
: 198
action.

Innovation cycles: Periods of increased innovation and diffusion have been identified in several
contexts. For example, Tarrow'” describes episodes of heightened collective action in a
social milieu (such as the American civil rights and antiwar cycle of the 1960s) in which new
ideas, frames of meaning and tactics underwent rapid creation and diffusion.

Drivers

Adpantage relative to existing means: It has been established that the greater the degree to which
an innovation is perceived to be able to improve upon existing practice the more rapidly it is
likely to be adopted.”” Perceived relative advantage can follow developments in the actor’s
environment, the simplest case of which would be awareness that an innovation has been
used successfully elsewhere. It can also be internally driven, through recognition of a
problem that requires solving (see the above discussion of factors stimulating innovation)
but which the entity is unable to address through internal efforts, including self-innovation.
Under the pure version of this approach, the innovation that is perceived to supply the
greatest benefit for the least cost will be adopted.”" As is the case with innovation
generation, one must, however, be cautious in using diffusion models that are overly
rationalistic,”” since innovation decisions are subjective and can be influenced by a variety of
factors besides the simple relative efficiency of the innovation. Further, Abrahamson notes
that this so-called “Efficient-Choice Perspective” assumes that decision makers have a high
degree of certainty about both their own goals, as well as the efficacy of the innovation in
contributing towards those goals.””

Chance and the self-fulfilling prophecy: Diffusion can experience increasing returns to scale.” For
example, the more a product is adopted in a market, the cheaper it is to produce and the
more firms have an incentive to make the product more marketable, which in turn spurs new
adoption, and so forth. Similarly, a few actors might adopt a practice for idiosyncratic
reasons, but other potential adopters then believe that the practice is generally advantageous
and proceed to adopt it as well, spurring yet others to adopt in a bandwagon effect. These
types of situations create feedback loops that magnify small initial perturbations and give the
diffusion process an emergent, non-linear quality, which can present problems for traditional
economic analysis. In practical terms, it means that when several options are available to
potential adopters, it is not necessarily the best technology or practice that will succeed, but
the technology that, because of a random stroke of luck, becomes “locked” into the system.
As Donald MacKenzie observes, “Technologies ... may be best because they have
triumphed, rather than triumphing because they are best.”*” In a related vein, MacKenzie,
through the use of several enlightening case studies, has shown that the ultimate success or
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Strang and Soule, op. cit, p.280.
Rogers, op. cit., p.15.

Strang and Meyer, op. cit., p.489.
Rogers, op. cit, p.116.
Abrahamson, op. cit, p.592.
Arthur, op. cit., p.2.
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failure of a technological innovation is to at least some extent dependent on actors’ beliefs
and expectations about its future efficacy. He argues, for example, that if actors believe that
a given technology will succeed, this lends impetus to inventors, prompts investment in the
technology and encourages adoption by system members, thus making creation and
diffusion of the technology (and presumably other innovations as well) more likely in
something akin to a self-fulfilling prophecy.””

3. Prestige and fear: These two concepts are mirror images, and are related to competition
between actors. They may or may not be based upon rational appraisals of extant conditions,
but both factors might spur entities to adopt an innovation. In the prestige case, the actor
might believe that its current status — irrespective of the functional advantage gained — would
be advanced by adopting an innovation before its peers and competitors can do so.”” In the
fear case, the actor might fear falling behind its peers or opponents — whether in terms of
status or in instrumental terms — if it does not adopt a certain innovation and others do.
Theories of so-called “bandwagon pressure,” claim that the perceived pressure for an actor
to adopt an innovation rises with the number of adopters in the system.”” Yet, while an
innovation might be adopted because it is symbolically or emotionally fulfilling, it is less
likely to be retained for an extended period if it does not bestow any relative functional
advantage. Moreover, whether an innovation provides a functional or symbolic competitive
advantage, this can whither over time as more and more peers or competitors adopt it and
thereby negate the initial advantage.””

4. Authority: The decisions, whether based on whim or rational calculus, of those in power can
drive the adoption process.”’ Therefore, in systems or organizations where authorities can
impose their will upon most of the organization’s behaviors, adoption can occur very swiftly
once the authorities decide to innovate.”’' However, because subordinates can generally still
subvert the diffusion at the implementation stage, it is only in the most extreme cases that an
overarching authority will be able to drive innovation in a completely unobstructed fashion.

5. Opinion leaders and change agents: In less extreme, but far more common, circumstances, an
actor seeks to influence members of a social system to adopt an innovation. Where the actor
is a member of the system itself, who is able informally — usually through reputation and
example — to influence other members’ behavior towards or away from adopting an
innovation, he is known as an opinion leader and is often associated at the hub of a large
social network. Opinion leadership can, for instance, take the form of sports celebrities
proffering a new brand of soft drink or social movement activists like Gandhi or William
Pierce who sought to foment resistance to a sitting government. Change agents are actors

206 McKenzie, op. cit., p.7 and passim.

207 Rogers, op. cit., p.116.

208 Abrahamson, op. cit., p.597.

209 G. R. Carroll, & M. T. Hannan, “Density Dependence in the Evolution of Populations of Newspaper
Organizations,” American Sociological Review, 54 (1989), pp. 524-541and Abrahamson, op. cit, p.599.

210 The role of the government has been studied with special intensity in this regard. See, inter alia, G. R., Carroll, J.
Delacroix & J. Goodstein, “The political environments of organizations: An ecological view,” in B. M. Staw &
L. L. Cummings (eds.), Research in organizational bebavior (Greenwich, CT: JAI Press, 1988); P. J. DiMaggio,
“Interest and agency in institutional theory,” in L. G. Zucker (ed.), Institutional Patterns and Organizations: Culture
and Environment (Boston: Pitman, 1987) and W. R. Scott, “The adolescence of institutional theory,”
Administrative Science Qnarterly, 32 (1987).

211 Rogers, op. cit., p.29.
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external to a given social system, such as companies — often represented by sales
representatives — trying to sell their products to consumers, or the classic Farm Bureau
extension agents in the United States who worked at the local level to encourage the
adoption of agricultural innovations. Change agents are less likely to share as many of the
same attributes of the adopting entities as opinion leaders, but on occasion utilize opinion
leaders to drive adoption within the system on their behalf.”'* In the terrorist context, we are
perhaps more likely to see opinion leaders than change agents, with terrorist organizations
like al-Qa‘ida serving as theological and tactical models for a variety of other terrorist groups.
Opinion leaders and change agents are tied into the notion of fads and fashions,”” one
variant of which maintains that in the face of uncertainty about innovations, actors tend to
imitate other organizations, whether in the hope of gaining legitimacy,”"* preventing
potential disadvantage,215 or achieving some other goal through emulation of a perceived
trendsetter. Here the locus of the decision shifts from which innovation to adopt to which
actor to emulate.”’® Fads and fashions (even those pursued by actors honestly seeking better
performance) can result in the rapid adoption of innovations that are of little functional
value, with rapid abandonment following shortly thereafter.”’” It has been proposed that in
the early stages of diffusion, adoption is mostly driven by the rational choice of relative
advantage, while in the later stages adoption can be driven more by the imitation associated
with fads and fashions, even where this leads to adoption of inefficient innovations.*"®

Driver modifiers: While not drivers in their own right, several aspects of the innovation itself
can affect adoption behavior by influencing the potential adopter’s perception of the
abovementioned drivers and hence their decision calculus. Important factors in this regard
include the extent to which the innovation is perceived to be compatible with existing values,
goals and past experiences of the potential adopters; the perceived complexity of the
innovation in terms of adoption and use;”"’ the degree to which the innovation can be
experimented with on a trial basis; and the ease with which the results of the innovation and
its prior adoption are observable to others. All else being equal, it is argued that those
innovations perceived to have greater compatibility, trialability and observability and less
complexity are more likely to be adopted and to be adopted more rapidly than others.””
Indeed, between 49% and 87% of the rate of adoption across innovations can be explained
by relative advantage plus these aspects of the innovation itself.””'

212
213

214
215

216
217
218
219

220
221

Ibid., p.27.
Abrahamson distinguishes between the two by holding fashions to be the imitation of organizations outside
the group, while fads are taken as the imitation by organizations of other organizations in the same grouping,.
(Abrahamson, op. cit., p. 597).
Carroll & Hannan, op. cit.
Eric Abrahamson, & L. Rosenkopf, “When do bandwagon diffusions roll? How far do they go? And when do
they roll backwards: A computer simulation,” Acadenzy of Management Best Paper Proceedings (1990), pp. 155-159.
DiMaggio & Powell, op. cit.
Strang and Macy, op. cit., pp.154-155.
Abtrahamson, op. cit., pp.605-606.
MacKenzie claims that highly complex systems and technologies can also introduce “relatively novel hazards”
(MacKenzie, op. cit., p.209). In the case of terrorist weapons, these hazards may very well be of the direct,
physical type. According to Fay, Morrisey and Smyth’s data, for example, approximately 47% of all Provisional
IRA members killed in Northern Ireland between 1970 and 1998 were killed in accidents involving guns or
explosives. Marie Therese Fay, Mike Morrissey and Marie Smyth, Mapping Troubles-Related Deaths in Northern
Ireland, 1969-1998, 204 ed. (Belfast, UK: INCORE, 1998).
Rogers, op. cit. pp.15-17.
Rogers, op. cit. p.221.
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It should be remembered that, while purely structural forces such as the number of prior adopters in
the system can directly affect innovation and the diffusion thereof, the socio-cultural aspects of
potential adopters can also play a role. These contingent factors, including ideology, institutional
practice and cultural attitudes can significantly affect the viability of adoption, either positively, as in
the case of homophily, or negatively if they result in structural contacts generating boundaries and
conflict instead of cooperation and innovation adoption.**

222 Strang and Soule, op. cit., p.276.
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Box 1: Innovation in Organizations

The above preconditions and drivers are applicable to both individuals and organizations,
albeit manifesting somewhat differently in each type of actor. However, as collectives possessing
of an internal structure and made up of individuals whose interests do not always coincide with
each other or with those of the super-ordinate body, there are additional factors influencing
innovation generation and diffusion that are specific to organizations. Perhaps the most
important of these is that few organizations possess a completely unitary decision making
process,”” thus opening up innovation decisions to at least some degtee of internal debate. The
strength of coalitions for or against innovating or adopting an innovation, together with all the
permutations for inter-organizational interaction,”** can therefore impact the final innovation
decision. At the end of the day, it is usually the desire of the most powerful leader or leading
coalition in the organization that will hold sway,” making the attitude of the key decision
maker(s) towards both a specific innovation and innovation in general an important factor.
Nevertheless, the influence of internal supporters can have a strong impact on the success of an
innovation. In many cases, innovation is facilitated by the presence of internal organizational
champions and a strong, supportive coalition in favor of either innovation in general or the
particular innovation under consideration.”

With respect to structure, whether significant in its own right, or as a proxy for a host of other
structural variables, it has been found that larger organizations generally embrace innovations
more rapidly.””” Additionally, in the business world, research suggests that organizations that are
technically specialized, with high levels of internal interconnectedness and low levels of
centralization and formalization are more apt to innovate rapidly.”® However, Rogers concludes
after surveying several hundred studies of organizational innovativeness that each of the
abovementioned structural factors individually has a relatively low correlation with
organizational innovativeness, and that this may be due to these variables having a positive effect
on innovativeness in the initial stages of an innovation decision but a negative effect during the
implementation stages, or vice versa.”

225 'The innovation decision process itself might differ somewhat in an organizational context, with more emphasis
on agenda-setting to identify perceived organizational problems and a process of calculated matching whereby
a problem from the agenda is paired with an ostensibly appropriate innovation (Rogers, op. cit., pp. 423-424).

224 For a seminal discussion of these, see William A. Gamson, “A Theory of Coalition Formation,” American

Sociological Review, 26(3), (June 1961), pp. 373-382.

There is always, however, the possibility of spoilers or mavericks attempting to circumvent leadership decisions

and either tacitly opposing or proceeding with the implementation of an innovation “under the radar,” but this

is the exception rather than the rule, and could be a decidedly hazardous choice of action in the context of an

already violent terrorist organization.

226 Strang and Soule, op. cit., p.270; Rogers, op. cit., p.414.

227 Ibid., pp.409-411.

228 T. Burns and G. M. Stalker, The Management of Innovation (London: Tavistock, 1961).

229 Rogers, op. cit., 412-413.

225
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Barriers to Innovation

Innovation and the diffusion of innovations are neither simple nor free-flowing processes. There are
numerous countervailing forces that invariably act to oppose either the generation or adoption of
innovations®” and multiple failure points at which these forces can bring innovation processes to an
abrupt halt. Terrorist organizations are not immune from these forces for the status quo, and might
even be singularly susceptible to some of them. Therefore, although I have alluded to several
potential obstacles during our discussions of permissive conditions for innovation and innovation
diffusion, it is worthwhile to enumerate potential innovation pitfalls a little more systematically in
the hope that any analysis of terrorist innovation will consider both the drivers of and the
impediments to innovation.””"

1. Ideology: The foundational values and precepts held by an actor play a pivotal role in not only
whether an innovation will be developed or adopted, but in whether one will be sought after
in the first place. This can stem from explicit tenets within an ideology decrying
innovation,” or from the fear that innovation will bring with it alien ideas, structures and
social relations that will somehow pollute the purity of closely-held values.”” Religion is
perhaps the most well-known manifestation of ideological resistance to innovation.”*
Entrenched, dominant religious systems are almost by their nature conservative and this
conservatism can be especially pronounced with respect to novelties that move beyond the
confines of sacred texts or current ritual and hence could conceivably threaten the supreme
authority of the religion. One of the most famous examples is that of Islam, which in its
initial phases embraced a host of new ideas from Greek and Roman civilization and
proceeded to expand upon them. Though a sentiment present to some extent since the
beginning of Islamic history, especially after the theologian al-Ghazali (1058-1111)
determined that science and technology posed a threat to the preservation of the faith, the
concept of bidaa (innovation) took on heretical connotations,”” and resulted in a subsequent
resistance to and tight control over all new technologies, with arguably deleterious
consequences for the military and political power of the Islamic world. Ideological resistance
need not, however, always emerge from the selfish maintenance of existing power structures.
Some of the resistance, especially when the innovation is clothed in new technologies, may
actually be selfless, such as where well-meaning intellectuals seek to protect adherents from
perceived “dehumanizing” effects of the innovation.”

230 Mokyr (1990), op. cit., p.266; MacKenzie, op. cit., p.37; Some of these can even spark counterinnovation
movements of their own, for example, the Luddite-type movements in Europe during the Industrial
Revolution.

231 Some of the obstacles apply only to either the generation or adoption of innovations, but many apply to both
processes and a single list is thus presented.

232 Mokyr (2002), op. cit., p.249.

233 Ibid., p.241.

234 Ibid., p.170.

235 Bernard Lewis, The Muslim Discovery of Europe (New York: W. W. Norton & Co., 2001), p.224-226; Landes,
op. cit., pp.28-29; Volkman, op. cit., p. 60.

236 Mokyr (2002), op. cit., p.241. Karl Marx and Martin Heidegger arguably fall into this camp.
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2. Resistance from gnardians of current practice: 1deology is not the only internal source of resistance.
Existing practices create vested interests whose positions, status and power within an
organization may suffer if current practices are displaced by innovations.”’ In large,
hierarchical organizations, this is typified by bureaucratic coalitions that emerge to protect
the status quo. In any event, the implementation of any decisions in such organizations, even
if not actively resisted, may be slowed down by an ingrained routine originally developed to
ensure continuity and stability,” in what can be labeled as “bureaucratic inertia.”

3. Structural adjustments and near-term demands: Even if decision makers have high confidence that
an innovation would be more efficient than current practices and there are no inherent
cultural barriers, they may perceive the transition itself as an insurmountable obstacle. One
reason is that adopting a new idea or technology may require costly restructuring of an
organization and its related practices,” with the possibility for a chain reaction of
unforeseen and unwanted consequences. Another is that, even though an organization might
regard future innovation as essential, it still has mouths to feed today,m whether these are
current shareholders in a company, or, in the case of terrorism, constituencies who require
constant demonstration of attack prowess. In such cases, current exigencies may not allow
for the diversion of resources towards development or adoption of an innovation that might
bestow benefits only at some future date.

4. Transfer of tacit knowledge: Although there are numerous related concepts,”*' the notion of tacit
knowledge probably suffices to highlight the obstacles of knowledge transfer in the adoption
of an innovation. The basic idea is that in any transfer of knowledge about a practice or
technology, there are at least some elements®” that cannot be captured in easily transmissible
media, such as manuals, textbooks or Internet sites. Such elements, usually related to the
“how-to” skills associated with an innovation, need to be transferred from person to person
in a hands-on manner usually akin to some form of apprenticeship — essentially recreated
each time they are transferred.”” Moreover, unlike explicit knowledge that can be preserved
in books and on Internet forums, tacit knowledge can be lost,”** which might pose particular
problems for terrorists who are at risk of losing the possessors of tacit knowledge (for
example, bomb-makers) to arrest, accident or assassination. It has already been pointed out
that, especially in terms of the transfer of new weapons and tactics to and across terrorist
organizations, the less accessible requirements for tacit knowledge transfer can complicate or
derail successful adoption.*’

237 Ibid., pp. 238, 258.

238 Rogers, op. cit., p.150.

239 Arthur, op. cit., p.139.

240 Eric Von Hippel, Stefan Thomke and Mary Sonnack, “Creating Breakthroughs at 3M,” in [no authot|, Harard
Business Review on Innovation (Boston: Harvard Business School Publishing Corporation, 2001), p.33.

241 See Kenney, op. cit., p.4, cf. Arthur’s “deep craft” (Arthur, op. cit., pp.159-160).

242 Cowan and Foray argue that tacit knowledge is a complement, rather than a substitute for explicit knowledge,
in that even codebooks and manuals require (tacit) shared understanding in order to be correctly interpreted
(Robin Cowan & Dominique Foray, “The economics of codification and the diffusion of knowledge,” Industrial
and Corporate Change, 6(3), (1997), pp. 595-622.

243 MacKenzie, op. cit., pp.216, 235.

244 Ibid, p.216.

245 Jackson, op. cit., pp. 187-188.
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Excternal regulation: Political barriers — usually put in place by various levels of government —
can be set up that obstruct innovation.”** This can result not only from hampering
information flows, as mentioned earlier, but also from direct regulatory mechanisms (such as
import controls or safety regulations) that serve to stifle innovation, whether or not this was
the original intent of the policymakers.

The diffusion chasm: At least in the realm of high-technology innovations, it has been posited
that there is a significant obstacle (referred to in the literature as a “chasm” *"') situated at the
point in the S-curve just before the innovation takes off and diffusion accelerates. The gap is
described as occurring between those initial adopters of an innovation who are willing to
take risks and tolerate initial setbacks and the vast, pragmatic majority of potential adopters
who are not and who desire a high degree of certainty that the innovation will work as
intended. In the world of cutting-edge technology products, the diffusion chasm is said to be
responsible for many a failure of an innovation to gather enough momentum to really
penetrate the marketplace.

None of these obstacles is necessarily insurmountable — after all, the rapid growth in production,
technology and social connections over the past two centuries bear witness to the successful
generation and diffusion of countless innovations. Among the many strategies adopted by
organizations and individuals to overcome innovation barriers include purposive organizational
changes to facilitate innovation; the creation of separate, independent “skunkworks” organizational

entities to avoid butreaucratic inertia and vested interests;

** and the use of specialized brokers to

bridge various domains and seek out and nurture new technologies and practices.249

246
247
248
249

Committee on Forecasting Future Disruptive Technologies, op. cit., p. 43; Mokyr (2002), op.cit., p.231.
Moore, op. cit., pp. xi, 6-7, 90.

Rogers, op. cit., p.149.

Hargadon, op. cit., p.26.
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Box 2: Disruptive Innovations

An intriguing concept with potential applicability to terrorist innovation is that of disruptive
innovations, first propounded by Clayton Christensen of Harvard University.””” Most
innovations are not disruptive, but sustaining, that is, they are “improvements to existing
products on dimensions historically valued by customers.”*" Disruptive innovations on the
other hand are those innovations that are essentially game changers — in the business landscape,
they “introduce a new value proposition” and in turn “either create new markets or reshape
existing markets”*” by opening up a market to new consumers or enabling existing consumers
to more easily and effectively do what they were already attempting to get done.” Disruptive
innovations are closely linked to what have been termed radical innovations,”" discontinuons
innovations™ ot competence-destroying innovations™ in that they usually require adopters to uproot
current modes of behavior, create new networks or build completely new competencies (and
abandon previous investments) in order to use them.

The central implication of Christensen’s work is that despite being initially inferior to
existing technologies ot practices in the areas of most importance to mainstream customers /
adopters (while offering a new performance dimension), disruptive innovations eventually
displace the established technologies (and often also any incumbent users or purveyors of those
technologies).25 " This occurs when, as it matures, the disruptive innovation’s performance
trajectory eventually intersects the trajectory of performance demanded by adopters (the
market).””®

The literature on innovations has yielded many insights, yet these have been robustly verified in only

a relatively limited set of contexts, primarily illustrating how new commercial technology develops,
how products diffuse in markets, how techniques diffuse among companies and how government

programs such as birth control are developed and propagated. What has emerged is a picture of the

250 Joseph L. Bower and Clayton M. Cristensen, “Disruptive Technologies: Catchin the Wave,” Harvard Business

Review, 73 (1995), Clayton M. Christensen, The Innovator’s Dilemma: When New Technologies Cause Great Firms fo Fail

(Boston: Haravard Business School Press, 1997); Christensen (2004), op. cit.
21 Ibid., p.xvi.
252 Ibid., p.xvii
253 Ibid., pp.6-7.
254 MacKenzie, op. cit., p.62; Hargadon, op. cit., p.10.
255 Moote, op. cit., p.10.

256 Michael L. Tushman, and Philip Anderson, “Technological Discontinuities and Organizational Environments,

Administrative Science Quarterly, 31(3), (1986), pp.439—065.

257 Erwin Danneels, “Disruptive Technology Reconsidered: A Critique and Research Agenda,” Journal of Product

Innovation Management, 21 (2004), p.247.
258 The concept of disruptive innovations (or distuptive technologies) has not been without its critics.

Christensen’s exclusive use of “successful” cases in his empirical work has been questioned (Daneels, op. cit.,

p-250) and studies by others have apparently yielded results somewhat at odds with those predicted by the

theory in terms of the proportion of radical innovations actually brought to market by incumbents (Rajesh K.
Chandy and Gerard J. Tellis, “The Incumbent’s Curse? Incumbency, Size, and Radical Product Innovation,”

Journal of Marketing 64(3), (2000)). Others have called the entire concept into question (see John C. Dvorak,
“The Myth of Distuptive Technology,” PCmag.com, 8/17/04, accessed at

http://www.pcmag.com/article2/0,2817,1628049,00.asp on July 25, 2010) but it appears as if these critics

misunderstand some of the cote elements of the theory.
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creation and diffusion of innovations that is often complex in the details, but consistent in two
overall respects. First, each innovation bears elements of contingency and uniqueness, each
experiencing its own growing pains and its own set of obstacles before it emerges as a useful
complement to society.”” As David Landes rather wistfully describes, “Each innovation seems to
have a life span of its own, comprising periods of tentative youth, vigorous maturity, and declining
old age.”*” Second, any model of innovation diffusion must simultaneously account for influences
that originate externally to the adopting entity (such as the actions of peers or government
regulation) and those that emerge from internal dynamics (such as subjective considerations of cost-
benefit).”' We would do well to equip ourselves with these lessons, and the many other results
described above, as we attempt to traverse the intellectual terrain of terrorist innovation, with the
forewarning that the extent to which they apply in this quite different context is an empirical matter.

Innovation in the Use of Weapons

Up to this point, the discussion has engaged the innovations themselves at a relatively nonspecific
and abstract level, in order to identify dynamics of innovation that are potentially generalizable
across contexts, specifically to that of terrorism. Since one of the primary aims of this workshop is
to understand the conditions under which terrorists might innovate with respect to WME in
particular, this section will briefly consider the phenomenon of innovation when the objects of the
process are weapons, whether wielded by states or other political entities. To what extent do the
general preconditions and drivers of innovation described above carry over to the domain of the
means of human combat? Are there additional salient factors when dealing with weapons innovation
in particular that did not emerge from an innovation literature that is for the most part based on
analysis of commercial and governmental social practices?

Fortunately for those seeking to understand weapons innovation (but unfortunately in almost every
other respect), the history of weapons development and their use in warfare spans millennia and
serves up many examples upon which to draw. Limitations on space preclude considering more than
a handful of these, but an impressionistic reading of the historical record should suffice to provide
preliminary support for the applicability of general innovation dynamics to the domain of combat
and weaponry.

To begin with the nature of the weapon itself, it is readily apparent that in the military sphere,
innovation does not always arrive in the shape of a sudden ferocious blast felt across the battlefield,
but can also take more subtle and variegated forms. First, some weapons innovations consist of
cumulative improvements, which in isolation may not seem that worthy of note, but can eventually
reach a tipping point that represents a huge qualitative advantage on the battlefield. A pertinent
example is in the area of small arms, which experienced incremental advances over an extended
period of several centuries, including rifled barrels, breech-loading and the percussion cap, none of
which produced any military sea-change. However, when these factors came together for the first
time as a mass-produced weapon in the form of Von Dreyse’s Prussian needle-gun
(Zundnadelgewehr)’” the weapon — when combined with appropriate tactics and organization in the

259 Mokyr (2002, op. cit., p.22) puts this in blunt economic terms: “novel ideas and knowledge are expensive to
generate but cheap to use once generated.”

260 Landes, op. cit., p.3.

261 See, for example, the discussion in Strang and Macy, op. cit., p.173.

262 Geoffrey L. Hetrera and Thomas G. Mahnken, “Military Diffusion in Nineteenth Century Europe: The
Napoleonic and Prussian Military Systems” in Emily O. Goldman and Leslie C. Eliason (eds.), The Diffusion of
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1866 war with Austria — was able to revolutionize land warfare. It is, in addition, actually not
uncommon in the annals of weapons innovation for a weapon to go through multiple iterations of
development and refinement before proving effective in combat or to be initiated by one set of
actors and then consummated after significant delay by a completely different set. Perhaps one of
the clearest examples is the use of self-propelled rockets on the battlefield, which from their earliest
appearances in Ancient China to the Mysore Wars and the War of 1812 had played no more than a
supporting and sporadic role on the battlefield, that is before making a reprise in World War II and
coming to dominate modern warfare.”’

Second, while there is a tendency to expect weapons innovation to naturally progress to larger and
more complex forms (as occurred with siege engines, warships and aerial ordnance), in several cases
the innovation in weaponry is represented by weapons becoming smaller and less complicated. To
mention just two examples — Charles VIII’s bronze cannon that in 1494 obliterated the fortresses of
the Italian kingdoms were smaller and lighter than the hulking, multi-piece bombards that preceded
them®* and Shaka Zulu’s short stabbing spear provided a range of advantages over the long assegai
in close-quarters tribal combat in 19" century southern Africa. The past century has, however,
witnessed the historically curious trend of simultaneous miniaturization of weapon components and
an exponential increase in their complexity.

Third, although most weapons innovations are characterized by the introduction of a novel physical
apparatus, this does not necessarily have to embody substantial improvements in destructive
capabilities like range, mobility or firepower. Innovations in weaponry can also arise in aspects less
directly related to actual combat performance, such as costs of production or the expertise required
to use the weapon. In fact, on occasion a new weapon can underperform on several physical
dimensions, but still constitute an innovation, as seen with the advent of the crossbow, which was
heavier, more expensive and had a lower rate of fire than either the composite bow or the longbow.
The crossbow’s chief source of innovation, however, derived from the dramatically shorter training
period required, when compared with other bows, before a soldier became proficient with the
weapon — an important advantage when expert archers took decades to develop their skills and were
thus a comparatively scarce and expensive element of a military arsenal.”” Indeed, as the above
examples suggest, weapons have often seemed to display the characteristics, discussed eatlier, of a
disruptive innovation, which may be indicative of the role played by WME in the hands of terrorists.

Turning to an analysis of the preconditions and drivers of weapons innovation, one observes similar
dynamics to those predicted in the general innovation literature. With respect to the permissive

Military Technology and 1deas (Stanford: Stanford University Press, 2003), p. 220; Max Boot, War Made New:
Technology, Warfare, and the Conrse of History, 1500 to Today New York, NY: Gothman Books, 2000), pp.128-129.

265 Willey Ley, Rockets, Missiles, and Men in Space New York: Viking Press, 1968), pp. 61-75 and Wernher von Braun
and Frederick 1. Ordway 111, Rocketry and Space Travel, 3rd ed. New York: Crowell, 1975), pp. 30-34.

264 Boot, op. cit., p.4.

265 One example of the effectiveness of the crossbow was its ability to keep Muslim attackers at bay during
Richard the Lionheart’s march down the Levantine coast in 1191 (Matthew Bennett, “The Crusaders’ “Fighting
March” Revisited,” War in History 8(1), (2001), pp. 1-18). The exploits of the Catalan Company of
crossbowmen between 1282 and 1311also demonstrated the usefulness of the crossbow in battle. For more
discussion of the crossbow as an innovation, see James F. Dunnigan, Digital Soldiers: The Evolution of High-Tech
Weaponry and Tomorrow’s Brave New Battlefield New York: St. Martin’s Press, 1996), pp.9, 279; William H.
McNeill, The Pursuit of Power: Technology, Armed Force and Society since A.D.7000 (Chicago: University of Chicago
Press, 1984), pp. 67-68; p. 80 and Bert S. Hall, Weapons and Warfare in Renaissance Enrope (Baltimore, MD: The
Johns Hopkins University Press), p. 17.
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conditions for and barriers against the generation of innovation, ideological, social and cultural
compatibility with an innovation certainly seems to play a role in creating an environment that is
either fertile or hostile to new weapons development.”® An illustrative case is the Japanese rejection
of firearms — for more than two hundred years — under the Tokugawa Shogunate, which has been at
least partly explained by the incongruity between the chemical reactions of firearms and traditional
Shinto sentiments regarding harmony with the natural world and the purity of bodily kinetics.**” The
risk aversion and hence general circumspection of military commanders with respect to new
weapons, especially for those introduced during the crucible of actual combat, has also been
noted.”” The business literature suggests that organizations with lower levels of centralization and
formalization will be more able to innovate rapidly, but in contrast Rosen points out that although
such a structure might make an organization more receptive to innovation, a strict hierarchy with
tighter control mechanism may be more capable of implementing an innovation, especially during
wartime.”” Overall, Goldman and Ross conclude that a military organization’s capacity to adapt its
doctrine and institutional structure to an innovation is key, and that this is at least partly dependent
on resource levels and the compatibility of the innovation with existing organizational norms,*”
factors that were identified as important in the general innovation literature.

In terms of those factors that drive weapons innovation, again these largely mirror those identified
in the general literature. First, much weapons innovation throughout history has originated from the
perceived need to solve a problem not addressed by contemporary weapons, which then drives
actors to initiate a process of weapons innovation (or, alternatively, to scan their external
environment for solutions). There is no shortage of examples, from the development of siege
engines by conquerors from Assyrian times in order to assail walled towns,”” to attempts to equip
motorized vehicles with tracks and armor to overcome the muddied trenches of the First World War
and the efforts to produce guided munitions as a solution to unaffordably high levels of inaccuracy
in aerial bombing.

Second, prevailing competition between political entities seems to have been one of the central
drivers of weapons innovation, from stone-age peoples” to the superpowers of the Cold War.
Competition does not only take the form of keeping up with rival states, clans or tribes, but also in
terms of the commonly described ‘offense-defense’ co-evolutionary dynamic, which Turney-High
has gone so far as declaring to be the central driving force in weapons development. “The offense
thinks up new weapons or improves the old ones,” Turney-High avers, “so that the defense’s genius
must think up new defense or be crushed out of existence. There is nothing new nor old in this. The

266 Jeremy Black, ‘Determinisms and Other Issues’, The Journal of Military History, 68:4 (2004), p.1223.

267 John Keegan, A History of Warfare New York: Vintage Books, 1993), pp. 44-45.

268 Steven Peter Rosen, Innovation and the Modern Military: Winning the Next War (Ithaca, NY: Cornell University
Press, 1991), p.25; Dunnigan, op. cit., p. 6.

269 Rosen, op. cit., p. 39. He does concede, however, that under certain conditions of independent data gathering
and implementation procedures by individual operating units, a decentralized structure may facilitate
innovation.

270 Emily Goldman and Andrew Ross, “Conclusion: The Diffusion of Military Technology and Ideas—Theory
and Practice,” in Goldman and Eliason, op. cit., pp. 301-302.

271 Thucydides provides a superb contemporary description of the tribulations associated with attempting to
overcome the dedicated defense of a city in a History of the Peloponnesian Wars (sections 2.75, 2.76 and 4.100),
where both the besieged and the besieger worked hard to undermine (sometimes literally) each other’s
constructions.

272 John Keegan (Keegan, op. cit., pp. 26-27), for example, ably desctibes the rapid production and diffusion of
the mata’a a more lethal spearhead on Easter Island during a time of heightened internecine discord.
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entire history and prehistory of weapons is summarized in this cycle.”*” This process implies further
that the offense can be compelled to progress in order to circumvent robust defense.

Third, the function of status in the innovation decision is also no stranger in the realm of weaponry,
no doubt playing at least some role in the often (literally) ludicrous lengths to which medieval
European armorors went to create ever larger, more elaborate and arguably less functional swords.
Not to mention the proverbial “pissing contest” between Germany and Great Britain over the size
and complexity of warships at the turn of the twentieth century. Fourth, there have been several
cases of “invention being the mother of necessity” with respect to weapons innovation, in which
new scientific or technological discoveries (often in the civilian world) prompt the creation of new
weapons. The canonical example of this would be the Manhattan Project, when Einstein and Szilard
brought the implications of the tremendous advances in nuclear physics in the 1920s and 1930s to
military and political leaders’ attention, eventually spawning the development of the atomic bomb.

Something not emphasized in the general diffusion literature is that weapons innovation can arise
somewhat spontaneously, without a conscious driver. In this case trial and error or curious tinkering
results in existing (or newly discovered) objects or practices being put to new purposes, thus creating
novel weapons. This most likely occurred in pre-modern societies as creative individuals recognized
that traditional hunting tools could be used for more than bringing down large prey, or at least for
dispatching a more zoologically familial sort of prey. Conversely, although innovation depends to at
least some extent on individual flashes of insight, weapons innovation need not always come
bubbling up organically through the ranks of warriors and military technicians, but is often the result
of a top-down, institutionalized process specifically set up to develop novel weapons. Examples
abound, from the Assyrians at Nineveh”* and Dionysus at Syracuse,”” to the rulers of Italian city-
states, the British Ordnance Boards and the U.S. Defense Advanced Research Projects Agency.

With respect to the diffusion of weapons innovations, information flow regarding the innovation is
not as much of a determining factor as one might expect, chiefly because awareness of a significant
innovation in weaponry tends to spread quickly regardless of the ease with which information
spreads in the broader society. This can occur through espionage, by demonstration during combat
between other entities (whether circulated by hand-delivered scroll or global television networks), or
— least preferably for the potential adopting force — through being on the receiving end of the
weapon’s enhanced performance in combat against a prior adopter. In this regard, one might for
instance suspect that the following report by Francesco Guicciardini of the bronze cannon used by
the French in Italy in 1494 could not have gone unnoticed by the great houses of Europe for very
long at all:

273 Harry H. Turney-High, Primitive War: Its practice and concepts (Columbia, SC: University of South Carolina Press,
1949), p. 7.

274 Ernest Volkman, Science Goes to War: The Search for the Ultimate Weapon, From Greek Fire to Star Wars New York,
NY: John Wiley & Sons, 2002), pp. 20-21.

275 Dionysus, the ruler of the Greek city-state of Syracuse set up a concentrated program of weapons
development, “since the ablest skilled workmen had been gathered from everywhere into one place. The high
wages, as well as the numerous prizes offered the workmen who were judged to be the best, stimulated their
zeal” (Diodorus Sicilius, Library of History 170l. 171, translated by C. H. Oldfather (Cambridge, MA: Harvard
University Press, 1954), p.131 [Book XIV, Chapter 42]). Among other innovations, Dionysus oversaw the
invention of the catapult.
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The French developed many...pieces, which were even more maneuverable, constructed only
of bronze. These were called cannons, and they used iron cannonballs instead of stone as
before...and so little time elapsed between one shot and another and the shots were so
frequent and so violent was their battering that in a few hours they could accomplish what
previously in Italy used to require many days.””

It also seems that awareness of a weapons innovation might be facilitated by certain qualities
inherent to the weapon itself or its effects, such as whether the weapon represents a significant
departure from previous weapons or whether its effects are easily observable and immediate. The
loud bang emanating from the earliest gunpowder weapons may thus have had something to do with
the rapid growth in awareness of these weapons in Europe despite their initially poor performance
relative to torsion or tension projectile weapons. It can be hypothesized that in a modern society
seemingly obsessed by the latest iPad or other high-technology device, weapons associated with the
latest technical breakthroughs or with popular fiction (including “‘WMD’) might garner widespread
and rapid attention by would-be purveyors of violence.

A dearth of available resources needed to produce a new weapon can of course hinder its adoption.
This may have been one of the major reasons why the Ancient Egyptians, who did not have access
to copious quantities of the materials to make bronze, were still employing clubs and stone-tipped
spears at the start of the Middle Kingdom (approx. 2000 BCE),””” despite the Bronze Age being well
underway. Even more so than is the case with many other innovation types, one element that can
especially bedevil the successful adoption and fielding of a new weapon is a fixation on the kinetic
aspects of a weapon to the detriment of sufficient attention or provision of resources to the support
systems required to effectively deploy the weapon (such as the necessity for mid-air refueling for
strategic bombers). This leads to what can be described as something of a consensus among
scholars, namely that a crucial element in the successful adoption of any weapon innovation is the
incorporation not only of the physical components of the weapon itself (the “hardware”), but also
of the requisite changes in doctrine, organization, training and even in the broader social structure of
the adopting entity (the “software”). *”® Two among many instances where weapons adoption was
unsuccessful or only partially successful because of a failure on the part of the adopter to transfer
the required organizational software along with the hardware of a weapons system are the lackluster
attempts by several European countries to imitate Prussian combat arms in the latter part of the
nineteenth century and the no less ineffectual attempts by Arab nations to adopt advanced tanks in
the latter part of the twentieth.

Another factor that can curtail weapons diffusion is conscious action by the current possessors of
the weapon to forestall its spread. This can consist either of efforts to keep the technology
underlying the weapon a closely-held secret, as seen most famously in the Byzantines’ jealous
guarding of Greek fire, or multilateral cooperation to prevent the knowledge and materials required

to produce the weapon from spreading, for example through global nonproliferation regimes such
as the NPT.

276 Francesco Guicciardini, Storia d'ltalia , quoted in Hall, p.159.

2771 Barry Kemp, Ancient Egypt: Anatomy of a Civilization (London: Routledge, 1983), p. 269.

278 Brett D. Steele and Tamera Dorland, “Introduction” in Brett D. Steele and Tamera Dorland (ed.), The Heirs of
Archimedes: Science and the Art of War Through the Age of Enlightenment (Cambridge, MA: MIT Press, 2005), pp. 16-
17; Boot, op. cit., pp.88-89; Goldman and Ross, ‘Conclusion’, op. cit., pp. 382-384; and Martin Van Creveld,
Technology and War: From 2000 B.C. to the Present (New York: The Free Press, 1991), p.156.
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Just as has been portrayed in the general diffusion literature, the cultural and ideological
compatibility of the potential adopter with innovation in general and the specific characteristics of
the new weapon in particular, are also often central to the adoption process. On the one hand,
cultural incompatibility raises a huge barrier to adoption. In addition to Japanese rejection of guns,
several other militaries were unable to make the social and organizational adjustments necessary to
effectively adopt firearms because of cultural incompatibilities. One such example were the half-
hearted attempts by the ruling Mamluks of Egypt to employ gunpowder weapons (the Mamluks
viewed firearms as beneath them and used traditional weapons themselves while recruiting gunners
and musketeers from black Africans and people of the Maghreb) and their consequent ignominious
defeats at the hands of the Ottomans in the battles of Marj Dabiq (1515) and Raydania (1516).” Yet
cultural incompatibility to new weapons was far from universal, as seen in the Native Americans’
adroit adoption of firearms, which they wove fairly effortlessly into existing cultural traditions.”
Homophily also seems to have been singled out by military scholars as facilitating innovation
diffusion, at least at the level of states. The adoption of military innovations are argued to be
facilitated by cultural or other affinities between the military or political leadership in the innovating
and potential adopter states, and hampered by dissimilarities.”'

The diffusion obstacles of institutional inertia and defense of the status guo have many illustrations in
the history of weapons innovation. Military organizations, with their intrinsic orientation towards
obedience, discipline, martial values® and routinization, are held up as being particularly prone to
elicit internal opposition to change, especially those changes that originate outside of the military
establishment.” The most well-known case of such behavior is possibly the resistance of horse-
mounted medieval knights — who represented an elite social as well as military class — to the
introduction of infantry weapons that could jeopardize their dominion over the field of battle and
thus put their social status at risk. Although the annals of weapons development say little specifically
about the impact of spatial proximity or innovation cycles, this does not mean that these concepts
could not feature in the terrorism context.

Turning last to the drivers of weapons diffusion, while most of the actors in a social system quickly
became aware of a new weapon, this did not necessarily mean that they would choose to adopt it. In
exploring how such decisions get made, we must first consider who the decision-making authority is.
Primitive societies evidently possessed no unitary decision maker; the widespread adoption of a new
weapon like the flint-topped spear most likely resulted from a multitude of micro-decisions
responding to individual Darwinian-type pressures, which together constituted an emergent process
of adoption. The terrorist analog might be found in highly decentralized and diffuse movements

" Keegan, op. cit., p. 36; Geoffrey Parker, The Military Revolution New York: Cambridge University Press, 2007),

pp. 126-127. Indeed, the Mamluk leader Kurtbay is reported to have lamented that “A single one of us can

defeat your whole army. If you do not believe it, you may try, only please order your army to stop shooting

with firearms...The contrivance is that musket which, even if a woman were to fire it, would hold up such and
such a number of men ... And woe to thee! How darest thou shoot with firearms at Muslims!”” Keegan, op.

cit.,, p. 37, quoting from D. Ayalon, Gunpowder and Firearms in the Mamink Kingdom (LLondon: Vallentine, 19506),
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Patrick, M. Malone, The Skulking War of War (Lanham, MD: Madison Books, 2000), p. 25.

281 Leslie Eliason and Emily Goldman, “Introduction: Theoretical and Comparative Perspectives on Innovation
and Diffusion” in Goldman and Eliason, op. cit., pp. 15-16.

282 The argument here is that these values create a cultural barrier between the armed forces and the rest of
society, one that breeds insularity and an inherent distrust of new developments, especially those emerging
from non-military innovators.
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consisting of multiple lone actors each displaying organization and tactical (but not necessarily
strategic) independence, as seen in certain sectors of the radical environmentalist movement.

Most political entities through history, however, developed some form of hierarchy with a central
leadership, often a single individual, in whom ultimate authority was vested, including deciding
whether or not to adopt a weapons innovation. The degree of consultation with other elements of
the hierarchy (such as priests or the elite warrior caste) varied considerably across cultures and
institutions. Powerful leaders could use their authority to mandate the adoption of a new weapon,
overriding most other considerations, although it was probably extremely rare for even the most
despotic of rulers to remain completely beyond the influence of functionaries representing vested
interests. In certain cases it appears as if the adoption of a new weapon might not have occurred (at
least within a reasonable time-frame) were it not for the unique personality traits of a particular ruler,
whether these reflected the ruler’s astuteness or idiosyncrasy. For example, it is debatable whether
the longbow would ever have attained such a prominent position on European battlegrounds such
as Crécy in 1346 and Agincourt in 1415, had Edward I in the thirteenth century not recognized that
the longbow, a favorite Welsh hunting weapon, could be deployed in battle to deliver a dramatic
concentration of fire.”*

The dominant driver of adoption in the literature on weapons diffusion seems to be a combination
of the factors of relative advantage and competition identified in the general diffusion literature. At
the level of states in the international system, the arch neo-realist Kenneth Waltz s maintains that
“The possibility that conflict will be conducted by force leads to competition in the arts and
instruments of force.”*” Hence, a strong incentive exists for military and political leaders of a state
to imitate any new weapon that they perceive to be advantageous out of fear that failing to do so will
create an imbalance of power vis-a-vis those states that do. In evolutionary terms a weapons
innovation anywhere can be viewed as a mutation in an organism, to which other members of the
species must either adapt (adopt the same or an offsetting mechanism) or perish.”** The intense
build-up of warships in Europe at the end of the 19" century and the spread of nuclear weapons
among the superpowers after World War II are clear examples of this phenomenon in practice. One
should not, however, forget the role of prestige in certain adoption decisions, as illustrated perhaps
by several of the more recent acquirers of nuclear weapons or the sometimes preposterous
purchases by small yet wealthy states of more fighter jets than they have available pilots for.

The notion of competition spurring adoption as a means of preventing relative disadvantage leads
logically to the well-described phenomenon of arms races in international politics. It also leads to the
hypothesis that the decision to adopt is facilitated during situations where the adopter perceives high
levels of threat, though this facilitation does not necessarily extend to the ability to successfully
complete the adoption process. Indeed, there are numerous cases of failed adoption despite highly
motivated adopters facing genuine threats to their survival. An example is the willingness but
continued inability on the part of South Asia’s indigenous militaries to propetly incorporate
gunpowder weapons into their military doctrine, as demonstrated by the ineffective performance of
the artillery of the Maratha Confederacy in the Battle of Assaye (1813).”” Nonetheless, the rate of

284 Volkman, op. cit., p. 44; for more detail see Matthew Strickland and Robert Hardy, The Great Warbow (Stroud:
Sutton Publishing, 2005).

25 Kenneth N. Waltz, Theory of International Politics New York: McGraw-Hill, 1979), p. 196; cited in Eliason and
Goldman, “Introduction,” op. cit., p. 8.

286 Hall, op. cit., p. 3.

27 Vide, Arthur Wellesley to Henry Wellesley, October 3, 1802, in John Gurwood (ed.) The Dispatches of Field
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adoption of a new weapon does seem to be correlated with the extent of perceived benefits (or the
military costs of non-adoption), as well as the amount of resources made available for
implementation of the adoption process, both of which are dependent to some extent on prevailing
perceived threat levels. One must not forget that, as described above, cultural or ideological
incompatibilities, bureaucratic inertia or inter-organizational “turf battles” can vitiate the adoption
process irrespective of the relative advantage of the weapon.

Change agents and opinion leaders also feature prominently in weapons adoption. First, there are
the change agents, who as we have defined them act from outside the system of adopters. The
civilian producers of weapons, who in one way or another stand to profit from their adoption, have
often acted to encourage the dissemination of a new weapons system, in effect “pushing” the
innovation onto military organizations.” This has been witnessed fairly frequently through the ages,
with external actors having varying levels of influence on adoption decisions ranging from the
relatively minimal influence exerted by craftsmen’s guilds and royal armorers in medieval Europe to
the at times quite substantial voice achieved by artillery producers in the late nineteenth century or
arguably by defense contractors today (often caricatured as the driving force behind the so-called
“military-industrial complex”). Analogs in the terrorism context could conceivably be arms dealers
or other transnational criminal organizations that act as purveyors of weapons to non-state actors.

When it comes to opinion leaders (i.e. those working from within the system of potential adopters
to encourage diffusion), the picture is a little different from the general diffusion case. There are still
those whose reputation in the system stimulates diffusion, for example, when weaker polities, who
cannot hope to realistically compete militarily with a far more powerful political entity, still strive to
emulate their weapons acquisition decisions in a form of bandwagoning. However, another type of
influence that might be included under the opinion leader rubric is the quasi-voluntary weapons
adoption that occurs across alliances, such as occurred with respect to naval technology amongst the
Allies in World War IL** Then there are the “invisible colleges™ that persist between scientists and
technicians across different armed forces — despite all attempts by militaries at maintaining secrecy —
and that can be used to raise the awareness of and encourage professional colleagues in other
organizations to adopt new weapons. Last, one must remain cognizant of the important role
sometimes played by innovation champions within organizations. These individuals or factions
(whether civilian or military) can catalyze the adoption decision, zide Lieutenant (at the time) William
Sims’ direct advocacy to Teddy Roosevelt of continuous aim gunfire in the U.S. Navy, but might
also deepen organizational resistance, as was the case with Basil Liddell Hart and his abortive
promotion of mechanized warfare in Great Britain.” At the same time, factions within an
organization (such as a functional branch of a state military) engaged in bureaucratic rivalries over
resources, favor or influence, might either support or oppose a particular weapons innovation based
not on its intrinsic benefits and costs, but rather the extent to which it strengthens the faction’s
position.

Marshal the Duke of Wellington During His 1 arions Campaigns in India, Denmark, Portugal, Spain, the Low Countries, and
France, from 1799 to 1818, Vols. I-11 (London: John Murray, 1834).
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In sum, the history of weapons development appears to largely reflect the dynamics reported in the
general theoretical and empirical literature on innovation and diffusion.””' Rational choice-based
dynamics of cost and benefit in the face of competition (embodied in the interstate context by the
neo-realist paradigm) emerge as a key driver in both the creation and diffusion of weapons
innovations. Yet, at the same time it is in the military sphere that an understanding of innovation as
a social process, i.e., invention manifesting into a particular political, cultural and institutional milieu,
is essential. For the rational choice approach to weapons innovation suffers in the face of numerous
examples of political entities that rejected new weapons in spite of their strategic or tactical
advantages. So, while it might provide a basic impetus, a ‘logic’ as it were for weapons innovation
and diffusion, the simple desire to attain military advantage or retain strategic parity must be
conditioned by a host of cultural and institutional factors that act to facilitate or retard weapons
adoption decisions. These “non-rational” forces can at times become so strong as to override the
core calculus of innovation. It is also clear that if an actor wants the creation and adoption of new
weapons to be successful, it must be willing and able to incorporate not only the bare physical
weapon into the existing arsenal, but also the new systems, structures, and doctrines that accompany
the incorporation of the innovation. Moreover, as the entity adapts to the new weapon, the weapon
itself can adapt to the entity in a dynamic process that can involve extensive improvisation and the
synthesis of old and new.*”

Applicability to the Terrorist Context

This paper first described the rich theoretical and empirical literature relating to general concepts of
innovation and the diffusion thereof. It then considered the history of weapons innovation and
diffusion and revealed that, at least on a prima facie basis, most of these general dynamics and
influencing factors seem to apply to a species of innovations that is very different from those upon
which the general theories were developed and tested. At the same time the historical record
suggested several dynamics peculiar to weapons innovation, such as the inherently highly risk averse
nature of warriors when it comes to assessing new weapons. The final piece of the puzzle is to
examine the extent to which these theories of innovation generation and diffusion (including that of
weapons) carty over to terrorist actors, which is not a given, since much of the theory and empirical
evidence presented thus far was derived from the behavior of commercial enterprises and agencies
of a formal government. For instance, it would be interesting to assess the extent to which the S-
curve distribution of the number of adopters of an innovation holds in the terrorist context,”” or
whether opinion leaders within terrorist networks can really act to bolster the legitimacy of
innovations such as WME. The task of analyzing in detail the preconditions and drivers of terrorist
innovation and how these compare with the general dynamics of innovation falls to the remainder

21 We must be careful not to state our case too strongly, for the dangers of hindsight bias lurk in any exposition
reliant on a handful of examples. A more vigorous statement would require a far more systematic and extensive
survey of the historical record than that presented here.

292 As mentioned above, new technologies often arise as combinations of old technologies, and the incorporation
of a weapons innovation into an organization can result in new innovation. At the same time, the initial tactical
deployment of weapons innovations has often been an attempt to force them into existing patterns of
analogous weapons usage until the true tactical and strategic significance of the innovation is realized. Thus, we
see that the arquebus was at first fielded as a tactical substitute for the longbow and the tank essentially as a
mobile shield for the infantry.

293 The shape of the S-curve is based largely on the mimetic elements of innovation diffusion and might be
expected to hold in at least some cases of recognized emulation by terrorist groups of others in their network,
such as in the case of the adoption of the tactic of suicide bombing among Sunni Islamist militants. Whether
this is indeed the case is an empirical question, however.
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of the papers presented at this workshop. Before embarking on that journey, however, it remains to
highlight some of the ways in which the context of terrorist organizations differs from states and
companies and thus to identify possible avenues of departure from the more general theories and
dynamics.

In many respects, terrorist organizations, despite their violent character, will experience the same
constraints and influences that beset all organizations, including such typical organizational features
as internal rivalries and cultural filters. This implies that we can expect many of the same effects on
terrorist innovation from these factors as seen in the general case. However, terrorist organizations
differ from other organizations in several key respects. First, at a structural level, terrorist
organizations tend to be less bureaucratic, hierarchical and centralized than either commercial
enterprises or modern state militaries. At the same time, they are by necessity hyperdynamic, in the
sense of their survival often depending on the alacrity with which they can adapt tactically,
strategically and organizationally in response to the actions of counterterrorist forces. Furthermore,
terrorist organizations are arguably more likely to consist of a charismatic leader who dominates
decision making, surrounded by fanatically devoted followers, than many other organizations, which
can in a variety of circumstances increase the likelihood of diverting decisions regarding innovations
from even the limited rationality present elsewhere.

At the motivational level, terrorists often evoke recondite ideologies, but even in instances (such as
irredentist claims) where this is not the case, their goals and therefore the benchmarks against which
they judge a potential innovation, are generally more complex than those, say, of firms pursuing
profit or state militaries seeking battlefield dominance. For example, as consummate asymmetric
opponents, terrorists attempt to influence a wide array of audiences beyond their immediate victims.
They might thus place additional emphasis in their decision making on the cultural or ideological
acceptability of an innovation or the potential for psychological impact of a new weapon.

Terrorists operate under a unique set of the environmental conditions, which can adversely affect
their freedom of operation and hence possibly also their capacity to create or adopt innovations in
WME. They are forced to operate clandestinely for fear of arrest or worse, which imposes basic
constraints on the nature of the weapons they develop or adopt, largely limiting their physical
characteristics in terms of weight, size and concealability.””* Unlike states or the vast majority of
corporations, terrorists also usually operate at or near the very limit of their available resources, not
only in terms of physical resources like finances and equipment, but also in terms of human capital
and technical ability. This may alter both the willingness and ability to innovate, and simultaneously
encourage improvisation and reinvention of weapons when they are adopted. At the same time, this
highlights the importance to successful adoption of efficiently transferring both explicit and tacit
types of knowledge surrounding a weapon, because it is unlikely that a terrorist group would be
willing to wager its limited resources on multiple failed attempts to adopt a new weapon rather than
remain with existing tried and true methods. On the other hand, terrorists often (unrealistically)
believe that they will only achieve ultimate success after a long, epic struggle. When one combines
their long-term orientation with a typical flexibility in tactical approaches, this suggests that at least
some terrorist groups may embark upon protracted weapons development programs that closely
resemble the extended planning horizons associated with state or commercial R&D programs. For
all of these reasons, the weapons innovation decisions of today’s terrorists might more closely
resemble those of less formal armed forces from eatlier times than those of current militaries or

2% Van Creveld, op. cit., p. 306.
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multinational corporations, suggesting that pre-modern weapons innovation experiences might be a
particulatly appropriate analog for terrorist adoption of WMEs.

While competition among terrorist groups (for the support of set constituencies) is not
uncommon,” the primary competitive relationship terrorists engage in is with one or more target
states. Given that terrorists cannot hope to “balance” against these states in any conventional sense
(hence the basic necessity for engaging in asymmetric warfare), the neo-realist underpinnings of
relative advantage in the face of competition being a key driver of innovation may not apply. After
all, a terrorist is unlikely to want to develop or adopt a new weapon out of fear that the state will get
them first. Instead, innovation in the terrorism context may be driven more directly by the
recognition of problems that require solving and assessments of relative advantage, with these

problems often arising from counterterrorism actions by the state.

In coming years, technological progress is likely to improve exponentially” to reach levels of
scientific and technical innovation and global distribution unprecedented in human history.””
Advances in fields as diverse as synthetic biology, nanotechnology and sensor integration can
present both unparalleled opportunities and dire threats, especially as these technologies come to the
attention of violent non-state actors like the current crop of amorphous and bloodthirsty terrorists.
Yet, technology, as they say, “opens doors; it does not force society to walk through them.”*” In
order to make sense of coming threats, as these pertain to WME, we need to more fully understand
the process by which terrorists might generate or adopt innovations associated with technological
advances and other precipitants. Drawing on past experience and research in other fields of human
endeavor, this paper has sought to provide a basic theoretical and empirical framework on which to
build such an understanding.

2% Bloom, op. cit., passim.

296 Ray Kurzweil, The Singularity is Near New York: Penguin Group, 2005), p.12.
297 Committee on Forecasting Future Disruptive Technologies, op. cit., p. 34

2% Mokyr (2002), op. cit., p.162.
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APPENDIX IV: YORAM SCHWEITZER, INNOVATION IN TERRORIST
ORGANIZATIONS: THE CASE OF PFLP AND ITS OFFSHOOTS

Between the end of the 1960's and the mid 1980's, the Popular Front for the Liberation of Palestine
(PFLP) and its various offshoots pioneered an innovative terrorist strategy, along with several
related tactics. The PFLP's innovation lay, first, in the identification of the global community as the
primary target audience for Palestinian activism; second, in the selection of the aviation system as
the prime target for their attacks; and third, in the incorporation of foreign nationals into their
operations. Offshoots of the PFLP extended this strategy, pioneering significant micro-tactical
innovations. These innovations enabled the PFLP and its offshoots to execute some of the most
dramatic operations seen in the 20" century, setting a trend that would only be broken decades later
by the September 11th, 2001, attacks. Further, these attacks provided a template not only for other
Palestinian groups, but for terrorist groups all over the world. This makes the PFLP's record a good
starting point for exploring the factors that produce and drive innovation within terrorist
organizations. In turn, this exploration builds a solid platform for discussing the extent that security
organizations, knowing these factors, can predict and undercut the emergence of innovative
capacities in both contemporary and future terrorist networks.

The Rise of the PFLP's International Terrorism Strategy

After Israel's decisive victory in the Six Day War, Palestinian resistance groups realized their hopes
of liberation would not be fulfilled by the armies of Arab states, and that they would have to pursue
their radical agenda on their own. Lacking a conventional military, many in the resistance movement
argued that they should engage in guerrilla/terrorist warfare against Israel, operating out of the
newly occupied territories and relying on the strategic depth of neighboring Arab countries.
However, the terrain of the West Bank was unsuitable for this style of warfare, and the Arab states
were unwilling to support their Palestinian brethren. These factors, combined with the fact that
Israel reacted effectively to those attacks that were carried out, led many militant Palestinian leaders
back to the proverbial drawing board. This re-evaluation sparked a revolutionary approach to
terrorism in the minds of PFLP leaders.

Steered by George Habash and Waddia Haddad — Christian Palestinians trained as physicians at the
American University in Beirut — the PFLP was born out of a merger between several earlier
organizations, most notably, the Arab Nationalist Movement, Youth for Revenge, and the Palestine
Liberation Front. From its inception, the PFLP was dedicated to the expulsion of Jews from Israel
and, more broadly, to the Pan-Arabist belief that the Arabs must unite to overthrow Western
imperialism and the reactionary puppet regimes it had installed in the Arab world.

In a 1967 meeting of the organization's leadership, Waddia Haddad, then the leader of the group's
military wing, leveled a direct challenge to the strategy of guerrilla operations: “Trying to get men
and weapons across the Jordan into Israel is a waste of time and effort. Armed struggle of that type
will never achieve the liberation of Palestine” ”We have to hit the Israeli army in a qualitative way,
not quantitative way. This is a particular animal, the IDF [Israel Defense Forces|; we cannot fight it
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plane for plane, tank for tank, soldier for soldier. We have to hit the Israelis at the weak joints”.*”

His proposed solution involved a major strategic shift:

What do I mean by the weak joints? I mean spectacular, one-off operations. These
spectacular operations will focus the world’s attention on the problem of Palestine.
The world will ask, “What the hell is the problem in Palestine? Who are these
Palestinians? Why are they doing these things?” At the same time, such operations
will be highly painful for the Israelis. High-profile, sensational operations, carried out
by thoroughly trained people in secure underground structures — this is how we shall
hit at the painful joints. In the end, the world will get fed up with its problem; it will
decide it has to do something about Palestine. It will have to give us justice.””

Elaborating, Haddad explained that the main idea was to hijack an El Al airliner and to hold its
passengers and crew hostage. Haddad claimed that if such an operation failed to get the attention of
international media, then probably nothing could succeed in achieving this goal. “It shouldn’t be
necessary to use actual violence. We don’t even have to hit Israeli targets all the time. But we must
be a constant irritation, a bug under the skin of the developed world. We must make them lose
patience with Israel and Palestine that hard way.””"" While these actions would not precipitate
Israel's downfall, they would, Haddad argued, draw sufficient international attention to the
Palestinian problem and force a resolution. In the following months, Haddad created a separate
special operations unit dedicated to executing such international operations.

Palestinian operatives developed this innovative strategy through the experience of executing
spectacular attacks. The first hijackings were designed to impact Western public opinion and to
inflate the power image of Palestinian groups, demonstrating their ability to attack Western targets if
their demands and national agenda were not met. At the same time, the new strategy aimed to
coerce the release of prisoners in Israeli jails and, later, the release of failed hijackers who were
caught during their missions. These tactics were rapidly adopted by other Palestinian groups as well
as other international terrorist groups.

In July 1968, five members of the new unit were deployed, hijacking an El Al flight from Rome to
Tel-Aviv. The kidnappers forced the plane to divert to Algeria, carrying 36 passengers and ten crew
members. After landing, the kidnappers released the non-Israeli passengers. The remaining five
passengers and seven crew members were held hostage in an Algerian police station near the airport.
As Haddad hoped, the airline’s hijacking became an international incident; Israel, faced with an
unfamiliar challenge, turned to the U.S. for help. All U.S. attempts to find a swift resolution failed,
and the crisis dragged out until September, ultimately coming to resolution through Italian
mediation. In August 1969, the PFLP followed up on this initial foray, deploying two operatives to
take control of TWA flight 840 from Los Angeles to Tel Aviv. Claiming that they launched the
attack in retaliation against U.S. military aid to Israel, the hijackers landed the aircraft in Syria, de-
planed the hostages, and blew up the cockpit.”” The U.S. demanded that Syria arrange the release of
all hostages, but the Assad regime declined, allowing only a dozen crew members and 93 non-Israeli
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passengers to leave. Two male Israeli hostages were released at the end of October 1969, only after
Israel agreed to release some Egyptian soldiers.

This strategic innovation soon gave rise to tactical innovations as well, such as ground attacks on
European airports. For example, in December 1968 a parked El Al airplane was attacked at Athens
International Airport. One mechanic was killed and two others were injured™”. In February 1969,
four PFLP operatives opened fire and threw grenades at an El Al airline while it was departing
Zurich Airport, killing an Israeli co-pilot, three other crew members, and injuring three passengers.
An Israeli air marshal managed to kill one of the terrorists, while the three other operatives were
eventually captured.”™

Habash's organization declared it would broaden its worldwide activities and focus, not only on
Israeli targets, but on any target that belonged to the U.S.-led “imperialistic world.”*” Throughout
the summer and fall of 1969, the PFLP bombed several European and Israeli targets, including three
Israeli related-businesses and a Marks and Spencer shop in London™. In September, the PFLP
extended its scope to targets in the Netherlands, Belgium, and West Germany. These attacks
expanded the plan to attract Western attention and built on the group's declared agenda of
international revolution. The success of the first operations encouraged them to continue with this
second gambit. Haddad personally selected all targets and supervised every operation.

These high-profile operations were not only tactical successes, but strategic victories as well. As
Haddad had predicted, they brought international attention to the Palestinian problem. Their success
also significantly boosted the PFLP's stature among Palestinian groups. In 1969, after the PFLP
accepted Iraqi and Soviet sponsorship, Habash's organization fully capitalized on its increasing
popularity, nearly tripling its size and significantly upgrading its capabilities. These improvements
were on full display when the organization launched the so-called "aitplane operations" — the most
spectacular, innovative undertaking it has attempted to date.

The “Airplanes Operation”: The Pinnacle of PFLP’s International Operations

Building on the success of the eatlier hijackings, Haddad resolved to hijack not one, but three
airplanes en route to New York — selecting an American target because attacking American
objectives led to the highest level of media attention. The planes were all to be landed on the same
isolated strip in Jordan (an Arab country targeted for reasons beyond the scope of this paper). The
operation was launched on September 6", 1970, when TWA flight 741, en route from Frankfurt,
was hijacked with 141 passengers and 10 crew members aboard. The next airline to be hijacked was
Swissair flight 100 from Zurich, with 143 passengers and 12 crew members aboard.

While the first two hijackings went according to plan, the third hijacking, El Al flight 219,
Amsterdam to New York, did not. According to Haddad’s plan, an operative from a left-wing
Nicaraguan guerrilla group and a Palestinian woman by the name of Leila Khaled would pose as a
married couple to deceive El Al security personnel in Amsterdam. Two other operatives were

303 “Memorial Institute for the Prevention of Terrorism’s Terrorism Knowledge Base”, <www.tkb.org>, [MIPT-
TKB]. (Website is no longer available. For clarification please contact the author.)

304 Ibid.

305 Ibid.

306 Ibid.

Workshop Report 87



| Terrorist Innovations in Weapons of Mass Effect: Preconditions, Causes, and Predictive Indicators

supposed to infiltrate the plane in the traditional fashion. While the “married” couple managed to
board the plane, the other two, of Palestinian origin, were not allowed to board, but were also not
arrested by the authorities.”” Shortly after takeoff, the two remaining operatives attempted to hijack
the plane. The Israeli pilot, who had been trained in counter-terrorism tactics — a direct result of the
1968 Algeria hijacking — turned the plane sharply and entered it into a steep nose-dive.”” As a result
the hijackers lost their footing and an undercover Israeli security officer shot and killed the male
operative. A group of passengers leaped from their seats, charged Khaled, and started beating her.
Khaled pulled the safety pin from the hand-grenade that she was carrying and tossed it.™”
Fortunately, the grenade did not explode. Her actions, however, indicate that she was ready to turn
the operation from a hijacking into a suicide attack. After the passengers took control of Khaled, the
pilot turned the plane back and made an emergency landing in London. Khaled was arrested
immediately after landing.”"’

ol

The implementation of Haddad’s plan suffered from another complication. The two Palestinians
who were turned away by El Al security decided to ignore Haddad’s directions and i